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secRMM Benefits- Government

The importance of agencies to implement safeguards
against insider threats was brought to the forefront with
the leaking of millions of documents by NSA contractor
Edward Snowden. Now agencies are required to take
direct action to monitor computer networks with
unprecedented scrutiny.

It is imperative for government agencies to meet the
standards that are outlined in Insider Threat Programs
which include having the capability to gather, integrate,
centrally analyze and respond to key threat related
information. In addition, the Minimum Standards for
Insider Threat Programs makes agencies responsible for
setting up systems to monitor employee’s use of
classified networks.

Simple policy rules to control file copies to
removable storage devices

Added protection to all encryption
technologies (device agnostic)

Detailed auditing/monitoring of all removable
storage device activity

Auditing includes complete source file path
(local drives & network shares)

Monitors all storage devices including Mobile
(smart phones/tablets), USB thumb drives,
encrypted drives, CD/DVD, external hard
drives & SD cards

Simple deployment: no additional framework
required

Microsoft Integration: central management,
monitoring, & reporting using Microsoft
System Center and/or Active Directory
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