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Introduction

Squadra Technologies security Removable Media Manager (secRMM) software is Windows security
software that runs on your company’s workstations and servers. secRMM manages and monitors
removable media. In this context, Removable media is defined as external hard disks, USB (flash) drives,
smart phones, tablets, SD-Cards, CD-ROM and DVD. Generally, any storage device that supports
Microsoft plug-and-play will be managed and monitored by secRMM. Such devices typically use the
computers Universal Serial Bus (USB) ports to connect to the computer. Removable media devices are
popular because they are very convenient when you want to copy files around or backup data. secRMM
allows you to track all write activity to the removable media devices in your computer environment as well
as giving you the ability to control (or authorize) who can write to the removable media devices.

Features

Detailed forensic data for smart phones, tablets and removable media

secRMM monitors and collects very detailed forensic i = e ——
data about removable media write activities. This z?‘mﬂ” E—

ensures that if a security incident does occur and B Draa e
removable media is involved, you will be able to iAlw Am,m,,u,, — Sz LDt e :

understand the exact nature of the security incident. E R o102 et 5
The level of detail collected by secRMM is what Do | Gl et

Removable Media Security Audit
Drive: F;, Ve evice\HarddiskVolumed, Desc: Removable Disk, SerialNumber: 61306263, Mode
HTC Android Phone USB Device, InternallD: USBSTOR\DISKEIVEN_HTC&PROD_ANDROID_PHONERIREV_
0100\88:175067C1 8:0&HT031PB022868:0

Status: WRITE COMPLETED

Target File: F:\Customer List Y2011 xsx

Source File(s): Ci\CorporateFinancials\Customer List Y201 Lxls, Size: 8441, LastWriteTime: 07/25/2011
13:10:03

User: Tony-PC\Tony, SID: 5-1-5-21-4017941760-3181257084-2242886672-1001

Program: "C:\Windows\system32\emd.exe” , copy "customer list y201Ladsx’ £, Current Directery: C:
\CorporateFinancials, PID: 4528

distinguishes secRMM from other products that attempt
to provide similar functionality. Surprisingly, other
competing solutions are not even able to report the
complete file path of the files being copied from the
local computer and/or network. Missing this important data makes the security forensic data incomplete
and will make any security analysis exercise a guessing game. secRMM was developed to address
requirements coming from the United States government and military organizations. This means secRMM
ensures that removable media write activity is always predictable and the events are always captured to a
nonrepudiation store (i.e. the Windows Security event log).

Useful yet simple authorization modules [ o

| n

ocal|  Computer C Actions

Name Value secRMM -
HonRlockeiny 4 SafeCopy Approver

[ secRMM Bxcel Addin

& Device Tracker

secRMM License

secRMM provides a removable media authorization layer to
prevent any removable media security incidents from ever
occurring in the first place. Unlike other competing
solutions, secRMM lets you control what files the end-user
can copy from the local computer and/or network. The
other authorization modules let you control removable media
write activity based on userid, removable media serial
number, removable media internal Ids (i.e. VIDs and/or
PIDs) and the program used to perform the write operations . 5

secRMM Configurations
View »

B Hep

s Senviees and Applieations

on
03/24/2016 14:28:32

9000
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to the removable media.
Prevent unauthorized devices from mounting

secRMM can prevent unauthorized devices from mounting to
the Windows Operating System. The advantage of using this e e lulhi S R
feature is that even though the device cannot be read from or NomoSesdinen e
written to, the device still receives power from the Windows

computer. This allows your end-users to still charge their et

device (usually a smart phone or tablet) while keeping the - Cancel ——r
data in your environment safe. A corresponding event is

generated when this even occurs so you can know who is charging their phone or tablet. This feature is
available on the device serial number, the device internal ID (VID/PID) and for userids.

secRMM Property - o il

Smart phone app for added security

For heightened security environments such as military and/or government, secRMM comes
with a mobile (smartphone/tablet) app that forces the end-user to login (authenticate) from @
the mobile device before the device will appear as a USB storage device to Windows. Note
that you are not required to use this feature; it is an optional security feature. The secRMM
mobile app is available in the Android, Apple, BlackBerry and Windows app stores.

Enforceable two man policy

secRMM comes with an end-user GUI application
called SafeCopy that works in conjunction with

Preapproval Required

secRMM. The SafeCopy user interface mimics the e
standard Windows explorer program but only allows m cmad securky @mvcompany.com of

1ti i 1 i 0 gef roval
w_rltlng to removable media and adjusts what it ) Sanoahy to get app
displays to the end-user based on secRMM sl

. . . NOTE: Before you begin using secRMM SafeCopy. you need to understand that every
prOpertleS. Admlnlstrators can eaSIly enable operation you perform while using secRMM SafeCopy (i.e. copying files. deleting files and
. mapping to network shares) is being logged

secRMM/SafeCopy to enforce a two man policy. A i e
two man policy means at least 2 people must be =
involved for the removable media write operation to Cancel

occur. The two man policy is a common operating L eew s ~

procedure in many critical government and military situations. The secRMM/SafeCopy two man policy
implementation allows administrators to monitor each operation the end-user takes while using the
SafeCopy program. A check is made if an administrator tries to approve himself. This check will not allow
the approval.

Removable Media device tracking e

If you configure secRMM so that your end-user must use secRMM SafeCopy to copy | —
file(s) to removable media devices, secRMM puts a small signature onto the i
removable media device. This gives you the ability to see who the last user was to
use a removable media device. This can be a powerful feature for lost or stolen T T DTS
removable media devices. e
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Transparent integration with hardware/software encryption technology

secRMM works seamlessly with hardware and software encryption technologies. In fact,
secRMM generates the necessary security events required:

1. An event telling you that an encryption device has been plugged into the Windows
computer (i.e. mounted)

2. An event telling you that the authorization to use the device has succeeded.
Encryption technology authorization is done using either software (i.e. a dialog
asking for your password) or hardware using a push button key pad. Examples of
software authorization include IronKey device and Microsoft BitLocker. An
example of hardware authorization is the Apricorn Aegis Secure Key USB Flash
Drive.

e do o fa N

» Aegis G Secure Key

v 9

Light-weight

secRMM is designed as a light-weight security software product. What this means is that

when secRMM does not need to be running, it enters into a quiescent state. The secRMM N B
software will run only when a Removable Media device is plugged into the computer.

This means that your end-users will not feel a performance impact from the secRMM software in their

normal day-to-day computer work activities.

Tightly integrated with Microsoft Windows Operating System

secRMM was designed to fit into the most common security and monitoring scenarios. This means
secRMM utilizes Microsoft best practices by utilizing core Windows Operating System components rather
than writing a separate framework to monitor Removable Media devices. The benefit to this approach is
that secRMM does not require a large learning curve or large setup period. It also means you can
integrate secRMM into your existing security and monitoring strategies/implementations with very little
work. secRMM uses the familiar Microsoft Management Console (MMC) as the User Interface (UI) to make
secRMM configuration changes.

100% scriptable

In addition to the MMC User Interface,
secRMM can be controlled and configured

Sethllowedinternallds.vbs & ¢

using any Microsoft COM compatible Dim objSecRMM
.. ) Set objSecRMM = CreateObject("secRMMInterface™)
scripting language (i.e. Powershell, objSecRMM. SetProperty "AllowedInternallds”, "VID @4e8RPID 6B6@"
VBScript, Jscript, Perl) as well as any .Net
. . 'Te turn this feature off, use the line below instead of the line abowe
Ianguage' For more detallsl please review 'objSecRMM. SetProperty "AllowedInternalIlds™, Null

the section titled “Integrating secRMM into
your environment”.
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Tightly integrated with Microsoft Active Directory

secRMM takes advantage of Active Directory in two

powerful ways. First, secRMM properties can be ] : Goup Policy Mansgement Fditor [T
applied using Active Directory Group Policy. The ey =T e

Group Policy Editor has both a computer and user [ L7 Femonable Media Policy ~ Sales and Marketi ~ || Lt Contiguaation

configuration security settings secRMM node. The | *% “ii oo s bt

user interface for the Group Policy Editor is identical | , i .75 pruiiesersga

to the secRMM user interface in the Computer O s et sy
Management MMC. This means secRMM security | g s s
settings can be applied to the computer, a group of | “ Il Soay e . -

users and/or individual users. Secondly, secRMM ‘ b 1 Pubke Key Pobcres SR

can use Active Directory computer object and user s Earihain | | Meeenidecr

object attributes within the secRMM properties | . R A T i "
(AllowedDirectories, AllowedSerialNumbers and =

AllowedUsers). This makes applying removable
media security policies very easy to maintain and deploy.

Tightly integrated with Microsoft System Center

Because secRMM does not use a proprietary framework |= = eponts - OMETLESP - Cosmations Masoes [=T= |
to function, secRMM easily integrates into the system m—— e ®
management tools used within any environment. o
Microsoft System Center is the dominant systems
management tool on the market today. secRMM has
integration with SCCM (installation, configuration,
status messages and reports), SCOM (events, alerts,
tasks and data warehouse/ACS reports) and
Orchestrator. | e )

Tightly integrated with Microsoft Excel 2010

secRMM comes with an Excel AddIn! that makes analysis, filtering and
reporting very simple.

1 For details please review the “secRMM Excel AddIn Administrators Guide” from the Squadra Technologies
web site.
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Tightly integrated with Microsoft Azure, Hyper-V and RD
SeCRMM Supports USB dereS that are 1 (mletm archive filc(:\(rnn\'.(\'RMI\'.lw'n(lglm\:um L"ﬂx -

available to remote machines under Azure 5“""“—! -

RemoteFX USB redirection feature. This : -

(] Hare Ve
feature even works when you use a z v
. . T 21572096 114835 AN
Remote Desktop session to another ) Como.ter Anse2
. . \0 =
physical computer. The secRMM online i Uner AZAEET Tory
events contain information about the i T e Tt
Hypervisor server and the remote machine. « Dewce Doscwton | Removable Dk Yind2_Logcalee
. (L) Sensl Nurber E1IBASFA
The event data gets logged in both the - e e e e
physical and remote secRMM event logs. %} irdemsl i USBSTOR \IiSKAVEN GENERICAPROD_FLASH_ DISKAREV 3 07,51 HAGTALD
. . . I el rfo Hperver Mot o - orvaty bod  RDSIBSFIBSE210, Device mourted on: WI2
This gives you a complete picture of your T (T AT T L I

removable storage within your domain whether it exists on premise or in the cloud. This feature requires
you to have secRMM running on both the RDP client and the RDP server.

Tightly integrated with Microsoft Rights Management Services

secRMM works in conjunction with Microsoft
Rights Management Services (RMS). You J = R e e =y s |

files protected with Microsoft RMS to be
copied to removable storage devices.

Microsoft RMS is a powerful security '
technology that allows the security of the
data to be self-contained with the file.

Microsoft RMS must be setup in your domain,
it is not available by default. bl

For Microsoft documentation on RMS, please o
see https://technet.microsoft.com/en-
us/library/cc771234(v=ws.10).aspxX.

e Skt N - |

Copy files to/from apple mobile devices

secRMM comes with apple mobile device functionality that lets you copy
files to/from to apple mobile devices file system. This functionality is
integrated into the secRMM SafeCopy program. SafeCopy exposes the -
entire apple file system including the sandboxed Apps data directories. If L
you want to make your own apple program, you can use the secRMM SDK.
The secRMM SDK allows you to integrate any mobile device into your
enterprise. Note, that starting with I0S 8.3, Apple has unfortunately _
locked down the App data directories unless the App was built with the ooy o o
UIFileSharingEnabled flag set.

Page 11


https://technet.microsoft.com/en-us/library/cc771234(v=ws.10).aspx
https://technet.microsoft.com/en-us/library/cc771234(v=ws.10).aspx

secRMM Administrator Guide

Flexible licensing

secRMM has 4 different license modes:

1. Freeware - the freeware version logs online and offline removable media events.
2. By computer - secRMM provides all features in this licensing mode.

3. Domain - secRMM provides all features in this licensing mode.

4. Forest — secRMM provides all features in this licensing mode.

Modes of operation
secRMM has 4 modes of operation: Monitoring, Authorization, Lockdown and Eject.
Monitoring mode

Monitoring mode records (via the Windows event log component) all Removable Media write activity (as
well as when a Removable Media device comes online and offline). Monitoring mode is always on and
cannot be turned off. When you perform a “typical” (as opposed to a custom) secRMM installation,
monitoring mode is running after the installation. When secRMM is in authorization, lockdown or eject
mode, monitoring mode is still on as well.

Authorization mode

Authorization mode is when you want to limit who or what program can perform write activity to the
Removable Media. In addition to who or what (program), you can also limit Removable Media write
activity based on the Removable Media device’s serial number(s) and/or the device’s internal Id
(VIDs/PIDs), the source directory(ies) and by file extension(s). Authorization mode starts when you
specify one of the secRMM whitelisting properties. The secRMM whitelisting properties are:
AllowBitLockerOnly, AllowedDirectories, AllowedFileExtensions, AllowedInternallds, AllowedPrograms,
AllowedSerialNumbers, AllowedUsers. All of these properties are detailed below.

Lockdown mode

Lockdown mode prevents any write activity to Removable Media. Lockdown mode is really a special
version of Authorization mode. The difference is that lockdown mode sets the secRMM
“AllowedSerialNumbers” property to a value that is a nonexistent serial number (the value is
secRMM_is_locked_down) so the Removable Media write activity (no matter what device) will always fail.

Eject mode

Eject mode checks the device serial humber, the device internal id and the logged in users against the
secRMM authorization properties of the same name. If there is a mismatch, secRMM ejects the device so
that to the end-user, the device appears to have never been mounted by the Windows operating system.

Eject mode differs from authorization/lockdown mode because it happens when the device is coming
online vs. when a write operation occurs.
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Monitoring mode

The secRMM product logs 4 distinct events for monitoring. The 4 secRMM events are described and shown
in screenshots below.

Online/Offline events

The secRMM product logs when a Removable Media device is plugged in (an online event) and when a
Removable Media device is removed (an offline event). The online and offline secRMM events list the
device and all users who are currently logged into the computer at the time the event occurred. The
secRMM online event has an event id of 400 (see Figure 1). The secRMM offline event has an event id of
403 (see Figure 2).

Details

Line 1: Removable Media Security Audit:

Line 2: Drive: F;, Volume: \Device\HarddiskVolume9, Desc: Removable Disk, SerialNumber: 61306263, Model: HTC Android Phone USB
Device, InternallD: USBSTOR\DISK&VEN_HTC&PROD_ANDROID_PHONE&REV_0100\8&175967C1&0&HT031PB02286&.0

Line 3: Status: ONLINE

Line 4: User(s): Tony-PC\Tony[Interactive]

Line 1 Indicates that this event is from secRMM.

Line 2 Describes the Removable Media device.

Listed is the drive letter or name of the device assigned by the operating system, the volume
name, a brief description of the device, the manufacturer assigned serial number, the
manufacturer model information and the devices internal ID.

Line 3 The status of the device. This value will be either ONLINE or OFFLINE.

Line 4 The users who are logged onto the computer at the time of the event.
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e RN, LT 0 IS,

File Action Wiew Help

&=|7E HE

14| EventViewer (Local) Security Mumber of events: 33,437
[+ _'# Customn Views
F] —E Windows Logs

“F  Filtered: Log: Security: Source: secRMM. Mumber of events: 148

s icati ords ate and Time ource vent ask Categol v

Application Keyword D dT 5 EventID Task Category

::tc””tf" £ Classic, Audit Failure  5/19/2012 4:07:39 PM secRMM 400 AUDIT v
up ~

System i T | r

g Forwarded Events Event 400, secRMM x

i [ Applications and Services Logs —|—|
_;_-'1 Subscriptions General | Details

Removable Media Security Audit:

Drive: F;, Volume: \Device\HarddiskVelumed, Desc: Removable Disk, SerialMumber: 61306263, Model:
HTC &Android Phone USE Device, InternallD: USBSTOR\DISKE&VEN _HTC&PROD_AMNDROID_PHOMNE&REV_
010088475967 C1&0&HTO31PBO22868:0

Status: OMLIME

User(s): Teny-PC\Tony{Interactive]

Figure 1 - secRMM online event

frentViewer T A — e —

File Action View Help

«= | 26 HE

12 Event Viewer (Local) secRMM  Mumber of events: 36
[+ _q&!- Custom Views
[» —E Windows Logs

a3 Applications and Services Logs 1 Information 5/19/2012 5:18:37 PM secRMM 403

Broadcom Wireless LAN d il C

p [ Cisco Event 403, secRMM ,
Hardware Events

Level Date and Time Source EventID Task Category

Internet Explorer General | Details
Key Management Service
Media Center Removable Media Security Audit:
& [ Microsoft Drive: F;, Velume: \Device\HarddiskVolumed, Desc: Removable Disk, SerialMumber: 61306263, Model:
- - HTC Android Phone USE Device, Internalll: USBSTOR
| M ft Office Alert
P \DISK&VEN_HTC&PROD_ANDROID_PHONE&REV_0100\88:175967 C1&:0&HT031PB022868&0
b Il Microsoft- Status: OFFLINE
[ —| Microsoft-IEDVTOOL User(s): Teny-PC\Tony[Interactive]
p [ Microsoft-IEFRAME
secRMM
o Wim A msser DmsiarShell

Figure 2 — secRMM offline event

Monitoring when removable media devices go online and offline is an important security feature.
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Write Events

The secRMM product also logs when a file write operation to the removable media device starts? and
completes. The ‘write started’ and ‘write completed’ secRMM events list the device, the target and source
files, the program that was used and the user that performed the write operation. The secRMM ‘write
started’ event has an event id of 401 (see Figure 4 below). The secRMM ‘write completed’ event has an
event id of 402 (see Figure 5 below).

Details

Line 1: Removable Media Security Audit:

Line 2: Drive: F;, Volume: \Device\HarddiskVolume9, Desc: Removable Disk, SerialNumber: 61306263, Model: HTC Android Phone USB
Device, InternallD: USBSTOR\DISK&VEN_HTC&PROD_ANDROID_PHONE&REV_0100\8&175967C1&0&HT031PB02286&.0

Line 3: Status: WRITE COMPLETED

Line 4: Target File: H:\\TakingHome\Sales for Q2 2011.xIsx

Line 5: Source File(s): C:\CorporateFinancials\Sales for Q2 2011.xIsx, Size: 8746, LastWriteTime: 02/26/2011 21:55:02

Line 6: User: Tony-PC\Tony, SID: S-1-5-21-4017941760-3181257084-2242886672-1001

Line 7: Program: "C:\Windows\system32\cmd.exe", copy "sales for g2 2011.xIsx" h:\takinghome, Current Directory:
C:\CorporateFinancials, PID: 2712

Line 1 Indicates that this event is from secRMM.

Line 2 Describes the Removable Media device.

Listed is the drive letter assighed by the operating system, the volume name, a brief
description of the device, the manufacturer assigned serial number, the manufacturer model
information and the devices internal ID.

Line 3 The status of the write operation. This value will be either WRITE STARTED or WRITE

COMPLETED.
Line 4 The name of the file that is written to the Removable Media device.
Line 5 The name of the file(s) that are used as input to the write operation as well as the Size and

LastWriteTime.

Line 6 The user that is performing the write operation. The Windows SID is listed in addition to the
users Windows name.

Line 7 The program used to perform the write operation.

2 The write start event is disabled when you first install secRMM. It can be enabled by setting the secRMM
LogWriteDetails property which is discussed in the section “Setting the LogWriteDetails property” below.
We do not recommend that you use the write start event since it is duplicate data of the write completed
event (just different times).
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Additional forensic data

Program information

secRMM performs additional forensic analysis when the write operation is performed by cmd.exe,
explorer.exe or one of the Microsoft scripting languages (powershell, vbscript or jscript). For a cmd.exe
write, secRMM will list the actual command issued (copy or move for example) and the current directory of
the cmd session. This is true even if you run a 32bit cmd.exe session from a 64bit OS. For an
explorer.exe write, secRMM will list the operation (i.e. copy or cut). For the scripting languages, secRMM
will attempt to collect the actual source code line and script file name.

Compressed (zipped) files

For compressed/zipped files, the compressed files within the compressed file will be listed. Note that for
compressed files, multiple event log messages may be generated to allow the listing of every file. If this
is the case, the event log description text will list the output as “X of Y” where X will be a number from 1
to Y. Y will be the total humber of event log messages that need to be generated to list all the
compressed files. secRMM supports the Windows Operating System compression utility as well as the
following popular 3™ party compression utilities: WinZip, 7z and WinRar.
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File Action View Help

«=|71E HE

iz Event Viewer (Local)
[> 3 Custom Views
Pl __; Windows Logs

@ Application

E| Security

Q Setup

@ System

Q Forwarded Events
i [ Applications and Services Logs
__2 Subscriptions

Security

Mumber of events: 10

“F  Filtered: Log: Security; Source: secRMM. Number of events: 9

Keywords
a Classic, Audit Failure

Date and Time
5/19,/2012 4:41:00 PM

Source

EventID Task Category

secRMM 402 AUDIT

¢_| 1 |

Event 402, zecRMM

General | Details

Removable Media Security Audit:

HTC Android Phone USE Device, Internalll: USBSTOR
WDISKEVEN_HTC&PROD_ANDROID_PHOME&REY 0100088475967 CLEN&HTO31PB02286 80
Status: WRITE COMPLETED

Target File: F\HumanResourcesData_Q2_2012.zip

Source File(s): C\CorporateFinancials\HumanResourcesData_Q2_2012.zip, Size: 351923,
LastWriteTirne: 05/19/2012 16:39:12

User: Tony PC‘\Tony, SID: 5-1-5-21-4017941760-3181257084- 224 2886672-1001

et Explorer.EXE, COPY, PID: 5076

ration/
Departments.mdm|n|strat|onfMed|caIInform ation/
Departments/Administration/Medicallnformation/Clark_1528 txt
Departments/Administration/Medicallnformation/Jones_0621 b
Departments/Administration/Medicallnformation/King_4376.tdt
Departrments/Administration/Medicallnformation/Mayo_9100.bdt
Departments/Administration/Medicallnformation/5mith_0368.td
Departments/Administration/PerformanceReviews/
Departments/Administration/PerformanceReviews/Clark_1528 txt
Departrents/Adrministration/PerfermanceReviews/lones_0621. bt
Departments/Administration/PerformanceReviews/King_4376.td
Departrments/Administration/PerformanceReviews/Mayo_9100.bd
Departments/Administration/PerformanceReviews/Smith_0368 bt

¥

Drrive: Fr, Volume: \DevicelHarddizkVolumes, Dezc: Removable Dizk, SerialNumber: 51306263, Model:

Figure 3 — Compressed File that generates multiple event log messages
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Event Viewer
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View Help
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I 3’ Custom Views
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i+ Application
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5] System
Q Forwarded Events
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Mumber of events: 14

Security

“F  Filtered: Log: Security; Source: secRMM. Mumber of events: 13
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Removable Media Security Audit:

Drive: F;, Volume: \Device\HarddiskVolumed, Desc: Remowvable Disk, SerialNumber: 681306263, Model:
HTC Android Phone USE Device, InternallD: USBSTOR\DISK&VEN_HTC&PROD_ANDROID_PHOME&REY
010048 8175967 C1&0&HTO31PBO2286 80

Status: WRITE STARTED

Target File: F\Customer List Y2011 .0dsx

Source File(s): Ch\CorporateFinancials\Customer List Y2011 xlsx, Size: 8441, LastWriteTime: 07/25/2011
13:10:03

User: Tony-PChTony, SID: 5-1-5-21-4017941760-2181 257084 - 224 288667 2-1001

Program: "CAWindows\systern32\cmd.exe” , copy "customer list y2011.dsx" £, Current Directory: ©
"CorporateFinancials, PID: 4528

Figure 4 - secRMM write started event
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Security

“F  Filtered: Log: Security; Source: secRMM. Number of events: 13

Keywords Date and Time Source EventID Task Category 9
a Classic,Audit Failure 5/19/2012 4:48:40 PM secRMM 402 AUDIT ~
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Event 402, secRMM b4

General | Details

Removable Media Security Audit:

Drives F;, Velume: \Device\HarddiskVolumed, Desc: Removable Disk, SenalMumber: 61306263, Model:
HTC Android Phone USE Device, Internalll: USBSTORNDISK&VEN_HTC&PROD_AMDROID_PHOME&REV_
0100088075967 C1 &0 8HTO31PBO2286 80

Status: WRITE COMPLETED

Target File: F\Customer List Y2011 .xlsx

Source File(s): C:\CorporateFinancials\Customer List Y2011 .xlsx, Size: 8441, LastWriteTime: 07/25/2011
13:10:03

User: Tony-PC\Tony, SID: 5-1-5-21-4017941760-3181 257084 - 224 2886672 -1001

Program: "C\Windows\system32'cmd.exe”, copy "customer list y2011.xlsx" £, Current Directory: C:
\CorporateFinancials, PID: 4528

Figure 5 - secRMM write completed event
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With the 4 events described above, you can be assured that your valuable data files are all accounted for!
Files from the network

The secRMM product logs when a file write operation to the removable media device comes from a
network share. As you can see in Figure 6 below, the source file for this secRMM write event is coming
from a networked computer. secRMM captures the source computer and the network share name in
addition to the file name. Note however that the file Size and LastWriteTime are not available for source
files coming over the network.

@ Event Viewer T ——

File Action View Help
| xE6
@ Everiews oo

> L Custom Views

. !: Windows Logs “F  Filtered: Log: Security; Source: secRMM. Number of events: 15

i Application Keywords Date and Time Source EventID Task Category
] Security 13 Classic, Audit Failure  5/19/2012 5:03:51 PM secRMM 402 AUDIT

| Setup

§F| System Event 402, secRMM

5] Forwarded Events .
5 |:| Applications and Services Logs General | Details

-4 Subscriptions

Removable Media Security Audit:

Drive: Fr, Volume: \Device\HarddiskVolumed, Desc: Removable Disk, SenalNumber: 61306263, Model: HTC Android
Phone USB Device, InternallD: USBSTORNDISK&VEN_HTC&PROD_AMDROID_PHOMNE&REV_ 0100088175967 C1 &0
BIHTO31PB02286&:0

Status: WRITE COMPLETED

Target File: F\HumanResoyrce j

Source Fle(s: \Device\Mu
User: Tony PC\Tony, SID:

Program: ' C\Wmdows\systemﬂ\cmd exe” , copy \\ pﬁd‘e‘hr I::acl-cups 200 M humanresourcesdata q2 2012 .zip f:,
Current Directory: ChUsers\Tony, PID: 6708

Figure 6 — secRMM copying files over the network

Use of two log files

As you can see from the screenshots so far, secRMM can log to the native Windows Security event log
(see the section titled “"Writing to the Windows security event log” below). However, secRMM also logs all
of its events to its own Windows event log named secRMM. This allows you to view only the secRMM
events (it should be pointed out here that you can also put a filter on the Security event log to achieve the
same view as the secRMM log by filtering on the “event source” of secRMM). If you choose not to log
secRMM events to the native Security event log, you will always have the secRMM events in the secRMM
event log. A screenshot of the secRMM event log is shown below (Figure 7). The secRMM Microsoft
Operations Manager Management Pack uses the secRMM event log to pick up alerts. In addition, the
secRMM event log is automatically backed up and archived.
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4 [ Applications and Services Logs | || COULELGE T 5/19/2012 4:48:40 PM  secRMM 402 AUDIT
fs] Broadcom Wireless LAN 1 1] »
p [ Cisco Event 402, secRMM

E| Hardware Events

E| Internet Explorer General | Details

E| Key Management Service

{=] Media Center Remnovable Media Security Audit:
b [ Microsoft Drive: F:, Volume: \Device\HarddiskVolumed, Desc: Removable Disk, SerialNMumber: 61306263, Model:

E' Microsoft Office Alerts HTC Android Phone USB Device, InternallD: USBSTOR\DISK&NVEN_HTC&PROD_AMNDROID_PHOMNE&REY_
o ] Microsoft-IE 0100088175967 C1 80&HTO31PBO2286 80
Status: WRITE COMPLETED

» [ Microsoft-IEDVTOOL Target File: F:\Customer List Y2011.xlsx

b ] Microsoft-TEFRAME Scurce File(s): C\CorporateFinancials\Customer List Y2011 xlsx, Size: 8441, Last\WriteTime: 07,/25/2011
E| secRMM 13:10:03
& Windows PowerShell User: Tony-PC\Tony, SID: 5-1-5-21-4017941760-3181257084-2242886672-1001

Program: "CA\Windowshsysterm32\cmd.exe” | copy "customer list y2011 xlsx" £\, Current Directory: C:

:’3 Subscriptions " CorporateFinancials, PID: 4528

Figure 7 - The secRMM event log

The secRMM event log allows only Administrators to view and manage the secRMM event log. Your end-
users will not be allowed to view the secRMM event log. If your end-users attempt to view the secRMM
event log, they will get an access denied error message (see Figure 8 below).
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File Action View Help

«==| 2@
B B Viswerfoc) secRMM |

- Custom Views

w Windows Logs PON
4 [ Applications and Services Lo '8' Evesit Viewer
f| Broadcom Wireless LAN R
“| Cisco Event Viewer cannot open the event log

2] Hardware Events or cpstc?m view. Verify that_Event Log
service is running or query is too long.

& Intemnet Explorer Access is denied (5)
i Key Management Service
i Media Center

| Microsoft

& Microsoft Office Alerts
f] Microsoft Office Diagnos
i] Microsoft Office Session:
5| secRMM

& Windows PowerShell

Figure 8 - End users experience when viewing the secRMM event log

Authorization mode

The secRMM product understands what device, what user, what program and what file(s) are being used
when writing to removable media devices. Therefore, the secRMM product can allow you to control who
and how files are written to a removable media device for each computer in your environment. There are
eight secRMM properties that control authorization to removable media devices:

1. AllowBitLockerOnly

AllowedUsers

AllowedPrograms

AllowedSerialNumbers

AllowedInternallds (Vendor Ids and/or Product Ids)
AllowedDirectories

AllowedFileExtensions

8. AllowRMSFilesOnly

NV A WN

A common computer term for these properties is called whitelisting. This term is equivalent to saying that
you want to tell secRMM what you will “allow”. Everything outside of what you will allow is called
blacklisting (i.e. not allowed). When you use more than one of the whitelisting secRMM properties (listed
above), they must all pass the test for the write operation to succeed. The only exception to this rule is
for the device properties (AllowedSerialNumbers and AllowedInternallds). These two rules are "ORed”
together, meaning if the device being tested passes either rule, it will pass the test.

Each property (with the exceptions of AllowBitLockerOnly and AllowRMSFilesOnly which are checkbox
properties) is a semi-colon separated list of the particular control (i.e. directories, file extensions, users,
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programs, serial numbers and internal ids). Not setting a value for these secRMM properties puts secRMM
into a monitoring only mode. This is probably an acceptable policy for most environments. However, if
you do need to perform authorization functions, these are the secRMM properties to use.

The secRMM product logs 8 distinct events for authorization (corresponding to each property listed above).
The 8 secRMM events are described below.

User

The secRMM product logs when a user is trying to write to a removable media device but is not in the
“Allowed Users” list. The secRMM event for this “unauthorized user” event has an event id of 500 (see
Figure 9).

File Action View Help
L E

s _'-# Custom Views

. _“!J Windows Logs Level Date and Time Source EventID Task Category
4 [ Applications and Services Logs '@' Error 5/19/2012 5:17:44 PM secRMM 500 AUDIT
{5] Broadcom Wireless LAN 1| L '

» - Cisco Event 500, secRMM
@ Hardware Events

{5 Internet Explorer General | Details

f5] Key Management Service

{a: Media Center Removable Media Security Authorization:
- || Microsoft Drive: F:, Volume: \Device\HarddiskVelume?, Desc: Removable Disk, SernialMumber: 61306263, Model: HTC
@ Microsoft Office Alerts Android Phone USE Device, Internalll: USBSTOR\DISK&VEN_HTC&PROD_ANMDROID_PHOME&REY 0100488
. 7] Microsoft-IE 175967 CLA0&HTO31PBO2286 80

Status: USER AUTHORIZATION FAILED

> I Microsoft-IEDVTOOL Target File: F:\Customer List Y2011.xlsx

> || Microsoft-IEFRAME Source File(s): C:\CorporateFinancials\Customer List Y2011 .xlsx, Size: 8441, LastWriteTime: 07/25/2011 13:10:03
£ secRMm User: Tony-PC\Tony, SID: 5-1-5-21-4017941760-3181257084-2242886672-1001
@ Windows PowerShell Program: C:\Windows\Explorer.EXE, COPY, PID: 5076
_;__-1 Subscriptions Authorized Users List: Squadra‘\Barbara

Figure 9 — secRMM User Authorization failed event

Program

The secRMM product logs when a specific program is being used to write to the removable media device
but the program is not in the “Allowed Programs” list. The secRMM event for this “unauthorized program”
has an event id of 501 (see Figure 10).

Page 22



secRMM Administrator Guide

File Action View Help

=5 HE

Event Wiewer (Local)
[ _}d;- Custom Views
[ —E Windows Logs
4 [ Applications and Services Logs
Broadcom Wireless LAN
[ Cisco
Hardware Events
Internet Explorer
Key Management Service
Media Center
& [ Microsoft
Microsoft Office Alerts
& [ Microsoft-IE
b [ Microsoft-IEDVTOOL
b [ Microsoft-IEFRAME
secRMM
Windows PowerShell
_:,j Subscriptions

secRMM  Mumber of events: 22

Level Date and Time Source EventID Task Category

@' Error 5/19/2012 5:21:46 PM secRMIM 501 AuDIT
4 1

Event 501, secRMM

General | Details

Removable Media Security Authorization:

Drive: Fi, Volume: WDevice\HarddiskYolumed, Desc: Removable Disk, Serialumber: 61306263, Model: HTC
Android Phone USE Device, InternallD: USBSTORADISK&VEN_HTC&PROD_ANDROID_PHOME&REV 0100N8 8
175967 C180&HTO31PB0228680

Status: PROGRAM USED AUTHORIZATIOM FAILED

Target File: F:\Customer List Y2011 .xdsx

Source File(s): C\CorporateFinancials\Customer List Y2011 xlsx, Size: 8441, LastWriteTime: 07/25/2011 13:10:03
User: Tony-PC\Tony, SID: 5-1-5-21-4017941760-3181257084-224 28866721001

Program: "C\Windows\system32\cmd.exe" , copy "customer list y2011 xlsx” f;, Current Directory: C:
“CorporateFinancials, PID: 4528

Authorized Programs List: C\Windows\explorer.exe

Figure 10 - secRMM Program Authorization failed event

Serial number

The secRMM product logs when a removable media device serial humber being used to write is not in the
“Allowed Serial Numbers” list. The secRMM event for this “unauthorized serial number” has an event id of

502 (see Figure 11).
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i3] Event Viewer

File Action WView Help

«= | >2E HE

Event Viewer (Local) secRMM  Mumber of events: 25
[» _“-# Custom Views

b [m Windows Logs Level Date and Time Source EventID Task Category
r _é Applicatign; and Services ng; L i | Error 5/19/2012 5:25:18 PM secRMM 502 AUDIT
@ Broadcom Wireless LAN d 0 ]
» [ Cisco Event 502, secRMM

@ Hardware Events

£ Internet Explorer General | Details

f5] Key Management Service
f] Media Center Removable Media Security Authorization:
Drive: F;, Velume: \Device\HarddiskVelume?d, Desc: Removable Disk, SenalMumber: 61306263, Model: HTC

’ él E:Z::z:: Office Alerts Android Phone USE Device, InternallD: USBSTORNDISKEVEN_HTC&PROD_AMDROID_PHOME&REY_0100088:
= 175967 C1&0&HTI31PE022868:0

b L Microsoft-IE Status: SERIAL NUMBER USED AUTHORIZATION FAILED

B [ Microsoft-IEDVTOOL Target File: F\Payroll_02152011.txt

[ Microsoft-IEFRAME Source File(s): C\CorporateFinancials\Payroll_02152011.bd, Size: 6220, LastWriteTime: 03,/11/2011 12:10:42

User: Tony-PC\Tony, SID: 5-1-5-21-4017941760-3181257084 -224 2886672-1001
Program: C:\Windows\Explorer.EXE, COPY, PID: 5076
Authorized Serial Numbers List: 123456

E cecRMM
@ Windows PowerShell
_;_-'1 Subscriptions

Figure 11 - secRMM Serial Number Authorization failed event

Internal Ids

The secRMM product logs when a removable media device with an Internal Id being used to write is not in
the “Allowed Internal Ids” list. The secRMM event for this “unauthorized Internal Id” has an event id of
506 (see Figure 12).

secRMM  MNumber of events: 5

Level Date and Time Source EventID' Task Category
'@' Error 6/29/2013 3:21:44 PM secRMM 06 AUDIT
4| 0

Event 506, secRMM

General | Details

Removable Media Security Authorization:

Drive: F;, Yolume: \Device\HarddiskYolume58, Desc: Removable Disk Win32_LogicalDisk, SerialMumber:
B834E907, Model: CBM USE 2.0 FLASH USE Device, InternallD: USBSTORADISK&NVEN_CEM&PROD_USE_2.0
_FLASH&REV_5.00007165200B9271 BO0O&D

Status: INTERMAL ID USED AUTHORIZATION FAILED

Target File: E\InternalMemo.td

Source File(s): D\_MyCorporation\InternalfMemo.be, Size: 3, LastWriteTime: 02,/13/2012 09:11:10
User: Tony-PChTony, SI0: 5-1-5-21-4017941760-3181 257084 - 224 28866721001

Prograrm: C\Windows\Explorer.EXE, COPY, PI: 5568

Authorized Internal Ids List: vid_04e88pid_6860
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Figure 12 - secRMM Internal Id Authorization failed event

Directory

The secRMM product logs when a user tries to copy files from a directory that is not in the “Allowed
Directories” list. The secRMM event for this “unauthorized source directory” has an event id of 504 (see

Figure 13).

File Action View Help

«=| 7E HE

Event Viewer (Local)
[» _-|+ Custom Views
[> —!z- Windows Logs
a5 Applications and Services Logs
@ Broadcom Wireless LAN
i [o] Cisco
@ Hardware Events
@ Internet Explorer
@ Key Management Service
@ Media Center
i [ Microsoft
@ Microsoft Office Alerts
&[] Microsoft-IE
» [ Microsoft-IEDVTOOL
» [ Microsoft-IEFRAME
E| cecRMM
@ Windows PowerShell
1,_-1 Subscriptions

e T T

secRMM  Mumber of events: 28

Level Date and Time Source EventID Task Category

| ' | Error 5/19/2012 5:2%23 PM secRMM 504  AUDIT
4 1

Event 504, secRMM

General | Details

Removable Media Secunty Authorization:

Drive: B, Volume: \Device\HarddiskVolumed, Desc: Removable Disk, SerialMumber: 61306263, Model:
HTC Android Phone USE Device, Internalll: LUSBSTOR
WDISK&VEN_HTCE&PROD_AMDROID_PHOMES&REY 0100088175967 C1E0E&HTO31 PBOZ2E6E0

Status: SOURCE DIRECTORY USED AUTHORIZATION FAILED

Target File: FA\InternalMemo. bt

Source File(s): Ch\CorporateFinancialsiInternalMerno.te, Size: 3, LastWriteTime: 02/13/2012 09:11:09
User: Tony-PCh\Tony, SID: 5-1-5-21-4017941760-3181257084 -2242886672-1001

Program: C:\Windows\Explorer.EXE, COPY, PID: 5076

Authorized Source Directories List ChUsers < Userld> ==»> Ch\Users\Tony

Figure 13 - secRMM Source Directory Authorization failed event

File Extension

The secRMM product logs when a user tries to copy file(s) that have an extension that is not in the
“Allowed File Extensions” list. The secRMM event for this “"unauthorized file extension” has an event id of

505 (see Figure 14).
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File Action View Help

«=|#EH
@ Ewvent Viewer (Local) secRMM  Mumber of events: 31
[» 3 Custom Views
b _—; Windows Logs Level Date and Time Source EventID Task Category
a [ Applications and Services Logs ! JError 5/19/2012 5:32:59 PM secRMM 505  AUDIT
f5] Broadcom Wireless LAN 1 m '
» [ Cisco Event 505, secRMM

E| Hardware Events

E| Internet Explorer General | Details
E| Key Management Service
El Media Center Remaovable Media Security Authorization:
[ Microsoft Drive: Fi, Volume: YDevice\HarddiskVolumed, Dezc: Removable Disk, Serialumber: 61306263, Model:
El Microsoft Office Alerts HTC Android Phone USB Device, Internalll: USBSTOR
o 9 Microsoft-IE WDISKEVEN_HTC&PROD_AMDROID_PHOME&REY 0100488175967 C1 &0&HTO31PBO2286 810
S Status: FILE EXTEMSION USED AUTHORIZATION FAILED
b [ Microsoft-IEDVTOOL Target File: F:\Sales for Q2 2011 xlsx
b [ Microsoft-IEFRAME Source File(s): C\CorporateFinancials\Sales for Q2 2011 xlsx, Size: 8746, LastWriteTime: 02/26/2011
E| secRMM 21:55:02
El Windows PowerShell Uzer: Tony-PC\Tony, SI0: 5-1-5-21-4017941760-3181257084 - 224 2886672-1001
—21 Subscriptions Prograrm: C\Windows\Explorer.EXE, COPY, PID: 5076
T Authorized File Extensions List: docx

Figure 14 - secRMM File Extension Authorization failed event

BitLocker Only

The secRMM product logs when a user tries to copy file(s) to a device that is not BitLocker enabled when
the “Allow BitLocker only” rule is enabled (checked). The secRMM event for this “unauthorized device” has
an event id of 513 (see Figure 15).
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secRMM  Number of events: 3

Level Date and Time Source Even... Task Category
! [Error 1/8/2015 10:27:01 AM secRMM 513 AUDIT

< >

'

Event 513, secRMM

General | Details

Removable Media Security Authorization:

Drive: Gz, Volume: \Device\HarddiskVolume21, Desc: Removable Disk Win32_LogicalDisk,
SerialMumber: 07163200B9271B00, Model: CBM USE 2.0 FLASH USE Device, Internalll: USBSTOR
WDISKENVEN_CEM&PROD_USE 2.0 FLASH&REV 5.00007165200B9271B00&D

Status: BITLOCKER OMLY AUTHORIZATION FAILED

Target File: G:\Sales for 01 2015.xlsx

Source File(s): D:\_MyCorporationhSales for Q1 201 5.xlsx, Size: 8746, LastWriteTime: 02/26/2011
20:55:02

User: W21\ Tony, 510: 5-1-3-21-4052753003-4238781397-18284316322-1001

Program: C:A\Windows\Explorer.EXE, COPY, PID: 2796

Figure 15 - secRMM Allow BitLocker only failed event

Allow RMS Files Only

The secRMM product logs when a user tries to copy file(s) that are not protected by Microsoft Rights
Management Services (RMS) to a removable storage device when the “Allow RMS Files only” rule is
enabled (checked). The secRMM event for this “"unauthorized file copy” has an event id of 515 (see Figure

15).
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secRMM  Mumber of events: 7 (I} Mew events available

Level Date and Time Source EventID Task Category
W Error 3/24/2016 %:37:31 AM secRMM 515 AUDIT
(i) Information  3/24/2016 %:37:21 AM secRMM 402 AUDIT

Event 513, secRMM

General | Details

Rernovable Media Security Authorization:

Drive: Phone, Volume: 4 Device\0000014a, Desc: MOKLA Win32edt WPD, SenalMumber:
00000011E5DESDT0000000000000000, Model: Windows Phone, InternallD: W\ P usb®vid 0421 & pid
0661 &mi 00#7&36e730098& 3 &0000# bac7EVE-abfa-4155-bal5-fo8f401 d4f33}

Status: RMS FILES OMLY AUTHORIZATION FAILED

Target File: Phone\Documents\Filel. bt

Source File(s): D:\Projects\SquadratsecRMMitesting Unit T estsh\secRMMADRMSVADRMS_Files
WFilel.bet, Size: 3, LastWriteTime: 03/22/2016 15:2%:59

User: WE1\Tony, SI0: 5-1-5-21-4052753003-4238731397-1884316322-1001

Program: C\Windows\Explorer.EXE, COPY, PID: 3112

Figure 16 - secRMM Allow RMS Files Only

End-user experience on authorization failures

When one of the authorization failure events occur, the end user will see this as an access denied (see
Figure 17 and Figure 18 below).

&N Command Prompt = @ &

C:N\Accounting_Q2_2011>dir
Uolume in drive C is 0S
Uolume Serial Number is 6CAC-832A

Directory of C:NAccounting Q2 2811

B3/18,2811 82:82 PM <DIR>
13/108,2011 92:82 PH <DIR> e
A2,27,2011  11:28 AH 8,746 Customer List Y2811ixlsx

A2/27/72011 11:45 AN 2 Payroll_02152611.txt ‘
2/26,2811 @8:55 PM 8,746 Sales for Q2 2011.xlsx

3 Filed(s> 17.494 bytes

2 Dirds)> 418,0089,583,616 bytes free
WIS rgoR Payro11_082152011 .txt F:\TakeHome /Y
is denied.
B file(s) copied.

C:\Accounting_Q2_2011>

Figure 17 - Users view of an authorization failure in a cmd session
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Explorer

Access Denied.

BITLOCKER ONLY AUTHORIZATION FAILED

oK |

Figure 18 - Users view of an authorization failure from Windows Explorer

To understand how to enable and disable each secRMM authorization property, please see the section
below titled “Enabling Authorization”.

Monitoring secRMM Administration changes

When an Administrator changes one of the secRMM properties, secRMM monitors the change event. The
secRMM event id for administration events is 700 (see Figure 19). Monitoring who is authorizing specific
use of Removable Media devices is just as important as monitoring who is using the Removable Media
devices!

Additionally, when a secRMM user policy is created, secRMM will generate an event id 701. The 701 event
tells you the administrator who created the user policy and what userid the policy is created for.

nt Vi
File Action View Help
«=| 2@
@ Event Viewer (Local) Security Mumber of events: 63
> "_—\Q:Custumh'iews

4 [ Windows Logs Keywords Date and Time Source EventID Task Category
- é,—| Application % Classic Audit Failure 4/13/2012 4:45:54 PM zecRMM 700 AUDIT
| Securi
g S Ed Event 700, secRMM
etup

f&] System General | Details

§—| Forwarded Events

g D Appllclatu.?uns and Services Logs Removable Media Security Authorization:
2| Subscriptions Administrator: Tony-PC\Tony, SID: 5-1-5-21-4017941760-3181257084 - 224 2886672-1001
Action: secRMM Property changed
Property name: AllowedPrograms
Mew property value: C:\Windows\Systern32\emd. exe;; C\Windows'explorer.exe
Previous property value: C\Windows\System32\cmd. exe
Property set for: Computer
Status: Completed
Additional Event Info: "CA\Windows\systern32\mmc.exe” "CA\Windows\systern32\compmgmt.msc” /s

Figure 19 - secRMM authorization monitoring
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Lockdown mode

Putting secRMM in lockdown mode will prevent any write activities to Removable Media devices. You can
set secRMM into lockdown mode at installation time. secRMM lockdown mode is really just a special case
of authorization mode in that you only need to set one of the secRMM authorization properties to an
invalid value (using the AllowedSerialNumbers is probably the best choice). Please read the section below
titled “Preventing write activity to Removable Media - Lockdown mode” for specifics on using scripts to put
a machine into secRMM lockdown mode.

Eject mode

Eject mode runs as soon as the device is connected to the Windows computer. Eject mode checks the
device serial number, the device internal id and the logged in users against the secRMM authorization
properties of the same name. If there is a mismatch, secRMM ejects the device so that to the end-user,
the device appears to have never been mounted by the Windows operating system.

%k k%

You have reached the end of the “Introduction” section of this manual. The next two major sections are
“Installation” and “Configuration”. These sections are intended for the IT administrators who are
responsible for installing and configuring secRMM.

Installation

Overview

The secRMM installation is a standard Windows installation program. It uses the following Microsoft
installer versions for the different Windows Operating System versions:

Windows Installer 5.0 on Windows Server 2008 (R2), Windows 2012 (R2), Windows 7, Windows
8.1, Windows 10

Windows Installer 4.0 or Windows Installer 4.5 on Windows Server 2008 or Windows Vista
Windows Installer on Windows Server 2003, Windows XP, and Windows 2000

If you keep current with Microsoft Updates, you will already have these versions on your systems.

System Requirements

The secRMM installation requires that you perform the installation while logged in as an Administrator. If
you attempt to perform the installation and are not an Administrator, the final step of the installation
process will prompt you to login as an Administrator before it will actually perform the installation.

The secRMM product was designed to run on Windows XP, Windows Vista, Windows 7, Windows 8,
Windows Server 2003, Windows Server 2008 and Windows Server 2012 and Windows 10. The secRMM
product provides a 64bit and 32bit version. Any CPU configuration is supported. The secRMM product
requires the Windows Management Instrumentation (WMI) service and Microsoft .Net Framework version
4.0.
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Interactive Installation

You can simply double click the secRMMInstallx64.msi (for 64bit) or secRMMInstallx86.msi (for 32bit) file
from Windows Explorer to perform an interactive installation. By default, secRMM will install to the boot
drive under the “Program Files” directory. However, you are able to override the default directory during
the installation.

License Agreement

The End-User License Agreement is presented during the installation process (see Figure 20). You can
print the End-User License Agreement if required.

ﬁ secRMM Setup = 2
-,
End-User License Agreement “
Please read the following license agreement carefully -
Squadra Technologies, LLC. -

Software License Agreement

PLEASE READ THIS SOFTWARE LICENSE AGREEMENT
CAREFULLY. BY DOWNLOADING, INSTALLING OR USING THE
SOFTWARE YOU INDICATE ACCEPTANCE OF AND AGREE TO THE
TERMS AND CONDITIONS OF THIS AGREEMENT. IF YOU DO NOT
AGREE TO THESE TERMS AND CONDITIONS, DO NOT
DOWNLOAD, INSTALL OR USE THE SOFTWARE. THIS
AGREEMENT DOES NOT SUPERSEDE ANY OTHER WRITTEN
AGREEMENT BETWEEN YOU AND S5QUADRA TECHNOLOGIES, -

[¥]1 accept the terms in the License Agreement

pint | | Back | mNext | [ cancel

Figure 20 - secRMM License Agreement
Custom Installation

Choosing Lockdown Mode at installation time

By default, secRMM installs in monitoring mode. This means write activity to Removable Media is still
permitted. Of course all the write activity will be recorded to the event log(s) by secRMM.

You may be in an environment where you want to disable Removable Media write activity and only allow
Removable Media write activity using secRMM authorization properties (i.e. specifically give user(s) and/or
program(s) and/or serial numbers permission). This secRMM mode is called Lockdown. During
installation, you can select secRMM Lockdown mode (see Figure 21 below).
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5] secRMM Setup

Please select one of the secRMM modes below.

(@) Monitoring

() Lockdown

Monitoring mode will allow Removable Media write activity to continue but will record all
the write activity.

Lockdown mode will disallow Removable Media write activity until you allow it via the
secRMM authorization properties.

The secRMM mode you select here will be set after this installation. You may chanae it
at any time after the installation.

| Cancel

Figure 21 - Selecting the secRMM mode at installation time

Choosing to use SafeCopy at installation time

SafeCopy is an end-user GUI application that ships with secRMM. SafeCopy works in conjunction with
secRMM to provide a higher level of security and monitoring of removable media write activity. The
SafeCopy user interface mimics the standard Windows explorer program but only allows writing to
removable media. SafeCopy also implements a “two man” policy (i.e. at least 2 people must be involved
for the removable media write operation to occur). The two man policy concept is a common operating
procedure in many critical military situations. The SafeCopy Approval program can be run remotely and
uses a TCP/IP connection to communicate with the SafeCopy program. Therefore, an inbound firewall rule
is required. You can optionally specify to have the secRMM installation create the firewall rule. If you
choose to have the secRMM installation program create the inbound firewall rule, it will be named
“secRMMSafeCopy”. You can also manually create the firewall rule if you choose not to have the secRMM
installation create it. Details on how to create the firewall rule manually are in the section titled "Firewall
rule for secRMM SafeCopy Approver" (below).
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[ 4
j{{'}! secRMM Setup

Please specify secRMM SafeCopy settings.

Reguire secRMM SafeCopy Pre-approval.

*Firewall must be running,

[ et sechMM SafeCopy as the secRMM "Allowed Program',

Add secRMM SafeCopy Pre-approval firewall rule (tcp=38885).

secAMM SafeCopy is a GUI program that your end-users can use to write to Removable
Media Devices, It works in conjunction with secRMM to limit what the end-user can do

based on the secRMM authorization properties.
‘fou may change these settings at any time after the installation,

(o] & |we)

Back

Mext ] [ Cancel

Figure 22 - Selecting the secRMM SafeCopy properties at installation time

Silent Installation

From a cmd window that is running in Administrator mode, type one of the following lines based on
whether you are installing on a 64bit OS or a 32bit OS:

msiexec /quiet /i secRMMInstallx64.msi
msiexec /quiet /i secRMMInstallx86.msi

You can customize the silent installation by specifying different properties (variables) on the command
line. secRMM supports the following installation properties:

Property Name Value Purpose
INSTALLLOCATION Hard Specifies the secRMM installation directory

drive

path
SECRMMLOCKDOWNMODE ON Specifies that secRMM is installed in lockdown mode
SAFECOPYISALLOWEDPROGRAMUI | ON Specifies that secRMM is installed with SafeCopy as the

only program in the secRMM AllowedPrograms property

REQUIRESAFECOPYPREAPPROVALUI | ON Specifies that SafeCopy requires pre-approval (i.e. the

two-man policy scheme)
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ADDSAFECOPYFIREWALLRULEUI ON Create the SafeCopy pre-approval firewall rule

ARPSYSTEMCOMPONENT 1 Specifies to not list secRMM as an installed program in the
Add/Remove programs list

PREVENTSTARTMENUPINNING 1 Specifies to not pin the secRMM SafeCopy GUI program to
the Windows Start Menu (pinning is the default)

PREVENTALLPROGRAMSPINNING 1 Specifies to not pin the secRMM SafeCopy GUI program to
the Windows “All Programs” Menu (pinning is the default).
Note that if you set this property, it will force property
PREVENTSTARTMENUPINNING to 1 as well.

The subsections below explain each of these secRMM installation properties.
Overriding the default Installation directory

From a cmd window that is running in Administrator mode, type one of the following lines based on
whether you are installing on a 64bit OS or a 32bit 0OS. The example below assumes you want secRMM to
install to the D drive under the folder named Apps.

msiexec /quiet /i secRMMInstallx64.msi INSTALLLOCATION=D:\Apps\secRMM

msiexec /quiet /i secRMMInstallx86.msi INSTALLLOCATION=D:\Apps\secRMM

Specifying secRMM Lockdown mode

From a cmd window that is running in Administrator mode, type one of the following lines based on
whether you are installing on a 64bit OS or a 32bit OS.

msiexec /quiet /i secRMMInstallx64.msi SECRMMLOCKDOWNMODE=0ON

msiexec /quiet /i secRMMInstallx86.msi SECRMMLOCKDOWNMODE=0N

Specifying SafeCopy as the secRMM Allowed Program

From a cmd window that is running in Administrator mode, type one of the following lines based on
whether you are installing on a 64bit OS or a 32bit OS.

msiexec /quiet /i secRMMInstallx64.msi SAFECOPYISALLOWEDPROGRAMUI=0ON

msiexec /quiet /i secRMMInstallx86.msi SAFECOPYISALLOWEDPROGRAMUI=0ON

Specifying SafeCopy requires preapproval

From a cmd window that is running in Administrator mode, type one of the following lines based on
whether you are installing on a 64bit OS or a 32bit OS.

msiexec /quiet /i secRMMInstallx64.msi REQUIRESAFECOPYPREAPPROVALUI=0ON

msiexec /quiet /i secRMMInstallx86.msi REQUIRESAFECOPYPREAPPROVALUI=ON

Specifying SafeCopy preapproval firewall rule

From a cmd window that is running in Administrator mode, type one of the following lines based on
whether you are installing on a 64bit OS or a 32bit OS.

msiexec /quiet /i secRMMInstallx64.msi ADDSAFECOPYFIREWALLRULEUI=ON

msiexec /quiet /i secRMMInstallx86.msi ADDSAFECOPYFIREWALLRULEUI=ON
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Don’t list secRMM in the Add/Remove Programs list

You can prevent secRMM from being listed in the Add/Remove Programs list by setting the install variable
ARPSYSTEMCOMPONENT=1. While it is not really necessary to do this since you must be an Administrator
to install and uninstall secRMM, some environments have requested this feature to hide the product from
even the Administrators.

msiexec /i secRMMInstallx64.msi ARPSYSTEMCOMPONENT=1
msiexec /i secRMMInstallx86.msi ARPSYSTEMCOMPONENT=1

Don’t pin SafeCopy to the Windows Start Menu

You can prevent secRMM from pinning the SafeCopy program to the Windows Start Menu by setting the
install variable PREVENTSTARTMENUPINNING=1.

msiexec /i secRMMInstallx64.msi PREVENTSTARTMENUPINNING=1
msiexec /i secRMMInstallx86.msi PREVENTSTARTMENUPINNING=1

Don’t pin SafeCopy to the Windows All Programs Menu

You can prevent secRMM from pinning the SafeCopy program to the Windows All Programs Menu by
setting the install variable PREVENTALLPROGRAMSPINNING.

msiexec /i secRMMInstallx64.msi PREVENTALLPROGRAMSPINNING=1
msiexec /i secRMMInstallx86.msi PREVENTALLPROGRAMSPINNING=1

Large Scale Deployment

Deploying any software to many computer systems is best accomplished by a software product
specializing in software deployment. Products of this nature typically have an agent on each computer
and servers move the installation to these agents. In Windows environments, the most popular product
by far is Microsoft’'s System Center Configuration Manager (formerly known as SMS, now known as
SCCM). You can also deploy secRMM using Microsoft Active Directory Group Policy Objects (AD GPO).

Both the AD GPO and SCCM deployments are described in separate documents found on the Squadra
Technologies web site. They are named Active Directory Installation Guide and SCCM Installation
Guide. These documents provides a screen shot of each step required in the process. You should
download and use either one of these documents for a large scale deployment.
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secRMM Documentation

Technical Verticals Whitepapers More

secRMM Core

ﬂ Admin Guide (PDF)

secRMM Installation

E Active Directory Installation Guide (PDF)

ﬂ SCCM Installation Guide (PDF)

Figure 23 - Large scale deployment install guides on web site

Upgrades and Uninstallation

There are no special conditions to upgrade or uninstall secRMM other than you may be required to reboot
the computer in order for the upgrade to take effect.

Configuration

Overview

The secRMM product does not require any configuration after it is first installed. After installation, secRMM
will monitor all removable media write operations. The secRMM product will write all of its events into the
Windows event log file named secRMM. The sections below describe the configuration options available
for secRMM.

1. You can configure your environment to have secRMM write the secRMM events to the Windows
security event log as well. To do this, follow the subsection titled “"Writing to the Windows security
event log” in the “secRMM properties” section below.

2. You can enable the authorization component of secRMM by enabling one or more of the following
secRMM properties:

a. AllowBitLockerOnly (also supports check at mount time)
b. AllowedDirectories
c. AllowedFileExtensions
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AllowedInternallds (also supports check at mount time)
AllowedPrograms

AllowedSerialNumber (also supports check at mount time)
AllowedUsers (also supports check at mount time)
AllowRMSFilesOnly

Sa "o o

To enable the authorization component of secRMM, follow the subsection titled “"Enabling
Authorization” in the “secRMM properties” section below.

You can configure secRMM to treat CD-ROM, DVD and Floppy disks as removable media. To do
this, follow the subsection titled "CDROM, DVD, Floppy drives” in the “secRMM properties” section
below.

You can enable secRMM so that if the source file of a write operation cannot be determined, the
write operation will fail. To do this, follow the subsection titled “Setting the
FailWriteIfSourceFileUnknown property” in the “secRMM properties” section below.

You can enable secRMM so that a write operation will record the start event as well as the
completion event. To do this, follow the subsection titled “Setting the LogWriteDetails property” in
the “secRMM properties” section below.

You can configure secRMM to generate SNMP traps (or informs) for SNMP versions 1, 2 and/or 3.
There is a section below titled SNMP.

In general, any secRMM configuration that needs to be performed is accomplished by setting secRMM
properties (overviewed in the above paragraph and detailed in the sections below). To set secRMM
properties, you can use:

1.

u b~ WN

The Computer Management MMC

A script (powershell, vbscript, jscript or cmd)

Active Directory Group Policy Objects (GPO)

Microsoft System Center Configuration Manager (SCCM)
Microsoft System Center Operations Manager (SCOM)

The subsections below provide the details on configuring secRMM.

Writing to the Windows security event log

The Windows Operating System requires that you enable the local security policy called “object access” so
that software other than the operating system can write to the security event log. To enable secRMM to
be able to write the secRMM events into the Windows security event log, you must enable the local
security policy called “object access”. To enable the local security policy called “object access” on the
computer where secRMM is installed, please follow the steps below:
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1. From the Administrative Tools menu item, select “Local Security Policy”. If the Administrative
Tools menu item is not on the main start menu, go into the “Control Panel” to access it.

Documents

Pictures

Music

Computer

Control Panel

Devices and Printers

Default Programs

Administrative Tools »

B
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Active Directory Lightweight Directory Services Setup Wizard
Active Directory Sites and Services

" ADSI Edit

» Component Services

Computer Management

| Data Sources (ODBC)

()

%

. Services

=
™

b

i

L‘"}

Event Viewer
Internet Information Services (1IS) 6.0 Manager

Internet Information Services (IIS) Manager

Performance Monitor

View and modify local security policy, such as user rights

Print Management and audit policies.

System Configuration

Task Scheduler

Windows Firewall with Advanced Security
Windows Memory Diagnostic

Windows PowerShell Modules

Figure 24 - Invoking the Local Security Policy

2. In the “Local Security Policy” window, expand the tree view on the left as:
Security Settings=>Local Policies=>Audit Policy.
3. In the details pane on the right, double click “Audit object access”
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T?% Local Security Policy
File Action View Help
e 2E = =

F Security Settings Policy Security Setting
. @ secRMM
» @ Account Policies

U] Audit account logon events Failure

- 2R i) Audit account management No auditing
4 |4 Local Policies

> (5@ Audit Policy Aud?t directory service access  No auditing

» @ User Rights Assignment Faflure
 —n x : Failure
b a4 Security Options »
=W - : No auditing
| Windows Firewall with Advanced Secu SR :
| Network List Manager Policies <) Audit privilege use Failure
1] Audit process tracking No auditing

I> | Public Key Policies
» (] Software Restriction Policies “ Audit system events Failure
» || Application Control Policies
b :g IP Security Policies on Local Computer
> || Advanced Audit Policy Configuration

Figure 25 - Invoking "Audit object access"

4. On the “Audit object access Properties” window, check the Success checkbox and then click the OK
button at the bottom of the window.
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Audit object access Properties l ? l&l

Local Security Setting IExp]ain
'—i' Audit object access

Audit these attempts:
(V] Success

[ ] Failure

This setting might not be enforced i other policy is configured to
_l_ ovemde category level audt policy.
For more information, see Audit object access. (3521468)

o) e ) o)

Figure 26 - Audit object access properties dialog

By default, secRMM will write the secRMM events into the Windows security event log as successful
events. If you prefer to write the secRMM events into the Windows security event log as failures (instead
of successful events), please follow the section below titled “"Writing secRMM security events as failures”.

Writing secRMM security events as failures

If you would prefer to write the secRMM events into the Windows security event log as failures instead of
successes, please:

1. Perform step 4 above again. Click the Failure checkbox instead of the Success checkbox.
2. Follow the section below “Setting the LogSecurityEventsAsFailures property”

Why would you choose to do this step? In a production environment, writing security success events
could generate a large amount of events. Therefore, you could choose to only log failures which would
minimize the amount of security events generated.
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Tools for setting the secRMM properties

secRMM is tightly integrated into the Microsoft technologies that come with the base Operating System
and also with the available Microsoft enterprise level tools. This lets you configure secRMM using familiar
user interfaces, scripts and tools. The next 4 sub-sections below cover how you can set secRMM
properties using the following methods:

1. Microsoft Management Console (MMC Computer Management)

2. Microsoft scripts (Power-shell, VBScript, Jscript, CMD)

3. Active Directory Group Policy Objects (GPO)

4. Microsoft System Center Configuration Manager (SCCM)

MMC Snapln

The secRMM MMC Snapln supports the Microsoft MMC version 3.0 console. At a minimum, you will need
to have the Microsoft .Net 3.5 framework installed to use the MMC version 3.0 console. The secRMM MMC
Snapln is installed when you install the secRMM product. To access the secRMM MMC Snapln, go to the
Windows “Administrative Tools” menu and select "Computer Management” (see screenshot below).

Active Directory Lightweight Directory Services Setup Wizard

ap¢ Active Directory Sites and Services
" ADSI Edit

‘ Manages disks and provides access to other tools to
manage local and remote computers,

Documents
Event Viewer

) B

Pictures

-
uv

Internet Information Services (IS} 6.0 Manager
Internet Information Services (TIS) Manager
iSCSI Initiator

Local Security Policy

Music

[ @ Lﬁ} 4

Computer {
P Performance Monitor

7 (@

5 Print Management

E

Control Panel :
Services

System Configuration
Task Scheduler

Windows Firewall with Advanced Security

[ &

Devices and Printers

&)

Default Programs
Windows Memory Diagnostic

Administrative Tools ¥ Windows PowerShell Modules

MR

Figure 27 - Invoking the "Computer Management"” MMC

The secRMM MMC Snapln is shown below. To change one of the secRMM properties, simply double click
the row. A dialog will open which will allow you to work with the secRMM property. The details of the
secRMM properties are in the scripting sections below. To understand a secRMM property, please refer to
the appropriate scripting section. The secRMM MMC Snapln also provides access to the SafeCopy Approver
(the two man policy) program, the secRMM Excel 2010 AddIn, information about the secRMM license for
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the computer, secRMM Device Tracker and secRMM Configurations. secRMM Configurations let you
manage secRMM configurations for the computer configuration and for user configurations.

File Action View Help
9| xnF HIE

Computer Management

_—

A Computer Management (Local
4 T} System Tools
» (1) Task Scheduler
- {2 Event Viewer
o secti]
> @a| Shared Folders
» &% Local Users and Groups
> E?E‘::Z' Performance
= Device Manager
4 23 Storage
=F Disk Management
s Services and Applications

er Confi ion

Mame

AllowBit LockerOnly
AlowedDirectories
AlowedFile Extensions
AllowedIntemallds
AllowedPrograms
AlowedSerialNumbers
Mlowed|sers
AllowRMSFilesOnhy
BlockCDROMARdDVDWrites
Block ProgramsCnDevice
FailWrite ff SourceFile Unknown
InstallDate Time
LogSecurityEvents AsFailures
LogWriteDetails
MonitorCOROMARDDVD
MonitorFloppyDrive
PreApproveSafeCopy
Require Smart PhoneLogin
ScanDevice
SCCMConnection

SNMP

Wersion

£

Value

on
03/24/2016 14:28:33

an

5.000

Figure 28 - secRMM MMC SnapIn

secCRMM MMC Snapin Helper Dialogs

Actions

secRMM =
88 SafeCopy Approver

[l secRMM Excel Addln

B Device Tracker

secRMM License

secRMM Cenfigurations
View 3

E Help

The secRMM MMC Snapln provides helper dialogs for secRMM properties “AllowedDirectories”,
“AllowedPrograms” and “AllowedUsers”. The “AllowedDirectories” helper dialog allows you to select
directories using the standard Windows “Browse for Folder” dialog. The “AllowedPrograms” helper dialog
allows you to select a program using the standard Windows “File Open” dialog. The “AllowedUsers"” helper
dialog allows you to select a user from the standard “object picker” dialog (i.e. users list from the local
computer and/or Active Directory domain users list).

secRMM Advanced Editor

The secRMM MMC Snapln provides an “Advanced Editor” for secRMM properties “AllowedDirectories”,
“AllowedPrograms”, “AllowedFileExtensions”, “AllowedInternallds”, “AllowedPrograms”,
“AllowedSerialNumbers” and “AllowedUsers”. This editor will take the secRMM semicolon separated
property value and list each value on its own row within a single column grid. It lets you add, modify and
delete rows. You can also sort the rows in ascending or descending order by single clicking the column
header. You can import and export the data as well. Once you hit the OK button in the “"Advanced
Editor”, it will create a single semicolon separated string to go back into the basic secRMM editor.
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Computer W82

AllowedDirectories

To add, use the last row. To delete, click one or more rows, then press delete key. To modify, click cell, then edit value.

Value
C:\temp
‘“\Server1\Share 1\subfoler2

Figure 29 - secRMM Advanced Editor

Connect to another computer

The secRMM MMC SnaplIn supports connecting to another computer that has secRMM installed. You do
this the same way as the Microsoft MMC Snaplns (such as Event Viewer, Device Manager, etc.) by clicking
the root node “"Computer Management” and then selecting the action of "Connect to another computer...”.
Once you are connected to the remote computer, you use the secRMM MMC SnapIn the same way as if
you were working locally.

Setting up Connect to another computer

The secRMM MMC Snapln uses remote WMI to connect to the remote computer. The remote WMI feature
depends upon DCOM. Using remote WMI and DCOM may not be configured in your environment. Along
with configuring remote WMI and DCOM, you will also likely need to make port exceptions to the firewall.
Below are links on the Microsoft site that show you how to configure WMI, DCOM and the firewall. If you
need assistance setting this up, please contact Squadra Technologies support or your IT security
department.

Connecting to WMI on a Remote Computer

Securing a Remote WMI Connection (DCOM)

Connecting Through Windows Firewall

Below are the commands that will allow you to “"Connect to another computer”:
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netsh advfirewall set currentprofile settings remotemanagement enable

netsh advfirewall firewall set rule group="Remote Service Management" new enable=yes

netsh advfirewall firewall set rule group="Windows Management Instrumentation (WMI)" new enable=yes
netsh advfirewall firewall set rule group="Remote Event Log Management" new enable=yes

netsh advfirewall firewall set rule group="File and Printer Sharing" new enable=yes

REM http://support.microsoft.com/KB/951016
reg add HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\Policies\System /v LocalAccountTokenFilterPolicy
/t REG_DWORD /d 1

REM http://technet.microsoft.com/en-us/library/cc754243.aspx
REM In a WORKGROUP scenario, on the computer where you are doing the "connect to another computer" in
MMC Computer Management:

Active Directory

Group Policy

secRMM properties can be applied using Active Directory Group Policy Objects (AD GPO). secRMM AD GPO
supports both Computer and User configurations. If an end-user uses removable media and there is no
secRMM User Configuration AD GPO for that user, the secRMM Computer configuration will be applied to
that end-user. Using AD GPO to apply secRMM properties is very convenient and useful if you have many
users and computers in your environment. You access the secRMM AD GPO using the standard AD GPO
Editor as shown in the screenshot below.
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Figure 30 - The AD GPO Editor
secRMM Configurations

When a User Configuration GPO is applied (this happens when a user logs in), secRMM interacts with GPO
by creating a specific secRMM User Configuration file for that end-user. If need be, as an Administrator,
you can manage the secRMM User Configurations directly from within the secRMM MMC. To do this, you
use the MMC action “secRMM Configurations”. You can create, delete or modify secRMM User
Configurations. While the secRMM AD GPO uses secRMM User Configuration files to implement GPO, you
can also create secRMM User Configurations manually by using the secRMM MMC as well. The difference
between using secRMM AD GPO vs. manually configuring the secRMM User Configuration file(s) is that
GPO will automatically follow the user from machine to machine whereas manually configuring will not.
Whether you use GPO or manual configuration will depend on which policy is appropriate for your
environment. This same concept is also implemented for System Center Configuration Manager (SCCM).
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Figure 31 - secRMM Configurations

GPO Security Filtering

When using secRMM via AD GPO, you can filter who (groups of users and/or individual users) the GPO
gets applied to by using Security filtering. The most common scenario of when you would use Security
filtering is when you define a User Configuration GPO since you have a specific group of users in mind.
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B Group Policy Management -10] x|
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4

Figure 32 - GPO Security Filtering

Page 46




secRMM Administrator Guide

GPO WMI Filtering

When using secRMM via AD GPO, you should always apply a WMI filter. The WMI filter for secRMM is
shown in the two screenshots below. As you can see, it uses the root\CIMv2 WMI namespace. The WMI
Query is SELECT * FROM __NAMESPACE WHERE Name = “secRMM". This WMI filter applies the GPO only
to computers that have secRMM installed.

‘E;Group Policy Management =22
3l File  Action | View Window Help | [
b A0 s RSB SR 7 i
=-£ Group Policy Management saecRMM
El _ﬂ Forest: squadra.com Giereral | -
= (55 Domains Delegation
B 3 squadra.com WMI Filter
[ _secRMM GPO for SalesMarketing Dept. '
=t R - : Edit Fitter... |
5 Allow Remote Administration Description: Computers with secRMM installed
57/ Default Domain Policy Queries:
sz secRMM Event Log Backup and Clear Namespace | Query | -
= sechMM License file distribution rooti CIM2 SELECT * FROM __NAMESPACE WHERE Name =
,.: secRMMCentral WinRM and Event Forwarding "secRMM™ LI
2 | Domain Controllers
5} Group Policy Objects GPOs that use this WMI filter
& WMI Filters
By . The following GPOs are linked to this WMI filtter:
B sechMM
] Starter GPOs GPO_~ |
'EE Sites =] _secRMM GPO for Sales/Marketing Dept.
56 Group Palicy Modeling |=[ secRMM SafeCopy Firewall Exception

Figure 33 - GPO WMI Filtering

st x|

MName:

ecHMM

Description:

Computers with secRMM installed

Clueries:
Mamespace | Query | Add |
rootiCIMy2 SELECT * FROM __NAMESPACE WHERE
MName = "secRMM™ Femaove |

Figure 34 - GPO WMI Query for secRMM

Using AD attributes in secRMM

You can take advantage of using Active Directory (AD) attributes3. Integrating AD attributes with secRMM
lets you keep your data about your users and computers centralized within the AD database. secRMM can
reference any attribute defined on the AD user or AD computer objects. Most all of the attributes can be
set to any value you want. To see the complete list of attributes for the user and computer objects, you

3 When reading documentation on Active Directory, you will also see the documentation use the term

properties or variables. So all 3 terms: attributes, properties and variables are all referencing the exact
same concept.
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use the “Active Directory Users and Computers” MMC as shown in the screenshot below. From within the
“Active Directory Users and Computers” MMC, on the main menu bar, select View->Advanced Features.

- Active Directory Users and Computers

File  Action | View Help
= = | 7| AddRemove Columns...

Active Dire¢  Large Icons

Saved(  Small Icons
= 3 squadr:  List

| Buil = Detail

1 Cor

5 por  Ysers, Contacts, Groups, and Computers as containers

| For v Advanced Features

| Loz  Filter Options...

| Mar

1 Pro

Customize...

EEEEEE

Figure 35 - Enable Advanced Features

Once you have enabled Advanced Features, you can now right mouse click any user (in the Users folder)
or computer (in the Computers folder) and select Properties. The Properties dialog is a tabbed dialog.
Click the tab named “Attribute Editor”. You can set the value of the attribute you wish to use with
secRMM. Once you set the Active Directory attribute you want to use, you then specify it in the secRMM
property.
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Figure 36 - Active Directory Attribute Editor

As an example, in the screenshot above, we set the serialNumber attribute for user Barbara to the value
987123AF. Now, in the secRMM MMC, we set the secRMM property “AllowedSerialNumber” to be
<AD:User:SerialNumber>. At run time then, if Barbara goes to use a removable media device that does
not have a serial number of 987123AF, the write operation will fail. For more details on using variables
(i.e. AD attributes) in the secRMM properties, please review the section titled “Using variables” above.
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System Center Configuration Manager

secRMM properties can be applied using System Center Configuration Manager (SCCM). Using SCCM to
apply secRMM properties is very convenient and useful if you have many users and computers in your
environment.

There are 2 options for SCCM:

1. Use the secRMM SCCM Console Extension (which uses SCCM Compliance Settings)
This option requires a separate installation and so is covered in the SCCM Administrator Guide

which can be downloaded from the Squadra Technologies web site. This is the recommended
approach.

2. Use the SCCM Package and Program Wizard. This option is presented below but should only be
used if option 1 is not feasible in your environment.

You set the secRMM properties in SCCM using the standard Package/Program wizard as shown in the
screenshots below.

- Home Folder ~ &

= 2.5 Manage Acce Gl Create Package and Program Wizard .

- : 2:) {&| Create Presta
aved \
Crefte Searchas gg Package
L Search =
€ v [B \ » Software Libr Specify information about this package

Software Library Emomamilyps

Standard Program

’ f Overview Requirements Enter a name and other details for the new package. To take full advantage of new features that include the
4 [ Application Management Summary Application Catalog. use an application instead.
[a~] Applications Progress
Cerletion Name: IsecRMM (security Removable Media Manager) 1|
_ Configuration Manager Upd Description: Changed AllowedUsers property A
[ Approval Requests
[%] Global Conditions v
¥4 App-V Virtual Environments Mendfacturer.  [Squadra Technologies
Y& Windows RT Sideloading Keys Language: Version:

_! Software Updates

Operating Systems [] This package contains source files

"" Assets and Compliance

I f@ Software Library

.‘ Monitoring

‘?ﬁ Administration

@ ous Next > ]| Summary H Cancel
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Program Type

Choose the program type that you want to create

Standard Program

Requirements (® Standard program

Summary Create a program for a client computer.

Progress
Completion
() Program for device

Create a program for a device.

() Do not create a program
Create a package, but do not create a program. *ou can use the Create |

? Standard Program

Package
Program Type

Specify information about this standard program

Standard Program

Requirements Mame: |5&cHMM 1 |
Summary Command line: |C:Wﬁndnws\system32\wbem\WMlC.exe ;’Namespace:\\mut\c| | Browse... |
Progress

Startup folder: | |
Completion

Run: | Mormnal h |

Program can un: |1|ﬂfhether or not a user is logged on W |

Fun mode: | Run with administrative rights |

[] Mlow users ta view and interact with the program installation

Drive mode: | Runs with LUNC name A |

[] Reconnect to distribution point at log on
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The key item is the "Command line”. You will use the following syntax:

C:\Windows\system32\wbem\WMIC.exe /Namespace:\\root\cimv2\secRMM path
secRMMWMIProvider call SetProperty “"ConfigMgr”, “Property Name”, “Property Value”, ™"

Where “Property Name” is one of the secRMM properties that show up in the Computer Management MMC.
“Property Value” is the value you want to set for the “Property Name”.

Scripts

For scripting, you can choose to use any COM supported Windows scripting language (VBscript, Jscript,
Powershell, or third party developed scripts such as ActiveState Perl). secRMM intentionally supports
scripting for any automation scenarios you might need. You may also use Windows batch script (CMD
files).

Under the secRMM product directory (by default, this will be \Program Files\secRMM), there is a subfolder
named AdminUtils. This subfolder holds various scripts which help in configuring the secRMM product.
The scripts in this subfolder are pointed out in the "secRMM properties” section and subsections below.

secRMM properties

This section and its subsections provide the details of each secRMM property. The secRMM properties
control how secRMM operates.

Overview

The following table lists the name of each secRMM property and gives a brief description of the purpose of
the property.

Name Description

Allow BitLocker Only This property is either on or off. When on, secRMM will block file copies
to any removable media device that does not have Microsoft BitLocker
technology enabled. If a user attempts to copy a file to a device that
does not have BitLocker enabled, secRMM will block the file copy and
create a “failed write attempt” event log record with an event id of 513
(ALLOW BITLOCKER ONLY ACTIVE).

Allowed Directories This property is a semicolon separated list of directories. These are the
only directories that secRMM will allow file copies from. Therefore, if a
user attempts to copy a file from a directory that is not in this list,
secRMM will block the file copy and create a “failed write attempt” event
log record with an event id of 504 (SOURCE DIRECTORY
AUTHORIZATION).

Allowed File Extensions This property is a semicolon separated list of file extensions (note, you
do not need to include the period). These are the only file extensions
that secRMM will allow file copies from. Therefore, if a user attempts to
copy a file whose file extension is not in this list, secRMM will block the
file copy and create a “failed write attempt” event log record with an
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event id of 504 (SOURCE FILE EXTENSION AUTHORIZATION).

Allowed Internal Ids This property is a semicolon separated list of internal ids. Internal ids
are unique strings that describe the vendor of the device and the product
name of the device. The industry refers to these 2 items as VIDs and
PIDs. VIDs is short for vendor id. PIDs is short for product id.
Therefore, if you want to only allow devices from a particular vendor, you
would specify the unique VID. If you wanted to only allow particular
devices types (i.e. specific model from the vendor) from a particular
vendor, you would specify the VID and PID. These are the only devices
that secRMM will allow file copies to. Therefore, if a user attempts to
copy a file to a device that is not in this list, secRMM will block the file
copy and create a “failed write attempt” event log record with an event
id of 506 (INTERNAL ID AUTHORIZATION).

Allowed Programs This property is a semicolon separated list of programs (note, you should
specify the complete path of the program, not just the file name). These
are the only programs that secRMM will allow to copy files to removable
media. Therefore, if a user attempts to copy a file using a program that
is not in this list, secRMM will block the file copy and create a “failed
write attempt” event log record with an event id of 501 (PROGRAM
AUTHORIZATION).

Allowed Serial Numbers This property is a semicolon separated list of device serial numbers.
These are the only devices that secRMM will allow file copies to.
Therefore, if a user attempts to copy a file whose serial humber is not in
this list, secRMM will block the file copy and create a “failed write
attempt” event log record with an event id of 502 (SERIAL #
AUTHORIZATION).

Allowed Users This property is a semicolon separated list of Windows user ids. These
are the users that secRMM will allow to copy files to removable media.
Therefore, if a user attempts to copy a file who is not in this list, secRMM
will block the file copy and create a “failed write attempt” event log
record with an event id of 500 (USER AUTHORIZATION).

AllowRMSFilesOnly This property is either on or off. When on, secRMM will block file copies
to any removable media device when the file being copies is not
protected by the Microsoft RMS technology. If a user attempts to copy a
file to a device that is not RMS protected, secRMM will block the file copy
and create a “failed write attempt” event log record with an event id of
514 (ALLOW RMS FILES ONLY ACTIVE).

Block CDROM and DVD Writes This property will block file copies (from Windows explorer) to CDs and
DVDs. The user is still able to read from the device. Therefore, if a user
attempts to copy a file to the CD/DVD, secRMM will block the file copy
and create a “failed write attempt” event log record with an event id of
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511 (BLOCK CD/DVD ACTIVE).

Block Programs On Device This property will block programs that reside on the removable storage

device from executing. The user is still able to read and copy files from
the device. If there is an attempt to execute a program that resides on
the device, secRMM will block the execution of the program and create a
“failed program execution attempt” event log record with an event id of
514 (BLOCK PROGRAM EXECUTION ACTIVE).

FailWriteIfSourceFileUnknown This property will block file copies when secRMM cannot determine the
complete file path of the file the user is trying to copy to the removable
media device. If this condition occurs, secRMM will block the file copy
and create a “failed write attempt” event log record with an event id of
503 (UNKNOWN SOURCE). This property is the only secRMM property
that comes enabled at installation time.

Install Date/Time This property is the date and time when secRMM was installed onto the
computer. It is a display only property and cannot be modified.

Log Security Events As Failures This property is either on or off. When on, secRMM will log the secRMM
events into the Windows security event log in addition to the secRMM
event log.

Log Write Details This property is either on or off. When on, secRMM will log the file copy

START TIME. secRMM always logs the file copy END TIME. Turning this
property on is not recommended in production environments.

Monitor CDROM and DVD This property is either on or off. When on, secRMM will log the file copy
events for CD/DVD devices.

Monitor Floppy Drive This property is either on or off. When on, secRMM will log the file copy
events for floppy drives.

PreApproveSafeCopy This property is either on or off. When on, secRMM will block the start of
SafeCopy until an “approver” allows the user to use SafeCopy.

RequireSmartPhoneLogin This property is either on or off. When on, secRMM will nhot mount the
mobile device to the computer unless the user has provided the proper
credentials. The user provides the proper credentials by specifying his
userid and password on the mobile device via the secRMM mobile app.
This is an optional security feature.

ScanDevice This property is either on or off. When on, secRMM will start a malware
scan of the device when it is connected to the Windows computer. This
feature uses Microsoft Defender (previously named Endpoint Protection)
to perform the scan.
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SCCMConnection This property provides the credentials required for secRMM to forward its
event data into Microsoft System Center Configuration Manager (SCCM).

SNMP This property tells secRMM where to send SNMP traps. The SNMP traps
contain the same data as the secRMM event records that go into the
Windows secRMM event log.

Version This property is the secRMM version that is installed on the computer. It
is a display only property and cannot be modified.

Using variables

This section describes the power of using variables within specific secRMM properties. Variables are a
powerful way to narrow down the use of removable media by specifying the “from where”, “to what” and
“by whom” conditions in a very simple manner. Specifically, the 3 secRMM properties that allow variables

are:

1. AllowedDirectories (specifies where files can be copied from on the local or network drives)
2. AllowedSerialNumbers (which removable media devices are allowed to be used)
3. AllowedUsers (which users are allowed to write to removable media devices)

A variable within the secRMM property starts with a < character and ends with a > character. The
secRMM MMC has a helper dropdown listbox that provides a convenient way to insert variables into the
secRMM properties. You can use the following variables:

1. Userld

Domain

Computer

Any Active Directory (AD) user attribute

Any Active Directory (AD) computer attribute
Local User Group

Active Directory User Group

NouhwnN

You can arrange the variables in any way that matches your environment.
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The table below shows which variable (the rows) is appropriate for which secRMM property (the columns):

AllowedDirectories | AllowedSerialNumbers | AllowedUsers

Userld X X
Domain X X
Computer X

AD user property X X

AD computer property X X

Local User Group X

AD User Group X

Here are some examples of using variables within the secRMM properties:

1. AllowedDirectories is set to C:\Users\<Userld>;\\Serverl\Sharel\<AD:User:Department>
2. AllowedSerialNumbers is set to <AD:User:SerialNumber>
3. AllowedUsers is set to <AD:Group:SalesAndMarketing>

For more details on using AD attributes, please review the section titled " Using AD attributes in secRMM"
above.

The AllowedUsers AD:Group variable can be overridden so that you can insert the complete LDAP query
rather than use just a simple Group name that is defined directly under the users container. This lets you
have subcontainers within the LDAP query, for example:

<AD:Group:CN=USB_Users,OU=Special Groups,OU=ABC Groups,DC=ABC,DC=COM>

Setting the FailWriteIfSourceFileUnknown property

To enable the FailWriteIfSourceFileUnknown feature, you can run the VBScript in the AdminUtils subfolder
that is named SetFailWritelIfSourceFileUnknown.vbs. If you open this VBScript in your favorite editor (or
notepad), you will see it is 3 lines of VBScript code (see below). The last VBScript line sets the property
to true (or on). To turn this property off, you would change the word True to Null and then run the
VBScript again.

Dim objSecRMM
Set objSecRMM = CreateObject("secRMMInterface")
objSecRMM.SetProperty "FailWriteIfSourceFileUnknown", True

The secRMM property FailWriteIfSourceFileUnknown is the only secRMM property that comes enabled at
installation time.

Setting the LogSecurityEventsAsFailures property

To enable the LogSecurityEventsAsFailures feature, you can run the VBScript in the AdminUtils subfolder
that is named SetLogSecurityEventsAsFailures.vbs. If you open this VBScript in your favorite editor (or

Page 56



secRMM Administrator Guide

notepad), you will see it is 3 lines of VBScript code (see below). The last VBScript line sets the property
to true (or on). To turn this property off, you would change the word True to Null and then run the
VBScript again.

Dim objSecRMM
Set objSecRMM = CreateObject("secRMMInterface")
objSecRMM.SetProperty "LogSecurityEventsAsFailures", True

NOTE: If you do enable this property, be sure you follow the section above titled “"Writing secRMM security
events as failures”.

Setting the LogWriteDetails property

By default, secRMM only writes the “write completed” event for each file. This is done to minimize the
amount of events. However, you may be interested in seeing when the write starts. If you would like to
capture the “write start” events as well as the “write completed” events, you need to enable the
LogWriteDetails secRMM property.

To enable the LogWriteDetails property, you can run the VBScript in the AdminUtils subfolder that is
named SetLogWriteDetails.vbs. If you open this VBScript in your favorite editor (or notepad), you will see
it is 3 lines of VBScript code (see below). The last VBScript line sets the property to true (or on). To turn
this property off, you would change the word True to Null and then run the VBScript again.

Dim objSecRMM

Set objSecRMM = CreateObject("secRMMInterface")
objSecRMM. SetProperty "LogWriteDetails", True

Enabling Authorization

There are eight secRMM properties which control authorization. Authorization uses userids, programs,
serial numbers, internal Ids (VIDs and PIDS), directories and file extensions to control writing to
removable media devices.

Authorizing Users

To enable the AllowedUsers property, you can run the VBScript in the AdminUtils subfolder that is named
SetAllowedUsers.vbs. Before you run the VBScript, you must edit the script and change the value of the
property to accommodate your environment. If you open this VBScript in your favorite editor (or
notepad), you will see it is 3 lines of VBScript code (see below). The last VBScript line sets the property
to the list of users you want to give authorization to. Remember here, that this list of users will be the
only users allowed to write to any removable media device for this particular computer. Any other user
will be denied. For all denied users, secRMM will generate an event 500. If you need multiple users,
separate them with a semicolon. To turn this property off, you would change the list of users to Null and
then run the VBScript again.

Dim objSecRMM

Set objSecRMM = CreateObject("secRMMInterface")
objSecRMM.SetProperty "AllowedUsers", "Squadra\Barbara"

Example of specifying multiple users:
objSecRMM.SetProperty "AllowedUsers", _
"Squadra\Barbara;Squadra\Angela;Squadra\Brooke;Squadra\Jenna”
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Notice the underscore (_) on the first line of the “specifying multiple users” example. In VBScript,
an underscore is a line continuation.

The AllowedUsers property supports using “local group” and “Active Directory group” attributes. Please
review the section titled "Using AD attributes in secRMM" above.

The AllowedUsers property is one of four secRMM properties (AllowBitLockerOnly, AllowedSerialNumbers,
AllowedInternallds, AllowedUserlds) that can have secRMM perform an authorization check when the
Removable Media device is plugged into the computer (i.e. a secRMM ONLINE event). To do this from
within a script, place the text [EnforceWhenPluggedIn] at the front of the “AllowedUsers” property
value:

objSecRMM.SetProperty "AllowedUsers", "[EnforceWhenPluggedIn]Squadra\Barbara"

The AllowedUsers AD:Group variable can be overridden so that you are allowed to insert the complete
LDAP query rather than use just a simple Group name that is defined directly under the users container.
This lets you have subcontainers within the LDAP query, for example:

<AD:Group:CN=USB_Users,OU=Special Groups,OU=ABC Groups,DC=ABC,DC=COM>

To get this value, you can use the Active Directory “Attribute Editor” on the “user group”. The attribute to
use is the “distinguishedName” as shown in the screen shot below.

Active Directory Users and Computers

=
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] Active Directory Users and Computers [DC.CONTOS|| Name -
B | Saved Cueries _!_;, Administrator
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- || ForeignSecur s | e | I
B[] LostAndFoun Attributes:
b [ Managed Ser Attribute Walue #
B - Program Dats distinguished Mame CM=5alesDepartment CN=Users, DC=COMNTT
B[ System ) ) )
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Authorizing Programs

To enable the AllowedPrograms property, you can run the VBScript in the AdminUtils subfolder that is
named SetAllowedPrograms.vbs. Before you run the VBScript, you must edit the script and change the
value of the property to accommodate your environment. If you open this VBScript in your favorite editor
(or notepad), you will see it is 3 lines of VBScript code (see below). The last VBScript line sets the
property to the list of programs you want to give authorization to. Remember here, that this list of
programs will be the only programs allowed to write to any removable media device for this particular
computer. Any other program will be denied. For all denied programs, secRMM will generate an event
501. If you need multiple programs, separate them with a semicolon. To turn this property off, you would
change the list of programs to Null and then run the VBScript again.

Notice that to prevent program spoofing, you need to specify the complete path to the program.

Dim objSecRMM
Set objSecRMM = CreateObject("secRMMInterface")
objSecRMM.SetProperty "AllowedPrograms", "c:\windows\explorer.exe"

Example of specifying multiple programs:

objSecRMM.SetProperty "AllowedPrograms", _
"C:\Windows\system32\cmd.exe;c:\windows\explorer.exe;C:\Program Files\Microsoft
Office\Officeld\excel.exe"

Notice the underscore (_) on the first line of the “specifying multiple programs” example. In VBScript, an
underscore is a line continuation.

Note that this script allows you to pass in the program name from the command line as well. This script is
defined this way so the secRMM installation can set SafeCopy as the allowed program.

Authorizing Serial Numbers

To enable the AllowedSerialNumbers property, you can run the VBScript in the AdminUtils subfolder that is
named SetAllowedSerialNumbers.vbs. Before you run the VBScript, you must edit the script and change
the value of the property to accommodate your environment. If you open this VBScript in your favorite
editor (or notepad), you will see it is 3 lines of VBScript code (see below). The last VBScript line sets the
property to the list of serial numbers you want to give authorization to (i.e. to be allowed to write to these
removable media devices). Remember here, that this list of serial numbers will be the only removable
media devices allowed to be written to for this particular computer (or user). Any other removable media
devices will be denied. For all denied serial numbers, secRMM will generate an event 502. If you need
multiple serial numbers, separate them with a semicolon. To turn this property off, you would change the
list of serial numbers to Null and then run the VBScript again.

Dim objSecRMM

Set objSecRMM = CreateObject("secRMMInterface")
objSecRMM.SetProperty "AllowedSerialNumbers", "12345678"

Example of specifying multiple serial numbers:
objSecRMM.SetProperty "AllowedSerialNumbers", _
"12345678;1234567A;1234567B"

Notice the underscore (_) on the first line of the “specifying multiple serial numbers” example. In
VBScript, an underscore is a line continuation.
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The AllowedSerialNumbers property supports using attributes from Active Directory. A common use is to
map a specific removable media device to a specific user. This works well in environments where the user
is assighed a removable media device for use but the device is not to be used by any other user (i.e. a 1-
to-1 mapping of user to device). Please review the section titled "Using AD attributes in secRMM" above.

The AllowedSerialNumbers property is one of four secRMM properties (AllowBitLockerOnly,
AllowedSerialNumbers, AllowedInternallds, AllowedUserlds) that can have secRMM perform an
authorization check when the Removable Media device is plugged into the computer (i.e. a secRMM
ONLINE event). To do this from within a script, place the text [EnforceWhenPluggedIn] at the front of
the “AllowedSerialNumbers” property value:

objSecRMM.SetProperty "AllowedSerialNumbers","[EnforceWhenPluggedIn]72BC27;1234567A;1234567B"

CD/DVD devices do not have true serial numbers. If you want to include the CD/DVD device, you can
specify "CD_DVD".

Authorizing Internal Ids

To enable the AllowedInternallds property, you can run the VBScript in the AdminUtils subfolder that is
named SetAllowedInternallds.vbs. Before you run the VBScript, you must edit the script and change the
value of the property to accommodate your environment. If you open this VBScript in your favorite editor
(or notepad), you will see it is 3 lines of VBScript code (see below). The last VBScript line sets the
property to the list of internal Ids you want to give authorization to (i.e. to be allowed to write to these
removable media devices). Remember here, that this list of internal Ids will be the only removable media
devices allowed to be written to for this particular computer. Any other removable media devices will be
denied. For all denied internal Ids, secRMM will generate an event 506. If you need multiple interal Ids,
separate them with a semicolon. To turn this property off, you would change the list of internal Ids to Null
and then run the VBScript again.

Dim objSecRMM

Set objSecRMM = CreateObject("secRMMInterface")
objSecRMM.SetProperty "AllowedInternalIds", "VID_04e8&PID_6860"

Example of specifying multiple internal Ids:

objSecRMM.SetProperty "AllowedInternalIds", _

"VID_04e8&PID_6860;VID_04e8&PID 6875;&EN_CBM&PROD_USB 2.0 FLASH"

The AllowedInternallds property is one of four secRMM properties (AllowBitLockerOnly,
AllowedSerialNumbers, AllowedInternallds, AllowedUserlds) that can have secRMM perform an
authorization check when the Removable Media device is plugged into the computer (i.e. a secRMM
ONLINE event). To do this from within a script, place the text [EnforceWhenPluggedIn] at the front of
the “AllowedInternallds” property value:

objSecRMM.SetProperty " AllowedInternalIlds ","[EnforceWhenPluggedIn]&VEN_CBM&PROD_USB_2.0_ FLASH"

The primary purpose of the AllowedInternallds property is to limit removable media use to a particular
USB manufacturer and/or to specific models/product lines of usb drives. Every USB device is assigned a
Vendor ID (VID) and Product ID (PID). The VID and PID are contained within the secRMM Internal ID
along with other relevant data about the device. You can think of USB VIDs and PIDs equivalent to the
various car companies and the different car models each of them manufacture.
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For an un-official list of USB VIDs and PIDs, please see http://www.linux-usb.org/usb.ids. If you do not
see the USB manufacturer on this list, you will need to contact the manufacturer of your device.
Alternatively, you can generate a secRMM ONLINE event and look at the Internal Id that gets generated.

Authorizing Directories

To enable the AllowedDirectories property, you can run the VBScript in the AdminUtils subfolder that is
named SetAllowedDirectories.vbs. Before you run the VBScript, you must edit the script and change the
value of the property to accommodate your environment. If you open this VBScript in your favorite editor
(or notepad), you will see it is 3 lines of VBScript code (see below). The last VBScript line sets the
property to the list of directories you want to give authorization to (i.e. to be allowed to copy files from
these directories). Any other directories will be denied. For any denied directories, secRMM will generate
an event 504. If you need multiple directories, separate them with a semicolon. To turn this property off,
you would change the list of directories to Null and then run the VBScript again.

For the AllowedDirectories property, you can use predefined variables (<Userld>, <Domain> and
<Computer> as well as attributes from Active Directory) when specifying a directory. These variables will
be replaced during the secRMM authorization phase. For example, if you specify a directory
C:\Users\<Userld> then if a user named John tries to copy a file to a removable media device, he can
only copy files from the directory C:\Users\John. The <Domain> variable is the Netbios (short name) of
the domain. The <Computer> variable is the Netbios (short name) of the local computer. To use
attributes from Active Directory, please review the section titled "Using AD attributes in secRMM" above.
Dim objSecRMM

Set objSecRMM = CreateObject("secRMMInterface")
objSecRMM.SetProperty "AllowedDirectories", "C:\temp"

Example of specifying multiple directories:
objSecRMM. SetProperty " AllowedDirectories", _
"C:\temp;D:\"

Authorizing File Extensions

To enable the AllowedFileExtensions property, you can run the VBScript in the AdminUtils subfolder that is
named SetAllowedFileExtensions.vbs. Before you run the VBScript, you must edit the script and change
the value of the property to accommodate your environment. If you open this VBScript in your favorite
editor (or notepad), you will see it is 3 lines of VBScript code (see below). The last VBScript line sets the
property to the list of file extensions you want to give authorization to (i.e. to be allowed to copy files with
the extension you specify). Any other file extensions will be denied. For any denied file extensions,
secRMM will generate an event 505. If you need multiple file extensions, separate them with a semicolon.
To turn this property off, you would change the list of file extensions to Null and then run the VBScript
again.

Dim objSecRMM

Set objSecRMM = CreateObject("secRMMInterface")
objSecRMM.SetProperty "AllowedFileExtensions", "doc"

Example of specifying multiple file extensions:

objSecRMM.SetProperty " AllowedFileExtensions", _
"doc;x1ls"
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Authorizing only BitLocker devices

Using Microsoft BitLocker to encrypt and password protect removable media is a very common scenario.
secRMM can be made to only allow BitLocker enabled devices to be written to. The secRMM property that
enables this is called AllowBitLockerOnly.

To enable or disable the AllowBitLockerOnly property, you can run the VBScript in the AdminUtils subfolder
that is named SetAllowBitLockerOnly.vbs. If you open this VBScript in your favorite editor (or notepad),
you will see it is 3 lines of VBScript code (see below). The last VBScript line sets the property to true (or
on). To turn this property off, you would change the word True to Null and then run the VBScript again.
Dim objSecRMM

Set objSecRMM = CreateObject("secRMMInterface")
objSecRMM.SetProperty "AllowBitLockerOnly", True

For any device that is not BitLocker protected and has a write attempt, secRMM will generate an event
513.

The AllowBitLockerOnly property is one of four secRMM properties (AllowBitLockerOnly,
AllowedSerialNumbers, AllowedInternallds, AllowedUserIds) that can have secRMM perform an
authorization check when the Removable Media device is plugged into the computer (i.e. a secRMM
ONLINE event). To do this from within a script, place the text [EnforceWhenPluggedIn] at the front of
the “AllowBitLockerOnly” property value (notice the word “on” after):

objSecRMM.SetProperty "AllowBitLockerOnly ","[EnforceWhenPluggedIn]on™

If the [EnforceWhenPluggedIn] is enabled, secRMM will generate an event 512 when a nonBitLocker
device is mounted. The device will also be ejected so that the Windows Operating System cannot see it.

Authorizing only RMS protected files

Using Microsoft Rights Management Services (RMS) is a very powerful DLP solution since the security
protection is embedded directly within the file containing the data you wish to protect. secRMM can be
made to only allow RMS protected files to be written to removable storage devices. The secRMM property
that enables this is called AllowRMSFilesOnly.

Microsoft RMS must be setup in your domain, it is not available by default. For Microsoft documentation
on RMS, please see https://technet.microsoft.com/en-us/library/cc771234(v=ws.10).aspx.

To enable or disable the AllowRMSFilesOnly property, you can run the VBScript in the AdminUtils subfolder
that is named SetRMSFilesOnly.vbs. If you open this VBScript in your favorite editor (or notepad), you
will see it is 3 lines of VBScript code (see below). The last VBScript line sets the property to true (or on).
To turn this property off, you would change the word True to Null and then run the VBScript again.

Dim objSecRMM

Set objSecRMM = CreateObject("secRMMInterface")
objSecRMM.SetProperty "AllowRMSFilesOnly", True

For any file that is not RMS protected and has a write attempt, secRMM will generate an event 515.
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Preventing programs from executing on devices

By default, secRMM allows users to execute programs that reside on the removable storage device. The
BlockProgramsOnDevice property can prevent them from doing this.

To enable or disable the BlockProgramsOnDevice property, you can run the VBScript in the AdminUtils
subfolder that is named SetBlockProgramsOnDevice.vbs. If you open this VBScript in your favorite editor
(or notepad), you will see it is 3 lines of VBScript code (see below). The last VBScript line sets the
property to true (or on). To turn this property off, you would change the word True to Null and then run
the VBScript again.

Dim objSecRMM

Set objSecRMM = CreateObject("secRMMInterface™)
objSecRMM.SetProperty "BlockProgramsOnDevice", True

For any program on the device that attempts to execute, secRMM will generate an event 514.

Scanning devices for malware

The ScanDevice property will start a malware scan of the device when it is connected to the Windows
computer. The feature uses the Microsoft Defender program to perform the scan.

To enable or disable the ScanDevice property, you can run the VBScript in the AdminUtils subfolder that is
named SetScanDevice.vbs. If you open this VBScript in your favorite editor (or notepad), you will see it is
3 lines of VBScript code (see below). The last VBScript line sets the property to true (or on). To turn this
property off, you would change the word True to Null and then run the VBScript again.

Dim objSecRMM

Set objSecRMM = CreateObject("secRMMInterface")
objSecRMM. SetProperty "ScanDevice", True

secRMM will generate an event 300 indicating the result of the scan.

Monitoring CDROM/DVD and/or Floppy drives

By default, secRMM does monitor writing to the CD/DVD device when using Windows Explorer (see the
Windows Explorer screen shots below). Windows allows using a CD/DVD either like a “"USB flash drive” or
“With a CD/DVD player”. Microsoft documentation refers to these format options as “Live File System”
and “Mastered” respectively. secRMM monitors the CD/DVD device for both of these format options.
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secRMM does not (by default) monitor Floppy drives. You can enable having secRMM monitor or not
monitor these devices by specifying the *“MonitorCDROMANndDVD" and/or “MonitorFloppyDrive” properties.

To enable or disable the MonitorCDROMANdDVD property, you can run the VBScript in the AdminUtils
subfolder that is named SetMonitorCDROMANdDVD.vbs. If you open this VBScript in your favorite editor
(or notepad), you will see it is 3 lines of VBScript code (see below). The last VBScript line sets the
property to true (or on). To turn this property off, you would change the word True to Null and then run
the VBScript again.

Dim objSecRMM

Set objSecRMM = CreateObject("secRMMInterface")
objSecRMM. SetProperty "MonitorCDROMAndDVD", True

To enable the MonitorFloppyDrive property, you can run the VBScript in the AdminUtils subfolder that is
named SetMonitorFloppyDrive.vbs. If you open this VBScript in your favorite editor (or notepad), you will
see it is 3 lines of VBScript code (see below). The last VBScript line sets the property to true (or on). To
turn this property off, you would change the word True to Null and then run the VBScript again.

Dim objSecRMM
Set objSecRMM = CreateObject("secRMMInterface")
objSecRMM.SetProperty "MonitorFloppyDrive", True

Block writing to CDROM/DVD

You can also prevent file writes to CDROM and DVDs.

To prevent file writes to CDROM and DVDs, you can run the VBScript in the AdminUtils subfolder that is

named SetBlockCDROMAndDVDWrites.vbs. If you open this VBScript in your favorite editor (or notepad),
you will see it is 3 lines of VBScript code (see below). The last VBScript line sets the property to true (or
on). To turn this property off, you would change the word True to Null and then run the VBScript again.

Dim objSecRMM
Set objSecRMM = CreateObject("secRMMInterface")
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objSecRMM. SetProperty "BlockCDROMAndDVDWrites", True

The BlockCDROMANndDVDWrites property can also be set to have secRMM enforce the rule when the
CD/DVD is inserted into the Windows computer (called “Eject Mode”). To set secRMM Eject Mode for
CD/DVDs, you would change the 3™ line to:

objSecRMM.SetProperty "BlockCDROMAndDVDWrites", "[EnforceWhenPluggedIn]on"

Finalizing a COROM/DVD

When you use Windows Explorer to copy files to a CD/DVD disc, the disc remains writeable. If you need
to prevent the disc from being written to again, you can run the secRMM FinalizeDisc program. The
FinalizeDisc program is located in the UserUtils subdirectory (by default, this is C:\Program
Files\secRMM\UserUtils). To run FinalizeDisc, open a cmd window and type:

“C:\Program Files\UserUtils\FinalizeDisc” E:

where E: is the drive letter of your CD/DVD.

Setting the SCCMConnection property

The SCCMConnection property provides the System Center Configuration Manager (SCCM) credentials (i.e.
server/userid/password) so that secRMM can communicate with SCCM. When this property is set, sescRMM
will forward the secRMM event data to SCCM. SCCM will store the secRMM event data as SCCM "“status
messages”. For security purposes, there is no secRMM script to set this property. Please use the secRMM
SCCM 2012 Administrator Guide which can be downloaded from the Squadra Technologies web site for
instructions on how to set the SCCMConnection property.

Setting the SNMP property

To enable the SNMP feature, you can run the VBScript in the AdminUtils subfolder that is named
SetSNMP.vbs. If you open this VBScript in your favorite editor (or notepad), you will see the SNMP
properties that you need to set. Unlike the other secRMM scripts, this script is a bit longer since
configuring SNMP requires several SNMP properties to be set instead of just one. The last VBScript line
sets the property to SNMP enabled. To turn secRMM SNMP off, you would change the word
strSecRMMSNMP to Null and then run the VBScript again.

Specific SNMP details are discussed in the SNMP subsection under the section titled “Integrating secRMM
data into your environment”.

Setting the PreApproveSafeCopy property

To enable the PreApproveSafeCopy feature, you can run the VBScript in the AdminUtils subfolder that is
named SetPreApproveSafeCopy.vbs. If you open this VBScript in your favorite editor (or notepad), you
will see it is 3 lines of VBScript code (see below). The last VBScript line sets the property to true (or on).
To turn this property off, you would change the word True to Null and then run the VBScript again.

Dim objSecRMM
Set objSecRMM = CreateObject("secRMMInterface")
objSecRMM.SetProperty "PreApproveSafeCopy", True
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When the PreApproveSafeCopy property is set to true, the secRMM SafeCopy end-user GUI application will
force the end-user to get “pre-approval” before the program can be used by the end-user (i.e. a two man
policy). Please see the section below titled SafeCopy for further details.

Setting the RequireSmartPhonelLogin property

To enable the RequireSmartPhonelLogin feature, you can run the VBScript in the AdminUtils subfolder that
is named RequireSmartPhonelLogin.vbs. If you open this VBScript in your favorite editor (or notepad), you
will see it is 3 lines of VBScript code (see below). The last VBScript line sets the property to true (or on).
To turn this property off, you would change the word True to Null and then run the VBScript again.

Dim objSecRMM
Set objSecRMM = CreateObject("secRMMInterface")
objSecRMM.SetProperty "RequireSmartPhonelLogin", True

When the RequireSmartPhonelogin property is set to true, secRMM will force the end-user to first login to
Active Directory (or the local Windows computer in non-Active Directory environments) from the
smartphone they want to use as removable media storage. This requires that the end-user have the
secRMM smartphone app installed on their smartphone. The secRMM smartphone app is currently
available on Android, Apple and BlackBerry.

Preventing write activity to Removable Media - Lockdown mode

While Microsoft provides the ability to prevent end-users from using Removable Media devices (for
instructions on Microsoft’s approach, please review KB article 823732 on the Microsoft MSDN web site),
you can use secRMM to prevent end-users from writing to Removable Media devices. To use secRMM to
prevent end-users from writing to Removable Media devices, simply provide an invalid value for any one
of the secRMM authorization properties. The trick is to provide a value that will never match (i.e.
authorize). A simple value to use is the word “invalid” (so that you remember that you are providing an
invalid value). Below is the script showing an example of this by using the “AllowedSerialNumbers”
secRMM property. Since it is not realistic for a removable media device to have a serial number that is the
word invalid, secRMM will prevent any write activity to the removable media devices.

Dim objSecRMM
Set objSecRMM = CreateObject("secRMMInterface")
objSecRMM.SetProperty "AllowedSerialNumbers", "invalid"

This method of preventing write activity to Removable Media devices is called secRMM Lockdown mode.
SecRMM Lockdown mode can be set at secRMM installation and you can enable it and disable it at any
time after installation. As a convenience, there is a script provided in the AdminUtils subfolder called
SetLockdownMode.vbs. You can use this at any time to put secRMM into Lockdown mode. Note that the
script SetLockdownMode.vbs sets the secRMM "AllowedSerialNumbers” property to
“secRMM_is_locked_down”. The secRMM MMC GUI also puts the value of “secRMM_is_locked_down” into
the AllowedSerialNumbers property. Using secRMM Lockdown mode is especially useful when you
configure secRMM to use the secRMM SafeCopy end-user GUI application. secRMM SafeCopy is discussed
in the next section.
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SafeCopy

Introduction

SafeCopy works in conjunction with secRMM to provide a higher level of security and monitoring of
removable media write activity. The SafeCopy user interface mimics the standard Windows explorer
program but only allows writing to removable media* and adjusts what it displays to the end-user based
on secRMM properties. Administrators can enable secRMM/SafeCopy to enforce a two man policy. A two
man policy means at least 2 people must be involved for the removable media write operation to occur.
The two man policy is a common operating procedure in many critical military situations.

SafeCopy sends the actions that the end-user is performing within SafeCopy to secRMM. secRMM then
logs this data into the Security and secRMM event logs (SNMP traps are also generated if secRMM SNMP is
configured).

The subsections below describe how to set secRMM properties that effect the operation of SafeCopy.
Apple mobile device copying files to and from Windows

The SafeCopy program exposes the complete file system of an apple mobile device (in addition to the
other non-apple mobile devices and the standard USB devices) without having to use iTunes. This makes
the apple mobile device file system available to enterprise users who need to copy files to and from the
apple mobile device and Windows.

In addition to the apple functionality provided with secRMM SafeCopy, secRMM also ships with a collection
of apple utilities developed by the libimobiledevice Unix community. These apple utilities are under the
secRMM installation folder at AdminUtils\AppleUtils. The libimobiledevice utilities are very useful when
using apple mobile devices within an enterprise environment.

Note, that starting with I0OS 8.3, Apple has unfortunately locked down the App data directories unless the
App was built with the UIFileSharingEnabled flag set.

Installing the apple device drivers onto Windows without installing iTunes

If you need this type of apple functionality in your environment, you will first need to install the apple
device drivers on the Windows computer running secRMM SafeCopy. The apple device driver installation
is contained within two Windows installer files (i.e. files with an msi extension) that are provided by the
iTunesSetup[64].exe file which is downloaded from the apple iTunes web site. The iTunesSetup[64].exe
file is actually a zip file so you can open it with a zip program such as 7-Zip. Extract the msi files:
AppleApplicationSupport.msi and AppleMobileDeviceSupport[64].msi. Install the
AppleApplicationSupport.msi and then the AppleMobileDeviceSupport[64].msi. After you install the msi
files, you can use SafeCopy with your apple mobile devices. If you look in your Windows Add/Remove
Programs, it should have the two apple installations as shown in the screenshot below.

4 You can also copy from the removable media using “Drag-and-Drop” only.
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Additionally, in the list of Windows services, you will see one apple service named “Apple Mobile Device”.

. Services (Local)

Apple Mobile Device Mame Description Status Startup Type
_ S ActiveX Installer (AadnstSY) Provides Us.,.. Manual
Stop the service Lo Adaptive Brightness Monitors a... Manual

Restart the service

#1 /\pple Mobile Device Provides th... Automatic
Lo Application Experience Processes a..  Started Manual

Description: o Application Identity Determines ... Manual
Provides the interface to Apple

mobile devices S Application Information Facilitates t...  Started Manual

& Annlication | aver Gatewav Service Provides =i... Manual

For secRMM SafeCopy to be able to see the apple mobile device attached via the USB cable, the Windows
operating system must be able to see it first. You will know that the Windows operating system is
recognizing the apple mobile device because Windows Explorer will show you the device as shown in the
screen shot below.

QQ |_[!J » Computer » BARBARA'siPad » v | 4 H Search BARBARA's iPad
Organize » S=

Internal Storage
/& Computer — Bl
f‘lj Local Disk (C:) w 53.1 GB free of 59.0 GB
s DATA (D)
5 HP_RECOVERY (E}) {
B BARBARA's iPad A

== Internal Storage

. 1 item

m_|
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Preapproval (two man policy)
Configuration

To enforce a two man policy, you set the secRMM property “PreApproveSafeCopy” to true. You should
also set the secRMM property “AllowedPrograms” to only be the SafeCopy program (if you installed
secRMM to the default installation directory, it will be the value C:\Program
Files\secRMM\UserUtils\secRMMSafeCopy.exe). Within the secRMM MMC, there is a helper button for
SafeCopy on the AllowedPrograms dialog (as shown in the screenshot below). Clicking the SafeCopy
helper button will insert the full path and name of SafeCopy into the AllowedPrograms secRMM property.

File Action View Help
o= 7|
(A4 Computer Management {Local) Computer Configuration
= i} System Tools Name | Value

@ Task Scheduler Allowed Directories

@ Event Viewer AllowedFile Bxtensions

. fﬁ{q_ﬂ_u___ AllowedPrograms

=

Maode: Computer WINTSP1xX642
= AlowedPrograms SafeCopy
oK Clear Cancel
Y

Figure 37 - SafeCopy AllowedPrograms helper button

End-User Experience

When the end-user starts SafeCopy under the two man policy, the following dialog will display:
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Preapproval Required

Please either:
m email security/@mycompanyv.com or
call 702.123.1234
; to get approval
,’ Company

NOTE: Before you begin using secRMM SafeCopy. you need to understand that every
operation you perform while using secRMM SafeCopy (i.e. copying files. deleting files and
mapping to network shares) is being logged.

Cancel

~c —————— - —

4

Figure 38 - end-user experience when PreapproveSafeCopy is set on

Modifying the message to the end-user

The message that is displayed to your end-users should reflect the instructions required for your
environment. The message is in html format and is in the file named secRMMSafeCopyContactInfo.html in
the secRMM subfolder named UserUtils (if you installed secRMM to the default installation directory, it will
be the value C:\Program Files\secRMM\UserUtils\secRMMSafeCopyContactInfo.html).

Performing the approval

By default, an Administrator of the computer where SafeCopy is running must approve the use of
SafeCopy. To perform the approval, run the program named secRMMSafeCopyApprover.exe which is
located in the secRMM subfolder named AdminUtils (if you installed secRMM to the default installation
directory, it will be the value C:\Program Files\secRMM\ AdminUtils\secRMMSafeCopyApprover.exe). You
can also call sescRMMSafeCopyApprover.exe from the secRMM MMC SnaplIn Actions list or from the secRMM
Excel AddIn.
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,
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Figure 39 - Dialog to perform the approval, before connecting

Connect to the computer where SafeCopy is running by specifying the computer name and then clicking
the connect button.

Connected to computer:

XP64\alamark
\Program Files\secRMM\UserLtils\secRMMSafeCopy.exe
1592

[ Accept | | Reject |
|¥| Put secRMM in Lockdown mode when user exits SafeCopy

[¥] Require approval on copy operations

Figure 40 - Dialog to perform the approval, after connecting

Once connected, you will see the end-users Userld, the full path of the SafeCopy executable and the
SafeCopy PID. If these values are consistent with the end-users environment, you can approve the
request. You may also reject the request. You may also select to put secRMM into Lockdown mode once
the end-user finishes using SafeCopy. You may also select to require that the end-users copy operations
will need to be preapproved as well. If you require approval on copy operations, the
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secRMMSafeCopyApprover program will show you the files and directories the user has selected to copy to
a removable media device. You will have the option to accept or reject the end-users copy operation.

Firewall rule for secRMM SafeCopy Approver

One scenario for using the secRMM SafeCopy Approver program is to simply RDP (remote desktop) to the
computer where the end-user is requesting approval. You can also perform the approval over the
network. If you will use the secRMM SafeCopy Approver program on a remote computer (i.e. over the
network) from where the end-user is requesting approval, you must enable an inbound firewall rule on the
end-user computer(s). The rule is an inbound rule for TCP port 38865 (see screenshots below).

= Lci‘?’le:@ﬂ Exceptions I,&dvanced!

Windows Firewall is blocking incoming network connections, except for the
Windows programs and services selected below. Adding exceptions allows some programs
Firewall to work better but might increase your security risk,

) Edit a Port
Programs and Services:

Name IUse these settings to open a port through Windows Firewall. To find the port

; . number and pratocol, consult the documentation for the program or service you
M File and Printer Shaf yant to use.

Network Diagnostic
Remote Assistance
[OJRemote Desktop

secRMMS afeCopy Name: 1 sEchNMS ebor) l
[JUPNP Framewark

Windows Remote M
O windows Remote M

Port number: I 38865 ’

® TCP O UDP

What are the risks of opening a port?

Add Program... E Change scope... u];

Display a notification when Windows Firewall blocks a program
What are the risks of allowing exceptions?
[ 0K ] [ Cancel ]

Figure 41 - secRMM SafeCopy Approver program firewall rule on Windows XP
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Figure 42 - secRMM SafeCopy Approver program firewall rule on Windows non-XP (i.e. advanced firewall)

Giving other users and/or groups permission to use the secRMM SafeCopy Approver program

You can give other users and/or groups the authority to approve the use of SafeCopy (i.e. use the secRMM
SafeCopy Approver program). This frees the true IT Administrators (who have this permission by default)
from having to perform the approval. To give other users and/or groups the authority to approve, in
Windows Explorer, right mouse click on the secRMMSafeCopyApprover program (which is in the AdminUtils
subfolder) and select Properties.
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Figure 43 - secRMMSafeCopyApprover Properties

In the Properties dialog, select the Security tab and then click the Edit button. When you click the Edit
button, the Permissions dialog will open. In the Permissions dialog, add the users and/or groups that you
want to allow to use the secRMM SafeCopy Approver program. For each user and/or group you add, give
them “Read & Execute” and “Read” permission. In the screenshot below, we are allowing Userl.
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Figure 44 - secRMM SafeCopy Approver Permissions

Lastly, you can create a shortcut on the desktop for the secRMM SafeCopy Approver program. To do this,
have the user(s) (who you added in the steps above) run the VBscript named
CreateDesktopShortcutForSafeCopyApprover.vbs. This script is in the secRMMDeployment.zip (in the
Miscellaneous directory) which you can download from the Squadra Technologies web site.

Licensing
secRMM has 4 flexible license modes:

1. Forest — All secRMM features are enabled.

2. Domain - All secRMM features are enabled.

3. Computer - All secRMM features are enabled.

4. Freeware - Only online and offline events are enabled. The authorization module and write events

are disabled.

The table below lists the advantages and disadvantages of each license mode.

secRMM license type Advantage Disadvantage
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Forest Unlimited license for your Active
Directory forest.

Same license file for all
computers in the forest.

Domain Unlimited license for your Active
Directory domain.

Same license file for all
computers in the domain.

Computer Cost for small environments. One license file per computer.
Freeware Cost All secRMM features are not
available.

License Type

Forest license

Every Windows computer that runs secRMM will need a secRMM forest license file. The forest license file
name will be the name of your forest with a file extension of lic. For example, if your forest is named
contosoF.com, the secRMM forest license file would be named contosoF.com.lic. The secRMM forest
license file needs to reside in the secRMM installation directory (by default, \Program Files\secRMM). To
obtain the secRMM forest license file, you must contact Squadra Technologies.

The high-level sequence of events for secRMM forest licensing is summarized below:

1. Email your forest name to Squadra Technologies. In the AdminUtils subfolder, you can run the
CMD program GetSecRMMLicenselnfo.exe to get your forest name.

2. Squadra Technologies will email back to you a secRMM forest license file.

3. The forest license file gets copied into the secRMM installation directory on each computer with
secRMM installed on it.

Domain license

Every Windows computer that runs secRMM will need a secRMM domain license file. The domain license
file name will be the name of your domain with a file extension of lic. For example, if your domain is
named contoso.com, the secRMM domain license file would be nhamed contoso.com.lic. The secRMM
domain license file needs to reside in the secRMM installation directory (by default, \Program
Files\secRMM). To obtain the secRMM domain license file, you must contact Squadra Technologies.

The high-level sequence of events for secRMM domain licensing is summarized below:

4. Email your domain name to Squadra Technologies. In the AdminUtils subfolder, you can run the
CMD program GetSecRMMLicenselnfo.exe to get your domain name.

5. Squadra Technologies will email back to you a secRMM domain license file.

6. The domain license file gets copied into the secRMM installation directory on each computer with
secRMM installed on it.
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Computer license

Every Windows computer that runs secRMM will need a secRMM computer license file. The computer
license file name will be the name of the Windows computer with a file extension of lic. For example, if
there was a Windows computer named AcctingWrkStal, the secRMM computer license file would be
named AcctingWrkStal.lic. The secRMM computer license file needs to reside in the secRMM installation
directory (by default, \Program Files\secRMM). To obtain the secRMM computer license files, you must
contact Squadra Technologies.

Creating the list of computers

Manual

To get the name of the computer, you can echo the COMPUTERNAME environment variable. To do this,
open a command window and type:

echo %COMPUTERNAME%

Collect all the names of the computers in your environment using the method above. Email this list to
Squadra Technologies.

Automated

If you are in a domain environment, you can run the VBscript named ListComputersInDomain.vbs. This
script is in the secRMMDeployment.zip (in the Licensing\GatherInformation directory) which you can
download from the Squadra Technologies web site. This script generates a list of computers from your
Active Directory repository. Be sure you read the comment header in ListComputersInDomain.vbs as you
will need to change the domain name to be your domain name (on line 36). To run the script, open an
elevated command window and type:

cscript //NoLogo ListComputersInDomain.vbs > MyComputers.txt

The output of this script (in the example above, it will be the file MyComputers.txt) is what you will email
to Squadra Technologies (see step 1 directly below).

The high-level sequence of events for secRMM computer licensing is summarized below:

Generate a list of all the computers in your environment that run secRMM.

Email the list generated in step 1 above to Squadra Technologies.

Squadra Technologies will email back to you a computer license file for every computer in the list.
The computer license file gets copied into the secRMM installation directory on each computer with
secRMM installed on it.

A WNRH

Freeware license

Every Windows computer that runs secRMM will need a freeware license file. The freeware license file
name will be FREEWARE.lic. The secRMM freeware license file needs to reside in the secRMM installation
directory (by default, \Program Files\secRMM). To obtain the secRMM freeware license file, you must
contact Squadra Technologies.

The high-level sequence of events for secRMM freeware licensing is summarized below:
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1. Email your domain name to Squadra Technologies. In the AdminUtils subfolder, you can run the
CMD program GetSecRMMLicenselnfo.exe to get your domain name.

2. Squadra Technologies will email back to you a freeware license file.

3. The freeware license file gets copied into the secRMM installation directory on each computer with
secRMM installed on it.

Deploying the license

If you are in a workgroup environment (i.e. no domain) or you are doing a small deployment of secRMM,
you can follow the “Small deployment” section below. If you are in a domain environment and/or have a
large number of systems you want to deploy secRMM onto, please follow the section below titled “Large
deployment”.

Small deployment

You can use Windows Explorer or a command window to create a network share to the computer where
secRMM is installed. Once you have created the network share, copy the secRMM license you received
from Squadra Technologies to the secRMM installation directory (by default, \Program Files\secRMM).

Large deployment

The sections below describe options on how to distribute the secRMM license file(s).

GPO

You can distribute the secRMM license file with the Active Directory Group Policy Files feature. This is in
the GPO Editor under [Computer Configuration|User Configuration]->Preferences->Windows Settings. It
is a convenient method because you will receive a domain license from Squadra Technologies which is a
single file that needs to be copied to the secRMM installation directory on each computer in your domain
running secRMM. The Active Directory Group Policy Files feature is exactly intended to perform this task.

SCCM

You can distribute the secRMM license file with the System Center Configuration Manager Application
Deployment (using a Script Deployment type) feature. secRMM has a separate secRMM SCCM
Installation Guide document. You should reference that document for details.

Using a network share
This section describes a push technology utilizing Windows network shares.

1. Forest or domain license: Use the VBScript named
DistributeSecRMMEnterpriselLicenseViaNetworkShare.vbs

2. Computer license: Use the VBScript nhamed
DistributeSecRMMComputerLicenseViaNetworkShare.vbs

3. Freeware license: Use the VBScript named
DistributeSecRMMFreewarelLicenseViaNetworkShare.vbs

The VBScript file can be used to push the license files out to each computer running secRMM. This script
is in the secRMMDeployment.zip (in the Licensing\Distribution directory) which you can download from the
Squadra Technologies web site. You need to change line 20 of the script (i.e. the directory named
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“C:\secRMM\Licenses\” to be the name of the directory where you put the secRMM license(s) (which you
received from Squadra Technologies). To run the script, you will need domain admin privileges.

To run the script, open an elevated command window and type:

For Forest or domain license:
cscript DistributeSecRMMEnterpriselLicenseViaNetworkShare.vbs MyComputers.txt

For Computer license:
cscript DistributeSecRMMComputerLicenseViaNetworkShare.vbs

For Freeware license:
cscript DistributeSecRMMFreewarelicenseViaNetworkShare.vbs MyComputers.txt

Creating the list of computers

Notice that the forest/domain and freeware licenses require an input file (in the example above, it is
named MyComputers.txt). This text file contains the list of computers that you want to deploy the
secRMM license to. Each line in the file is the name of a computer. If you are in a domain environment,
you can run the VBscript named ListComputersIinDomain.vbs. This script is in the secRMMDeployment.zip
(in the Licensing\GatherInformation directory) which you can download from the Squadra Technologies
web site. This script generates a list of computers from your Active Directory repository. Be sure you
read the comment header in ListComputersIinDomain.vbs as you will need to change the domain name to
be your domain name (on line 36). To run the script, open an elevated command window and type:

cscript //NoLogo ListComputersInDomain.vbs > MyComputers.txt

Using a logon script

This section describes a pull technology utilizing Active Directory GPO computer or user logon scripts.
Once you get the license file(s) from Squadra Technologies, put it/them into a shared directory (i.e. a
share that is readable from every computer that has secRMM installed) so the secRMM license file(s) can
be distributed.

1. Forest or domain license: Use the batch script named
DistributeSecRMMEnterpriseLicenseViaLogonScript.cmd

2. Computer license: Use the batch script named
DistributeSecRMMComputerLicenseViaLogonScript.cmd

3. Freeware license: Use the batch script named
DistributeSecRMMFreewareLicenseViaLogonScript.cmd

The Batch script file can be integrated into an Active Directory GPO “computer startup” or “user logon”
script to distribute the secRMM license files. This script is in the secRMMDeployment.zip (in the
Licensing\Distribution directory) which you can download from the Squadra Technologies web site. You
need to change line 3 of the script (i.e. the net use x: command) to match the shared directory that you
put the secRMM license files in.

For “computer startup” scripts, in the Group Policy Management Editor, go to “"Group Policy
object”/Computer Configuration/Policies/Windows Settings/Scripts (Startup/Shutdown). Right click the
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Startup Script (in the detail pane on the right) and specify the Batch script. Note that you should copy the
Batch script file to a network share that is accessible by all the computers running secRMM.

File Action View Help

E Group Policy Management Editor

L s EY 7 e

| Software Settings
= [ Windows Settings
| Mame Resolution Policy

a4

L=

Scripts (Startup/Shutdown)
:#-El Security Settings
ulli Policy-based Qos
~| Administrative Templates: Policy
| Preferences

Figure 45 - AD GPO for Startup Script

Scripts | PowerShell Scripts |

i
“;: Startup Scripts for Distrbute secRMM License file

 —

Mame

WW2008R2XE40C secRMM_GPO_License Distributior Up |

Edit Script

Script Name:

-ense DistibutionDistributelicense Via Logon Script .cme

Script Parameters:

QK I Cancel

e OOton Delow.
Show Files. ..

0K Cancel Smply

Figure 46 - Specify the Startup Script using a network share
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For “user logon” scripts, in the Group Policy Management Editor, go to “"Group Policy object”/User
Configuration/Policies/Windows Settings/Scripts (Logon/Logoff). The steps will be the same as described
above.

Managing the secRMM Event Log

Automatic backups

The secRMM event log is configured at installation to automatically backup when it becomes full. This
guarantees that you will not lose events when the log becomes full since the Windows operating system
will make a backup automatically and then clear the log so new events can be added. The default size of
the secRMM event log is 1MB. The Windows default event log directory is
C:\Windows\System32\winevt\Logs. The secRMM backup files will have the format Archive-secRMM-
YYYY-MM-DD-HH-MM-SS-mmm.evtx. You should define a scheduled task for moving the backup files to
another location (for example on a network drive). There is a Batch script named
MoveRolledSecRMMEventLogs.cmd in the AdminUtils subfolder that moves the secRMM backup files from
C:\Windows\System32\winevt\Logs to another location (by default, it moves them to C:\Program
Files\secRMM\secRMMEventLogBackups).

While the automatic backup policy for secRMM is useful, your environment may have different policies in
place for backing up security data such as the data collected by secRMM. If this is the case, please read
the subsection below.

Scheduled task backups

If your environment has an event log backup policy and you want more control over the backup policy for
the secRMM event log, the secRMM product ships a Batch script (named BackupSecRMMEventLog.cmd)
that will backup and then clear the secRMM event log. BackupSecRMMEventLog.cmd is located in the
AdminUtils subfolder.

If you want to use BackupSecRMMEventLog.cmd, you can set a scheduled task on each system running
secRMM that calls BackupSecRMMEventLog.cmd. The frequency of running the scheduled task will be
based on how often you anticipate a removable media device being used and how large you make the
secRMM event log. Make sure that the scheduled task runs in administrator mode (or as the SYSTEM
account) since access to the secRMM event log requires this elevated administrative state. When you
create the scheduled task, be sure to check the checkbox labeled “Run with highest privileges” on the
General tab.

Backing up locally

By default, the backed up secRMM event log files generated by BackupSecRMMEventLog.cmd will go into
the secRMMEventLogBackups subfolder under the secRMM product directory (by default, this will be
\Program Files\secRMM) so the complete backup directory will be \Program Files\secRMM\
secRMMEventLogBackups.
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Backing up to network

You can make BackupSecRMMEventLog.cmd backup to a network share by changing line 24 of the script.
This line defines a script variable named ARCHIVEtoNETWORK. Two examples of how you might change

the line are shown below:
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SET ARCHIVEtoNETWORK=\\COMPUTERNAME\C$\Archives\secRMM

or

SET ARCHIVEtoNETWORK=x:\Archives\secRMM

The next section explains how you can use Active Directory Group Policy Objects to schedule this task.

Active Directory Deployment

You can use Active Directory (AD) Group Policy Objects (GPO) to create the scheduled task. In the Group
Policy Management Editor, go to “Group Policy object”/Computer Configuration/Preferences/Control Panel

Settings/Scheduled Tasks.

l' Group Policy Management Editor

File Acton View Help

e 2 ] M = B R NN
_: Backup and dear secRMM Event Log [W
= Al Computer Configuration
| Policies
= [ Preferences
| Windows Settings
=l [=) Control Panel Settings
A Data Sources

2 Devices

Folder Options

Local Users and Groups
Metwork Options
Power Options

Printers

Scheduled Tasks
% Services
= & User Configuration
| Policies

| Preferences

Figure 47 - AD GPO for Scheduled

Right-click the Scheduled Tasks node, point to New, and select Scheduled Task.
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= | Preferences
] Windows Settings
[l [9] Control Fanel Settings

g ] 3

#1 Local Users and Groups
Metwork Options

Power Cptions
Printers

(=] scheduled Tasks

% Services
Figure 48 - Creating the AD GPO Scheduled Task

On the Task tab, in the Action drop-down, select Create. Give the scheduled task a name (ex: Backup
and clear secRMM Event Log). In the Run field, put C:\Program
Files\secRMM\AdminUtils\BackupSecRMMEventLog.cmd (make sure this directory is where you installed
secRMM). The arguments, start in and comments fields are optional. For user name and password
specify a userid that is an Administrator.

On the Schedule tab, specify when and how often you want to run this task.

On the Settings and Common tabs, specify any properties here that you want to apply to your
environment.
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Figure 49 - AD GPO Scheduled Task Properties

There is also a CMD script/snippet named UserLoginScriptToBackupToNetworkShare.cmd in the AdminUtils
subfolder. You can use this as a baseline to integrate scheduling tasks from a user login script.

Integrating secRMM data into your environment

The secRMM product is intended to run silently in the background. However, it is generating security
events that should be taken seriously. To that end, you should consider integrating the secRMM events
that are being generated into your company’s security/monitoring strategy/implementation. There are
many enterprise management products on the market today. Some of the more popular products are:
Microsoft System Center (Operations Manager (SCOM), Configuration Manager (SCCM) and Orchestrator),
Splunk, CA UniCenter, IBM Tivoli and Director, HP OpenView, Nagios, SolarWinds, to name a few. All of
these types of products are capable of:

1. pulling events from the Windows event logs and/or
2. consuming WMI events and/or
3. receiving SNMP traps

secRMM generates all 3 of the methods listed above.

In addition to writing to the Windows event logs, secRMM is also generating its own WMI events. For
every secRMM Windows event you see in the Windows event logs, secRMM has generated a corresponding
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secRMM WMI event. These secRMM events can be consumed by any program or script. WMI provides a
very elegant model which Microsoft calls the producer/consumer model where secRMM is the producer (of
security events) and another program(s) can consume the secRMM events in real time. If you are familiar
with SNMP, it is similar to a SNMP trap. With this background in mind, you can further integrate the
information that secRMM generates to perform many security related automation tasks. Please feel free
to contact Squadra Technologies for help on this integration technology. The possibilities are limitless!

secRMM is also capable of generating SNMP traps (or informs). secRMM supports SNMP versions 1, 2 and
3. For details on how to configure secRMM for SNMP, please see the section below titled SNMP.

Microsoft System Center

secRMM System Center documentation can be found at
http://www.squadratechnologies.com/Products/secRMM/SystemCenter/secRMMSystemCenter.aspx.

SNMP

The secRMM SNMP dialog below is available from the secRMM MMC. It is also accessible from the secRMM
Excel 2010 AddIn. You can also control secRMM SNMP from the SetSNMP.vbs script in the AdminUtils
subfolder. The SNMP values you must provide are dependent on your SNMP environment. If you do not
know what these values should be, you will need to ask the SNMP system administrators in your
environment. Be sure you check the “"Enable” checkbox once you have confirmed that the SNMP values
are correct.

secRMM has a SNMP MIB file (the actual file name is secRMMSNMP-MIB.txt) available on the Squadra
Technologies web site. SNMP MIB files are used by the management station(s) receiving the traps from
secRMM. While SNMP MIB files are not absolutely required, they are useful to the SNMP system
administrators who may be writing trap handlers or just want to see more descriptive text (instead of raw
SNMP OIDs).
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SNMP v3
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Authentication Protocol: [-]
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Figure 50 - secRMM SNMP dialog

Event Forwarding

If you would like to forward the secRMM events to another enterprise management framework, the event
information below will help you with the integration process.

EventId 400: online event, secRMM_MESSAGE_400
- Occurs when a plug-and-play storage device is attached to the Windows computer, including mobile
devices.

EventId 401: write started event secRMM_MESSAGE_401
- Occurs when a file copy operation begins. This event is seldom used and only clutters up the event
log.

EventId 402: write completed event secRMM_MESSAGE_402
- Occurs when a file copy operation completes.

EventId 403: offline event, secRMM_MESSAGE_403
e ———————
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- Occurs when a plug-and-play storage device is removed from the Windows computer, including mobile
devices.

EventId 500: UserAuthorizationFailedEvent secRMM_MESSAGE_500
- Occurs when a user who is not in the secRMM AllowedUsers list attempts to perform a file copy
operation to a removable storage device.

EventId 501: ProgramUsedAuthorizationFailedEvent secRMM_MESSAGE_501
- Occurs when a program that is not in the secRMM AllowedPrograms list attempts to perform a file copy
operation to a removable storage device.

EventId 502: SerialNumberUsedAuthorizationFailedEvent secRMM_MESSAGE_502
- Occurs when a file copy operation is attempted to a removable storage device that is not in the
secRMM AllowedSerialNumbers list.

EventId 503: UnknownSourceFailedEvent secRMM_MESSAGE_503

- Occurs when a file copy operation is attempted to a removable storage device and secRMM cannot
determine the source file name of the file being copied.

- The most common reason for this event is when a user tries to save a file directly to the removable
storage device.

EventId 504: SourceDirectoryFailedEvent secRMM_MESSAGE_504
- Occurs when a file copy operation is attempted to a removable storage device from a directory that is
not in the secRMM AllowedDirectories list.

EventId 505: SourceFileExtensionFailedEvent secRMM_MESSAGE_505
- Occurs when a file copy operation is attempted to a removable storage device for a file whose file
extension is not in the secRMM AllowedFileExtensions list.

EventId 506: InternalldUsedFailedEvent secRMM_MESSAGE_506
- Occurs when a file copy operation is attempted to a removable storage device whose internal id
(VID/PID) is not in the secRMM AllowedInternalIds list.

EventId 507: SerialNumberUsedAuthorizationFailedEventOnline secRMM_MESSAGE_507

- Occurs when a removable storage device that is not in the secRMM AllowedSerialNumbers list is
attached to the Windows computer. The [EnforceWhenPluggedIn] prefix is specified on the secRMM
AllowedSerialNumbers property.

- The removable storage device is unmounted from the Windows system.

EventId 508: InternalldUsedFailedEventOnline secRMM_MESSAGE_508

- Occurs when a removable storage device whose internal id (VID/PID) is not in the secRMM
AllowedInternalIds list is attached to the Windows computer. The [EnforceWhenPluggedIn] prefix is
specified on the secRMM AllowedInternallds property.

- The removable storage device is unmounted from the Windows system.

EventId 509: UserAuthorizationFailedEventOnline secRMM_MESSAGE_509

- Occurs when a user who is not in the secRMM AllowedUsers list is logged into the Windows computer
when a removable storage device is attached to the Windows computer. The [EnforceWhenPluggedIn] prefix
is specified on the secRMM AllowedUsers property.

- The removable storage device is unmounted from the Windows system.

EventId 510: BlockCdDvdWritesEventOnline secRMM_MESSAGE_510

- Occurs when a Cd/Dvd is inserted into the Windows computer and the secRMM BlockCDROMAndDVDWrites
property is on (checked). The [EnforceWhenPluggedIn] prefix is specified on the secRMM
BlockCDROMANdDVDWrites property.

- The Cd/Dvd is unmounted from the Windows system.
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EventId 511: BlockCdDvdWritesEventOnline secRMM_MESSAGE_511
- Occurs when a file copy operation is attempted to a Cd/Dvd disc and the secRMM BlockCDROMAndDVDWrites
property is on (checked).

EventId 512: AllowBitLockerOnlyEventOnline secRMM_MESSAGE_512

- Occurs when a removable storage device that is not BitLocker protected is attached to the Windows
computer and the secRMM AllowBitLockerOnly property is on (checked). The [EnforceWhenPluggedIn] prefix
is specified on the secRMM AllowBitLockerOnly property.

- The removable storage device is unmounted from the Windows system.

EventId 513: AllowBitLockerOnlyEvent secRMM_MESSAGE_513
- Occurs when a file copy operation is attempted to a removable storage device that is not BitLocker
protected and the secRMM BlockCDROMAndDVDWrites property is on (checked).

EventId 514: BlockProgramsOnDevice secRMM_MESSAGE_514
- Occurs when an attempt is made to execute a program that resides on the removable storage device and
the secRMM BlockProgramsOnDevice property is on (checked).

EventId 515: AllowRMSFilesOnly secRMM_MESSAGE_515
- Occurs when a file copy operation is attempted for a file that is not protected by Microsoft Rights
Management Services (RMS) and the secRMM AllowRMSFilesOnly property is on (checked).

EventId 600: Trial Mode (Licensing)
- Occurs when the secRMM software is running in trial mode and a plug-and-play storage device is
attached to the Windows computer, including mobile devices.

EventId 601: Invalid License (Licensing)
- Occurs when the secRMM software does not have a valid license file and a plug-and-play storage device
is attached to the Windows computer, including mobile devices.

EventId 300-309: External

- Occurs when an external secRMM event occurs (ex: clear the secRMM log, backup the secRMM log, etc.).
- These event ids are available to IT/system administrators to add custom removable storage events to
the secRMM event log

EventId 700: Property Change secRMM_MESSAGE_700
- Occurs when a secRMM property changes.

EventId 800:
- Occurs when the secRMM SafeCopy program starts.

EventId 801:
- Occurs when the secRMM SafeCopy program is requesting approval to use. The secRMM PreApproveSafeCopy
property is on (checked).

EventId 802:
- Occurs when the secRMM SafeCopy program is requesting approval to use and an administrator has
approved the SafeCopy session. The secRMM PreApproveSafeCopy property is on (checked).

EventId 803: SafeCopy error

- Occurs when the secRMM SafeCopy program is requesting approval to use and an administrator has
rejected the SafeCopy session. The secRMM PreApproveSafeCopy property is on (checked).

- SafeCopy terminates after the end-user closes the rejection notice dialog.

EventId 804: SafeCopy error
- Occurs when the secRMM SafeCopy program is requesting approval to use and the end-user clicks the
cancel button. The secRMM PreApproveSafeCopy property is on (checked).
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- SafeCopy terminates when the end-user clicks the cancel button.

EventId 805:
- Occurs when the secRMM SafeCopy program copys a file to a removable storage device.

EventId 806:
- Occurs when the secRMM SafeCopy program deletes a file from a removable storage device.

EventId 807:
- Occurs when the secRMM SafeCopy program creates a folder (directory) on a removable storage device.

EventId 808:
- Occurs when the end-user maps a network drive/share within the secRMM SafeCopy program.

EventId 809: SafeCopy error
- Occurs when the secRMM SafeCopy program terminates.

EventId 810: SafeCopy error
- Occurs when the end-user cancels a copy operation within the secRMM SafeCopy progranm.

EventId 811: SafeCopy error
- Occurs when a copy operation fails within the secRMM SafeCopy program.

EventId 812: SafeCopy error
- Occurs when a second instance of the secRMM SafeCopy program attempts to start. Only one instance of
the secRMM SafeCopy program is allowed.

EventId 813: SafeCopy error
- Occurs when secRMM is not properly installed on the Windows computer and the secRMM SafeCopy program
is started.

Known issues

1. XP does not allow putting access control on event logs (i.e. the CustomSD property). This means
your end users can view the secRMM event log. However, they CANNOT clear the log. In addition,
the description text (for the end users) is not formatted properly.

2. On XP and W2003, when a user performs an Explorer “cut and paste” (i.e. a file move operation) to
a Removable Media Device, secRMM cannot determine the source file(s). The “copy” to a
Removable Media Device is not affected however.

3. Based on how the network share is mapped, copying zip files over the network to a WPD device
(i.e. a removable media device that does not have a drive letter assigned to it) will not list the files
contained within the zip as secRMM normally does.

4. Although Blackberry devices are supported in the secRMM 7.0.0.0 release, we are still working on
fixing an issue. The issue is that SafeCopy will sometimes get into a state when the BB device is
mounted where the device continues to toggle from online to offline. We are working to correct
this issue.

5. Starting with I0S 8.3, Apple has unfortunately locked down the App data directories unless the App
was built with the UIFileSharingEnabled flag set. secRMM SafeCopy has been modified to handle
this.

6. The Azure/HyperV/RDP feature is currently not able to unmount the USB device within the remote
connected computer (i.e. the RDP server). This limits the full functionality of secRMM on the
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remote machine since the “eject on mount rules” will not remove the device as it does on physical
computers. This is just an inconsistency, since the user will still not be able to access the virtual
drive. We are working to correct this issue.

7. The Azure/HyperV/RDP feature does not yet support mobile devices. We will provide this
functionality very soon.

8. The ScanDevice property does not yet support mobile devices. We are investigating on how to
provide this functionality.

Contacting Squadra Technologies Support

Squadra Technologies Support is available to customers who have purchased a commercial version of
secRMM and have a valid maintenance contract or who are in a trial mode of the product.

When you contact Support please include the following information:
1. The version of secRMM you have installed.

2. The Windows versions you have installed: XP, 2003 Server, 2008 Server R2, Vista, Windows 7,
Windows 8, Windows 10 etc.

3. Whether the Windows Operating System is 32bit or 64bit.

4. The specific issue you are contacting support for.

About Squadra Technologies, LLC.

Squadra Technologies delivers innovative products that help organizations get more data protection within
the computer infrastructure. Through a deep expertise in IT operations and a continued focus on what
works best, Squadra Technologies is helping customers worldwide.

Contacting Squadra Technologies, LLC.

Phone 562.221.3079 (United States and Canada)
Email info@squadratechnologies.com
Mail Squadra Technologies, LLC.

World Headquarters

7575 West Washington Ave. Suite 127-252
Las Vegas, NV 89128

USA

Web site http://www.squadratechnologies.com/

Page 90


mailto:info@squadratechnologies.com
http://www.squadratechnologies.com/

