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Introduction

Description

Microsoft Azure Monitor is a monitoring solution for collecting, analyzing, and responding to monitoring
data from your cloud and on-premises environments.

secRMM can be configured to send its events to an Azure (Analytics) Log within your company’s Azure
instance. The Azure Log can then be configured as a data source to your company’s Azure Monitor
instance. This allows you to see the security events that secRMM generates within Azure Monitor. This
architecture is diagramed below. Note that the Windows computers can be either on-premise or in the
cloud.

The remainder of this document will use the term "secRMM Connector to Azure Monitor" to refer to
this secRMM to Azure Monitor integration.

End-users Threats

Removable storage devices: thumb drive, mobile device, sd-card,
| S external hard drive, CD/DVD/Blu-ray [Microsoft Endpoint Manager

1 O I ¢

secRMM

Physical and Virtua

(HyperV, VMWare, Citrix) /

Log Amalytics
Workspace

<. I

- |
BAzure Monitor

(Performance. health and state of your Anure Resoust e+

If you follow the steps in this document, it should take no more than 30 minutes to be up and running.

Why integrate secRMM security events into Azure Monitor?

secRMM is a Windows security solution that monitors/audits and protects (via policies) all removable
storage within your on-premise and cloud environments.

In this context, removable storage is defined as external hard disks, USB (flash) drives, smart phones,
tablets, SD-Cards, CD-ROM, DVD and Blu-ray. Generally, any storage device that supports Microsoft
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plug-and-play will be managed and monitored by secRMM. Such devices typically use the computers
Universal Serial Bus (USB) ports to connect to the computer. Removable media devices are popular
because they are very convenient when you want to copy files around or backup data. secRMM allows
you to track all write activity to the removable media devices in your computer environment as well as
giving you the ability to control (or authorize) who can write to the removable media devices.

If you plan to use Azure Monitor as one of your centralized security tools, it is only logical that you
incorporate the very important security events around removable storage. Removable storage, while
very convenient for workers, is a major cause of “Data Loss Prevention” (DLP)/”Insider Threat
Protection” (ITP) incidents and introductions of malware into a computing environment.

Configuration

Prerequisites

To use the "secRMM Connector to Azure Monitor", you must first have:
1. An Azure instance (i.e. tenant) for your organization
2. A secRMM deployment which can be for both your physical and virtual Windows computers.

Deploying secRMM can occur using Active Directory, System Center Configuration Manager
(SCCM), Intune or any other Windows software deployment tool. A secRMM deployment is a
standard Windows MSI file installation. The documentation to deploy secRMM is on the
Squadra Technologies web site at:
http://www.squadratechnologies.com/Products/secRMM/secRMMDocumentation.aspx, under
the “secRMM Installation” section (as shown in the screenshot below).

secRMM Core

BB Admin Guide (PDF)

secRMM Installation

& Active Directory Installation Guide (PDF)

[ sccM Installation Guide (PDF)
& Intune Installation Guide (PDF)

& Prerequisites Installation Guide (PDF)

Create “Azure Log Workspace for secRMM”

Within your Azure portal, go to “Log Analytics workspaces” (as shown in the screenshot below).
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A Home - Microsoft Azure x =+
“— C 0O @ portal.azure.com/#home
i Apps STC 5TS Technolagy Persanal

Azure services

EER
| N B
Create a Log Analytics
= resgurce workspaces

Within your Azure “Log Analytics workspaces”, click the Add link (as shown in the screenshot below).

A, Log Analytics workspaces - Micre X +

& C 0O @ portal.azure.com/#blade/HubsExtension/Brc
i Apps STC 5T5 Technalogy Personal
» Home > Log Analytics workspaces

Log Analytics workspaces

Sguadra Technologies

Edit columns () Refresh A Assign tags

Subscriptions: Visual Studio Enterprise: BizSpark

» +

| |i'::':'fE.r by name... | | Al r
1items

3
|:| Mame T Resource group T

=

Fill out the form (as shown in the screenshot below).
Note that the values you specify here will be different based on your Azure environment.
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M Log Analytics workspace - Micro: X +

& C 0O @ portal.azure.com/#create/Microsoft.LogAnalyt

i Apps STC 5TS Technalogy Personal

» Home > Log Analytics workspaces > Log Analytics workspace

-+ Log Analytics workspace O X

Create new or link existing workspace

(@) Create New () Link Existing

L
Log Analytics Workspace * @
— | sec AMM SecurityEvents
Subscription *
2 Wisual Studic Enterprise: BizSpark v
=
Resource group *
“ | Logs R
nim Create new
[T ]
[ ‘] Location *

West US W

Once the “Log Analytics workspace” is created, click the name (as shown in the screenshot below).
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My Log Analytics workspaces - Micro X +

“— C 0O @ portal.azure.com/#blade/HubsExtension/BrowseResourceBlade/reso

Apps 5TC 5T5 Techralogy Personal

» Home > Log Analytics workspaces

-+ Log Analytics workspaces

Sguadra Technologies

Add Edit columns () Refresh &) Assign tags
L
o Subscriptions: Visual Studio Enterprise: BizSpark
| secRMMSecurityEvents| | | All resource groups
1 items
3
|:| MName T Resource group T
=
[ ] :® kecRMMSecurityEvents Logs
[ #
HH

Click the “Agents management” link (as shown in the screenshot below).
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2 Search (Ctrl+,) | ¢

Overview

1

Activity log

Access control (LA

& Y I

Tags
Z2 Diagnose and solve problems

Settings

& Locks

I = Agents management I

i e

Agents configuration

m

Custom logs

Computer Groups

=" Data Export

Linked storage accounts
@ Metwork Isolation

= Tables (preview)

General
== Workspace summary
@ workbooks

i Logs

You will need two values on the Azure web page: WORKSPACE ID and PRIMARY KEY (as shown in the
screenshot below). You will specify these 2 values in the secRMM setup below. These values will tell
secRMM where to send the secRMM security events to (see the subsection titled Configure secRMM to
send events to “Azure Log Workspace for secRMM” below). Use Notepad to copy and paste them to
save them for later use.
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& 0 & portal.azure.com/#@anthonysquadratechnologies.onmicrosoft.com/resource/subscriptions/3fbb3579-25a7-4188-ac10-e544a%aedfde/resourceGroups/Logs/providers/Mi

P Search resources, services, and docs (G+/)

A\ Advanced settings - Microsoft 42 X —+
&«
522 Apps sTC STS Technology Personal
Microsoft Azure
> Home > Log Analytics workspaces > secRMMSecurityEvents > Advanced settings
+ Advanced settings
a secmmsecurityevents
() Refresh i@ Logs
—
= g) Connected Sources > %= Windows Servers >
b Data > A Linux Servers >
I] Computer Groups > & poure Storage >
" System Center >

LR
2

Download and import the ‘secRMM Azure Monitor Workbooks’

Windows Servers
Attach any Windows server or client.

0 WINDOWS COMPUTERS CONNECTED

Download Windows Agent (64 bit)
Download Windows Agent (32 bit)
You'll need the Workspace |D and Key to install the agent.

WORKSPACE ID

I fcebbe96-dsba-4dc9-92f1-77c39b3a6fb2 I

PRIMARY KEY

I iyTu1xRZ8z/AGIYyIMV38raBmriNodE8Ug6D| I?egenerate

You download the ‘secRMM Azure Monitor Workbooks’ from the Squadra technologies web site at:
secRMM Azure Monitor Integration by clicking the ‘secRMMAzureWorkbooks.zip’ link as shown in the

screenshot below.

Home == secRMM == Downloads == System Center/Azure == Azure Monitor

secRMM Azure Monitor

Integration

Azure Monitor allows you tyncorporate removable media security (via

secRMM) into your overall seMrity strategy.

This web page is what you needo connect the "secRMM security events

for removable storage” to Azure itor

Item

secRMM Azure Monitor Workbooks | secRMMAzureWorkbooks zip

Clicking the ‘secRMMAzureWorkbooks.zip” link will download the workbooks to your downloads folder
as shown in the screenshot below.
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« M “ s This PC » Downloads
Mame
# Quick access
cecRMM ~ Yesterday (1)
.‘ Downloads secRMMAzureWorkbooks.zip

|=| Documents

& Onelrive - Personal

M .- ne

The next few steps will take the ‘secRMM Azure Monitor Workbooks’ (i.e. the files within the zip file you
just downloaded) and import (load) it into your Azure Monitor instance within your Azure tenant. There
currently is no nice import function for this but hopefully, eventually, Microsoft will create one.

Go to your Azure portal and select your Monitor instance as shown in the screenshot below. If you do
not see ‘Monitor’ in your Azure portal home page, you can do a search for it using the ‘Search resources,
services and docs’ feature.

«
Create a resource

ﬂ Home

4 Dashboard

= All services

J  FAVORITES

x| Intune

&, verified ID

¥ Log Analytics workspaces

@ Microsoft Sentinel

© Microsoft Defender for
Cloud

2 Azure Active Directory
K3 virtual machines
£58 All resources
["4) Resource groups
= Storage accounts
<> virtual networks
44 Help + support

(. Cost Management + Billing

On the ‘Monitor’ page, click “‘Workbooks’ as shown in the screenshot below.
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Home 3

Monitor | Overview
Microsoft

2 [earch :

& Overview
Activity log

i Alerts

41 Metrics

& Logs

A& Change Analysis

% Service health

M workbooks

Insights

On the ‘Monitor | Workbooks | Gallery’ page, click the ‘Empty’ workbook as shown in the screenshot
below.
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Home > Monitor

o Monitor | Workbooks | Gallery =

Microsoft

P

D search

Mew O Refresh © Feedback

Overview
Activity log
Alerts

1 Metrics

Logs

A Change Analysis

Service health

@ workbooks

Insights

@ applications

8 virtual Machines

On the page, click the ‘Advanced Editor’ link as shown in the screenshot below.

Workbooks Public Templates

L Mer by name or category |

~ Quisk start

? Help (9] Community Git repo ~~ @ Browse across galleries

My Templates

Subscription : All Resource Group : All Reset filters

ely empty workbook

&

~~  Recently modified workbooks (0)

Na items found.

~  Getting started with workbooks (2)

Documentation

Links to official Workbooks document...

Resource Picker

Allows selection of resources to analyze

Home > Monitor

a Monitor | Workbooks | Workbook 1 #

Microsoft

£ Search

‘ Workbooks E Done Editing E| [‘m

| «

o

¥

L)

Overview
Activity log
Alerts

Metrics

P Logs

Change Analysis

Service health

M Workbooks

~

This Workbook has no content.

f Use the add button below to add items.

Add

<y

& 7 v O 2

? Help

On the page, remove the existing json from the editor as shown in the screenshot below.

Home > Monitor

Monitor | Workbooks | Workbook 1

Microsoft

‘/’) Search

e

@

%) Overview

Activity log
Alerts

Metrics

Logs

Change Analysis

Service health

‘ ‘Workbooks

Insights

i

ne Editng & By B 7 v O

@ Shown below is a JSON representation of the current item.
Any changes you make here will be reflected when you press 'Apply'.

Template Type @

( EIESRENPEEP ARM Template :.\

? Help

{

“version”:

"Notebook/1.8",

"items": [],

"fallbackResourceIds": [
"Azure Monitor”

1,

"$schema": "https://github.com/Microsoft/Application-Insights-Workbooks/blob/master/schema/workbook.json"”

Remove this.

i
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The page will now look like the screenshot below.

Horro s Manits

A Monitor | Workbooks | Workbook 1 »

”
Search - 3] Help
Overview - @ Shown below is a JSON representation of the current item.
@ s Any changes you make here will be reflected when you press 'Apply'.
B plerts Template Type ©
i Metrics ARM Template L v apply © cancel
#® Logs I H
% Change Analysis
@ Service health
@ workbooks
Now, copy (you can just use notepad to open and copy the lines) all the lines in each file within
secRMMAzureWorkbooks.zip and paste all the lines into the page (where you just cleared out all the
json.
The page will now look like the screenshot below.
o ~ 7 Help
@ shown belowis a JSON representation of the current item. =

Any changes you make here will be reflected when you press ‘Apply'.

Template Type @

': [EIERENHECY ARM Template ) = Apply

"queryType”:

"resourceType”: "microsoft.operationalinsights/uorkspaces”,
"crossComponentResources™: [
"{secRMMLog}"
1
}s
"customiidth”: "s@",
"name”: "query - 18",
"styleSettings”: {
"showBorder”: true

"Kqlltem/1.8",

secRMM_CL\r\n| where ((Event s == \"ONLINE\") and (DeviceDescription_s contains \"MOBILE\"))\r\n| project SerialNumber_ s, User_s, DeviceDescription_s”,

“Hobile devices that are being USB mounted as possible Removable Storage”,
"queryType": @,

"resourceType”: "microsoft.operationalinsights/uorkspaces”,
"crossComponentResources™: [
"{secRMMLog}"
1
}s
"name”: "query - 12"
}
1

"fallbackResourcelds": [
"Azure Security Center”

1,
“$schema”: “https://github.com/Microsoft/Application-Insights-Horkbooks/blob/master/schema/workbook.json®

Click the ‘Apply’ button as shown in the screenshot below.
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@ workbooks 7] D g B B & £ v 0O O 2 © 7 Help

@ Shown below is a JSON representation of the current item.
Any changes you make here will be reflected when you press'Apply'.

Template Type
(CITRETED +v e ) C
VaUlE 3LUrGgE MICIUSUTC WINUUWS UETENUET RCCIVICY
"queryType": @,
“resourceType": “microsoft.operationalinsights/workspaces”,
"crossComponentResources”: [
“{secRMMLOg}"
1

CItre . nen

s
“customWidth": "se",
“name": "query - 18",
“styleSettings": {
"showBorder": true

1
b
{
"KqlItem/1.8",
secRMM_CL\r\n| where ((Event_s == \"ONLINE\") and (DeviceDescription_s contains \"MOBILE\"))\r\n| project Seriallumber_s, User_s, DeviceDescription_s",
: e,
"title": "Mobile devices that are being USB mounted as possible Removable Storage"”,
“queryType": @,
"resourceType”: "microsoft.operationalinsights/workspaces”,
“crossComponentResources™: [
“{secRMMLoOg}"
1
B
“name": "query - 12"
¥
]

"fallbackResourceIds”: [
"Azure Security Center”
1.
"$schema”: “https://github.com/Microsoft/Application-Insights-lorkbooks/blob/master/schema/workbook.json”

Now click the ‘Done Editing’ button as shown in the screenshot below.

Home > Microsoft Defender for Cloud

Microsoft Defender fog Cloud | Workbooks =

Showing 2 subscriptions
R R

0 search (Cirl+/) « i workbooks

General R ble S i ia S, di Tach 1 B RMM
ge security via Sq g

O oveniew

@ Getting started

= Please specify the location of your secRMM Log using the 2 dropdowns below:
= Recommendations pecify ¥ g using P

-]

Security alerts

Inventory

Subscription: All v © @ secRMM Log Analyics ... : <unset> ~
a workbooks

£ Community

/ Diagnose and solve problems

Now click the ‘Save’ button as shown in the screenshot below.

Home » Microsoft Defender for Cloud

Microsoft Defender for Cloud | Workbooks = -

Showing 2 subscriptions

|/O Search (Ctrl+/) | < ‘ Workbooks / Edi O Ef:a X} © ? Help @ Auto refresh: Off

General Removable Storage security via Squadra Technologies secRMM

O Overview
Please specify the location of your secRMM Log using the 2 dropdowns below:
&b Getting started

= Recommendations

Subscription: All ~ (@ © secRMM Log Analytics ... @ <unset= ~ (O
U security alerts
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You can name the workbook anything you like.
We suggest naming it the same name as the file where you copied the json from.
Currently, the list of secRMM Azure Monitor Workbooks is:

secRMM Administration Events Azure.workbook

secRMM All Events Azure.workbook

secRMM Authorization Failure Events Azure.workbook
secRMM Device Events Azure.workbook

secRMM Online_Offline Events Azure.workbook

secRMM RemovableMedia By Encryption Azure.workbook
secRMM RemovableMedia By Model Azure.workbook
secRMM RemovableMedia By User Azure.workbook
secRMM Write Events Azure.workbook

Azure will save the workbook and you will get a notification as shown in the screenshot below.

4 W N =

Anthony@anthonysqua...

SQUADRA TECHMNOLOGIES [ANT...

@ The item was created successfully ped

The Workbook 'secRMMWorkbook' was created
successfully,

Now, if you click the workbooks button as shown in the screenshot below.

Home > Monitor

o Monitor | Workbooks | Workbook 1 =

Microsoft

P Search | < ‘Workbooks |E Done Editing [E" 5@# / ~ 'f_) .'fd XP o> ':';5:' ? Help

~

T e

You will now see the secRMM Workbooks in the collection of Azure Monitor workbooks as shown in the
screenshot below. Note that there seems to be a bug in this page where you will need to click the ‘Reset
Filters’ link before the secRMM Workbooks.
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Home > Monitor

o Monitor | Workbooks | Gallery

Microsoft
S Search | < = Mew o Refresh © Feedback ommunity Git repo ‘ Browse across galleries
oy - - P
=) Overview All Workbooks Public Templates My Templates
Activity log - . .
|/'9 hlter by name or category Subscription : All Resource Group : All Reset filters
B8 Alerts
A~ Quick start
ml Metrics
Empt
i@ Logs pty
A comple mpty workbook
/& Change Analysis
Home > Monitor
o Monitor | Workbooks | Gallery = - x
Microsoft
" + New () Refresh © Feedback 7 Help €) Community Git repo ~ @l Browse across galleries
@ overview “ Al Workbooks  Public Templates My Templates
Adtivity log Fiter by name or catego Subscription : All Resource Group : All Reset filters 2
o alerts
i A Quick start
Gl Metrics
i Logs d
& change Analysis
% Servce health Becenily modifiad 2
@ Workbooks secRMM Authorization Fail... secRMM Administration Ev... secRMM RemovableMedia... secRMM Device Events Az.. secRMM RemovableMedia..
{6 secrmmiogan... - [} Anthony La {6) secmmiogan... - B} Anthory La o) secrmmiogan... - [ Anthony La mmiogan.. [ Anthon, mmicgan.. - [ Anthon,
Insights.
@ applications secRMM Wrrite Events Azure secRMM RemovableMedia.. secRMM Online/Offline Ev.
- Anthony La A Anthony La mogan... - B Anthony L
5 Virtual Machines
= storage accounts A Getting started with workbooks (2)
If you notice the secRMM Workbooks, the last box is an empty square, if you click it, it will show the
secRMM Autharization Fail.. secRMM Administration Ev... movableMedia.. secRMM Device Events Az.. secRMM RemovableMedia...
(4] sscrmmogan... - [ Amnony Ls (4] sscrmmiogan... - [ Amnony Ls riogan ay s (4] ssermmogan... - [ Amnony Ls (4] sscrmmiogan... - [ Antnony Ls
secRMM Write Events Azure secRMM RemovableMedia... secRMM Online/Offline Ev...
) secimmiogan.. - [ Anthony Ls [ miogan_.. - [ Anthony La. [ miogan_.. - [ Anthony La.
Home > Monitor
o Monitor | Workbooks | Gallery = - X
Microsoft
< + New () Refresh © Feedback 7 Help €) Community Gitrepo ~ Wl Browse across galleries
@ overview " Al Workbooks  Public Templates My Templates
Adiviy log Subscription : All Resource Group  All  Reset fiters
K Alerts 10 Workbooks @
i Metrics
! (] Workbook name 4. Subscription 1 Resource Group ™. Region 4. Last modified 4. Modified By T Tags
£ Logs
[ (@l sechrvm uthorization Failure Events Azure Jsubscript 1 CentralUs 9/11/2023, 11112220 AM [ anthany Labvarke :
A& Change Analysis
) |l sechovma dministration Events azure Jsubscript o seC 1 Central US 9/11/2023, 11:11:35 AM [ anthony Labvarke :
P senice health
[ |l secrovm Removableviedia By Model azure Jsubscr ec 1 Central US /1172023, 11:10:50 AM [ anthony Latvarke
a workbooks
D ‘SE[P\MM Device Events Azure /subscr el ics 1 Central US 9/11/2023, 11:10:02 AM HAnlhany LaMark2
Insights d ‘ secRVIM RemovableMedia By Encryption Azure Jsubscrip e 1 Central US 9/11/2023, 11:09:12 AM HAnlhany LaMark2
@ spplications O ‘ secRVIM Write Events Azure Jsubscrip e 1 Centralus /1142023, 11:08:28 AM HAnlhnny LaMarie
% virtual Machines [ (@l secaviv Removableedia By User Azure Jsubscript e 1 CentralUs 9/11/2023, 11:07:11 AM [ anthony Lavariz :
= Storage accounts ] ‘setRMM Online/Offline Events Azure Jsubscrip 1 central US 9/11/2023, 11:05:54 AM HAn[hnny LaMark2 .
@ containers O ‘setRMM All Events Azure Jsubscrip o sEC 1 Central US 9/11/2023, 10:22:45 AM HAnthany LaMark2 .
@ Networks ] ‘SE(RMM Charts Jsubscrip o sEC 1 EastUs /1042023, 237:13 PM HAnlhany Lalarkz

B sQL (preview)
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Connect “Azure Log Workspace for secRMM” to Azure Monitor

Now that you have created an “Azure Log Workspace for sscRMM” (from the subsection above) and you
have downloaded and imported the secRMM Azure Monitor workbooks, you can connect the “Azure
Log Workspace for secRMM” to your “secRMM Azure Monitor workbooks”.

Click one of the “secRMM Azure Monitor workbooks” you just created as shown in the screenshot
below.

Home > Menitor

o Monitor | Workbooks | Gallery = X
Microsoft
« + New () Refresh © Feedback 7 Help €) Community Git repo v @l Browse across galleries
N

@ Overview Al Workbooks  Public Templates My Templates
@ Adivity lo
@ adiity log 5 Filter by name Subscription : All Resource Group : All Reset flters
o Alerts ,

10 Workbooks @
Al Metrics

[J workbook name 4. Subscription T} Resource Group 4. Region T Last modified T Modified By Ty Tags
© Logs

] ‘sezRMM Authorization Failure Events Azure df-.. secr i1 Central US 9/11/2023, 11:12:28 AM Anthony Lalarkz
& Change Analysis )

O ‘sezRMM Administration Events Azure o secr 1 CentralUS 9/11/2023, 11:11:35 AM Anthony LaMark2
@ Service health

O ‘sezRMM Removablelviedia By Model Azure secr 1 Central US 9/11/2023, 11:10:50 AM Anthony LaMark2
@ Workbooks

O ‘sezRMM Device Events Azure secr 1 CentralUS 0/11/2023, 11:10:02 AM Anthony LaMark2
Insights. O ‘SE{RMM Removablelviedia By Encryption Azure secr 1 Central US 9/11/2023, 11:08:12 AM Anthony LaMark2
@ applications O ‘SMRMM Write Events Azure o sect 1 Central US 9/11/2023, 11:08:28 AM Anthony LaMark2
5
@ virtual Machines O ‘SRRMM RemavableMedia By User Azure o secr 1 Central Us 9/11/2023, 11:07:11 AM Anthony Lalviark2

= Storage accounts [l secRMM Online/Offline Events Azure o sect 1 Central US 9/11/2023, 11:05:54 AM Anthony LaMark2
% Containers O il sechvm il Events azure daf-n, secr 1 Central Us 9/11/2023, 10:22:45 AM Anthony LaMark2
P Networks L] @ sccriiM Charts daf-u. secr 1 EastUs 9/10/2023, 2:37:13 PM Anthony LaMark2

& 5al (preview)

Click the ‘LogAnalytics’ drop-down as shown in the screenshot below.

Home > Monitor

o Monitor | Workbooks | secRMM All Events Azure =

Microsoft

) ? Help 'ik:' Auto refresh: Off

|,-7 Search | < M workbooks 7 Edit

~

Fo
& Overview

g Removable Media Security: All Events
& Activity log

BN Alerts
i Metrics Subscription: Microsoft Azure Spensorship ~ (& (chAna\ytI'cs: secRMMLogAnalytics @) TimeRange: Last 7 days ~ &
il

L -

In the drop-down list, you will see the ‘Azure Log Workspace for sscRMM’ as shown in the screenshot
below (note that the name of your workspace will be different from the name in the screenshot below).

Home > Monitor

o Monitor | Workbooks | secRMM All Events Azure »

Microsoft

P Search | € ‘ Warkbooks / Edit El 'T_:‘ tf.‘ﬂ }? '@‘ ? Help '@' Auto refresh: Off
= . N
2 Overview

g Removable Media Security: All Events
& Activity log
B alerts
i Metrics Subscription: Microsoft Azure Sponsorship ~ (0 (LogAnaIytl'cs: secRMMLogAnalytics1 @) TimeRange: Last 7 days ~ (@
il

secRMMLogAnalytics1 I

i Logs gAnalyt
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Once you select the workspace, the workbook will be ready to render the security events generated by
secRMM. The next section shows how to tell secRMM to send the security events to the ‘Azure Log
Workspace’.

Configure secRMM to send events to “Azure Log Workspace for secRMM”

The last setup step is to tell secRMM to send its security events to the “Azure Log Workspace”. Where
you specify this step (i.e. in SCCM, Intune, AD GPO or locally in “Computer Management” console) will
depend on how you are managing secRMM in your environment. If you are unsure, please just contact
Squadra Technologies support (support@squadratechnologies.com) and we will help you with the
setup.

Go into the secRMM interface (i.e. SCCM, Intune, AD GPO or “Computer Management”) and double click
the row labeled “SendToAzurelLog” (as shown in the screenshot below).

&Y Computer Management - O X
File Action View Help
Lol ANs] ol 7|

A Computer Management (Local Computer Configuration Actions
v '[r& System Tools

() Task Scheduler ae fae sechMM :
— . Allow Bit LockerOnly
g Event Viewer AllowedDirectories
@ secRMM AllowedFileExtensions $4 Device Tracker
] Shared Folders Allowedlntemallds <ecRMM License
% Leocal Users and Groups AllowedPrograms
.@. Performance AlowedSerialNumbers secRMM Configurations
% Device Manager AlowedUsers View »
w = Storage BlockCDROMARdDWDWrites E Hel
= Disk Management BlockOfficeMacrosOnDevice p
T Services and Applications Block ProgramsOnDevice SendToAzureLog
EnableRMS
FailWrite ff Source File Unknown Edit
HashAlgorthm |Gl Refresh
InstallDate Time 12/12/2020 15:44:.35
LogSecurtyEvertsAsFailures H Hep
LogWrite Details
MonitorCDROMANdDYD on
MonitorFloppy Drive
PreApproveSafeCopy
RequireMDMEnrallment
RequireSmantCard
RequireSmartPhoneLogin
ScanDevice
SCCMConnection
SendEmail
SendTofzurelog ods opinsights.azure.com
SHNMP
Syslog
ersion 5.10.0.0
£ >

&} SafeCopy Approver

Specify the WORKSPACE ID and PRIMARY KEY that you copied when you created the “Log Analytics
Workspace” in the subsection above titled Create “Azure Log Workspace for secRMM” into the secRMM
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dialog (as shown in the screenshot below). Note that the PRIMARY KEY is called “Shared key” in
secRMM. Also note that this value is treated like a password and so you will only see asterisks when you
paste it into the text field.

Next, in the list of events, select which secRMM security events you want to send to the Azure Log.

[l SecRMM Azure Log — | 4

Maode: Computer , Computer Corfig: W10

Cloud: Commercial “

Workspace Id: [p0000000-0000-0000-0000-000000000000 |

Shared key: | .................................................................... |

ONLINE ~
OFFLINE

WRITE SUCCESS

WRITE FAILURE

ADMINISTRATION v

Apphy Clear Test

QK Cancel

Click the Apply button and then the Test button. If the test succeeds, you will see the Message box as
shown below.

1 PR LREL L

Azure Log Connection Test et

o Connedction succeeded,

You can now use Azure Monitor to integrate your USB security into your overall security strategy!

Usage

Now that the secRMM security events are going into Azure Log Analytics and Azure Monitor, we can tell
Azure Monitor what removable storage security events (via sscRMM) are important to your security
strategy. There are many possibilities. Below, we will show you some samples queries that you can
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define within your Azure Monitor instance. If you want help setting up your removable storage security
strategy, please feel free to contact Squadra Technologies support (support@squadratechnologies.com).

Azure Monitor Queries

Azure uses a query language named “Keyword Query Language” (KQL). The samples below will show
you KQL for the secRMM security events.

Sample query 1 - ONLINE events

When a removable storage device gets USB attached to a Windows computer, secRMM will generate an
ONLINE (event id 400). This event tells you who (possibly more than one) is logged into the Windows
computer and all the properties about the removable storage device (even if it is a mobile device!).

The KQL for this query is:
secRMM CL | where Event s == "ONLINE"

Sample query 2 - Count the number of failed write attempts events

secRMM has policies (rules) that can allow your end-users to read from removable storage but not the
ability to write to removable storage. If you want to total up how many times a user has attempted to
write to a removable storage device but was prevented from writing due to secRMM, the KQL query is:

secRMM CL
| extend countl=iff (Event s == "SERIAL # AUTHORIZATION", 1, 0)
| summarize ERRORS=sum(countl)

Sample query 3 - Which users are writing files to removable storage devices

secRMM generates a security event for every file that is written to a removable storage device. If you
want see which users and how many files each user is writing to removable storage, the KQL query is:

secRMM CL | where Event_s == "WRITE COMPLETED" | summarize count() by
User s

Sample query 4 - Which users attempted writing files to removable storage devices but
failed

secRMM generates a security event for every file write attempt to a removable storage device that fails
due to a security policy. If you want see which users and how many files each user is writing to
removable storage, the KQL query is:

secRMM CL | where Event_s contains "AUTHORIZATION" | where
TimeGenerated > ago(ld) | summarize count() by User s | render
barchart
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More sample queries

Microsoft BitLocker Activity for removable storage devices

secRMM_CL | where DeviceDescription_s contains "ENCRYPTED BitLocker"

% secRMM Event Viewer: localhost, event log secRMM

Row: |h2 |Prwims||mm

Mame: Walue
h WRITE COMPLETED
Time 01/01/2020 02:19:23 PM
Computer secRMMDemo1 CONTOS0 com
Lger CONTOSO Administrator
User SID 5-1-5-21-1594330278-343332519-2867172138-500
Drive E:
Volume “Device\Harddisk Voluma12

Device Description

Removable Disk EMCRYPTED BitLocker Removable Media Wind2_LogicalDisk LISB2.0

Serial Number

02B1DF5B

Model Generic Flash Disk USB Device

Intemal 1d USBSTORNDISKAVEN_GENERICAPROD_FLASH_DISKAREV_8.0702B1DF3B&0
Target File E*CompanyConfidential_2017.zip

Source File C:_MyComoration™\CompanyConfidential_2017.zip

Source File Size

984250

Source File Last Write

0140272017 11:18:23 AM

Program Mame

"CAOWINDOW S eystem 32 omd .exe” /k C: & cd "C:\Program FilezsecRMM"

Program PID 17876
Additional Info copy companyconfidential_2017.zip e:, Cument Directory: C:\_MyCormpaoration
Zip Contents:

Reseller agreement rev. 04282014_25Percent pdf, Size: 4702377453334, LastWrite Time: 061772014 13:44:00

Reseller agreement rev. 04282014 50Percent docx, Size: 39358/35321, Last\WriteTime: 06/17/20714 14:08:38

Reseller agreement rev. 04282014_50Percent pdf, Size: 452461/422147, LastWrite Time: 06/17/2014 14:08:52

Squadra Mairtenance Agreement Template doc, Size: 62976/25762, LastWrite Time: 02/08/2012 16:00:42

Squadra NDA doc, Size: 45056/11856, LastWrite Time: 05/07/2012 11:29:00

Squadra NDACarahSeft doc, Size: 4505611582, LastWrite Time: 05/03/2012 10:32.58

Squadra Reseller Agreement doc, Size: 73360/22154, LastWrite Time: 02/21/2014 08:02:46

Microsoft Windows Defender Activity for removable storage devices

secRMM_CL | where ((Event_s == "EXTERNAL") and (Message contains "Microsoft

Defender"))
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E# secRMM Event Viewer: localhost, event log secRMM — O >
Row: |hg | Previous | | Next
MName Value
b EXTERMAL
Time 014012020 02:21:41 PM

Computer  |secEMMDemo1 CONTOS0 com

User SYSTEM

Message |secRMM: Microsoft Defender Scanning Drive: E: SerdalNumber: 02B10F5E found no threats.

Hardware Encrypted Device Activity

secRMM_CL | where DeviceDescription_ s contains " ENCRYPTED Removable Media"

E# secRMM Event Viewer: localhost, event log secRMM — O ot
Row: |25 | | Previous | I Mext
Name Value
h WRITE COMPLETED

Time 01/01/2020 02:14:09 PM
Computer secRMMDemo1 CONTOS0 com
User CONTOSO Administrator
User 51D 5-1-5-21-154330278-343332919-2867172133-500
Drive F:
Volume “Device\Harddisk Volume11

Device Description

Removable Disk ENCRYPTED Removable Media Win32_LogicalDisk USB3.0

Seral Number

070007089734F 7226654

Madel Kanguru Defender USE Device

Intemal 1d USBSTORNDISKAVEN_KANGURUEPROD_DEFEMDERAREY_PMAPOT0007085734F 722665440
Target File F:*Sales for G4 2019 xlsx

Source File C:_MyCormporation®Sales for 34 2015 xlsx

Source File Size

3140

Source File Last Write

0440372017 10:33:28 AM

Program Mame

"CAWINDOWS system 32 emd exe” & C: & cd "C:\Program Files'secRMM"

Pragram PID

17876

Additional Info

copy "sales for g4 2019xlsx" f:, Cument Directory: C:%_MyCorporation

Users who have tried to execute macros or programs from a removable storage device
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secRMM_CL | where ((Event_s == "BLOCK MACROS ON DEVICE ACTIVE") or (Event_s ==
"BLOCK PROGRAMS ON DEVICE ACTIVE")) | summarize count() by User_s

£+ secRMM Event Viewer: localhost, event log secRMM — O ot

Value

BLOCK PROGRAMS ON DEVICE ACTIVE
Time 01/01/2020 02:08:25 PM
Computer gecRMMDemo1 . CONTOS0 com
Lser CONTOSONAdministrator
User 51D 5-1-5-21-194330278-343332919-2867172138-500
Drive E:
Walume “Device \HarddiskVolumed

Device Description | Removable Disk Removable Media Win32_LogicalDisk USB2.0

Serial Number 4Ch30001060623106322

Model SanDisk Cruzer Glide USB Device

Intemal Id LUSBSTORMNDISKAVEN_SANDISKAPROD_CRUZER_GLIDEAREV 1.0004C53000106062310632280
Program Name "E:AHOLDYRunMe.cmd”

Additional Infa Command Line: EAHOLD

Removable storage devices that are not encrypted (hardware or software)

secRMM_CL | where ((Event_s == "ONLINE") and (DeviceDescription_s !contains
"ENCRYPTED"))

E# secRMM Event Viewer: localhost, event log secRMM

Value
ONLINE

01/01/2020 01:39:02 PM

secRMMDemo1 CONTOS0 com

CONTOQSO Administrator

E:

Volume “Device\Harddisk Volumed

Device Description | Removable Disk Remaovable Media Win32_LogicalDisk USB2.0

Serial Number 4C530001060623106322

Maodel SanDisk Cruzer Glide USB Device

Intemal 1d USBSTORMNDISKAVEN_SANDISKEPROD_CRUZER_GLIDEAREV_1.0004C53000106062310632240
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Removable storage devices that are mounted into a Virtual Machine

Event on the physical machine

secRMM_CL | where ((Event_s == "EXTERNAL") and (Message contains "ONLINE") and
(Message contains "Virtual Machine"))

E# secRMM Event Viewer: localhost, event log secRMM — O et
Row: 6 | [ Previous Next
Mame Value
2 EXTERMAL
Time 01/01/2020 01:359:05 PM
Computer  |secEMMDemo1 CONTOS0 com
User SYSTEM
Message |secBMM: Device E:is ONLIME in Vitual Machine host DC on Microsoft Hyper - WV Hypervisor host W10,

Event on the virtual machine

secRMM_CL | where ((Event_s == "ONLINE") and (Drive_s contains "~"))

Ei# secRMM Event Viewer: localhost, event log secRMM

Value

ONLINE
Time: 01/01/2020 01:3%:06 PM
Computer DC CONTOS0 com
User CONTOSO Administrator
Drive SECRMMOEMO1"E:
Volume “Device\Harddisk Volume8

Device Description | Remowvable Disk Removable Media Win32_LogicalDisk USBZ2.0

Serial Number 4C530001060623106322

Model SanDisk Cruzer Glide USE Device

Intemal Id USBSTORMDISKAVEN_SANDISKEPROD_CRUZER_GLIDEAREV 1.00%4CE3000106062310632240

Additional Info Hypervisor: Microsoft Hyper - V., Hypervisor host: W10, Device mounted on: SECRMMDEMO1;AF_UNSPEC:0.0.88.17

Show mobile devices that are being USB mounted

secRMM_CL | where ((Event_s == "ONLINE") and (DeviceDescription_s contains
"MOBILE"))
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[E% secRMM Event Viewer: archive file X:\temp.evtx - O ®
— BT
Name Value
L Event ONLINE
Time 01/13/2020 07:02:20 AM
Computer W10
User W10\Tony
Drive Internal storage:
Wolume \Device\00000114

Device Description motorola MOBILE Win32ext WFD USB2.0

Serial Number TA9BE07VNX

Model XT1028

Internal Id W2ushitvid_22b8&pid_2e76&mi_00#6&15281968&080000#{6ac27878-a6fa-4155-ba85-f98f491d4f33}
Additional Info MDM Infa: Intune MDM Name: Anthony_Android_10/2/2019_5:54 PM(f2892637-6396-4b10-9291-4c234dcd

Show mobile devices that are being USB mounted but are not MDM (Microsoft Intune) enrolled

secRMM_CL | where ((Event_s == "ONLINE") and (AdditionalProgramInfo_s contains
"Mobile device is not MDM enrolled"))
‘4 secRMM Event Viewer: archive file X:\temp.evtx - ] X
ER—
MName Value
: ONLINE
Time 01/13/2020 07:05:46 AM
Computer W10
User W10\ Tony
Drive Internal shared storage:
Volume \Deviee\00000117

Device Description Google MOBILE Win32ext WPD USB2.0

Serial Number FA7951A01459

Model Pixel 2

Internal Id WPusbifvid_18d1&pid_dee2&mi_00#6&2a09dbaf&0&0000#{6ac27878-a6fa-4155-bad5-f08f401d4f33}
| Additional Info MDM Info: ERROR: SerialMNumber: FA7951A01459 Mobile device is not MDM enrolled.

Azure Log Analytics secRMM schema

This section explains the fields (columns) that are available on the secRMM Log Analytics table.
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t AdditionalPrograminfo_s t PropertyOperationStatus_s

t Computer t PropertyValue_s

t ConfigurationTarget_s t Rawlata

t DeviceDescription_s t SerialMumber_s

t Drive_s t SourceFileLastWrite_s

t Event_s t SourceFile5ize_s

t InternallD_s t SourceFile_s

t ManagementGroupMame t SourceSystem

t Message t TargetFile_s

t Model_s O TimeGenerated

t PreviousPropertyValue_s t Time_s

t ProgramMame_s t Type

t ProgramPID_s t UserSID s

t PropertyAction_s t Users

t PropertyMName_s t Volume_s
Descriptions

Additional program information (used in cmd.exe,

Additional Program Info powershell, vbscript and jscript programs).

The computer where the event occurred. For the
secRMM event log, this will always list the same
Computer computer. For sscRMMCentral, it will have all the
computers that are forwarding their secRMM events into
the secRMMCentral event log.

The name of the secRMM configuration which is either a

Configuration Target . . .
computer or user configuration (policy).

Device Description The removable media device description.
Drive The drive letter of the removable media device.
Event This is the event ID translated into meaningful text.
Internal ID The internal ID of the removable media device.

Any additional information secRMM generates for the
Message

event
Model The manufacturer model of the removable media device.

For Administration events, the previous value of the

Previous Property Value
property.

The name of the program used to perform the write

Program Name . . .
g operation to the removable media device.

Program PID The program PID.

Page 27



secRMM Azure Monitor

For Administration events, the action taken on the

Property Action . -
perty property involved in the event.

For Administration events, the name of the property

Pr rty Nam . .
operty Name involved in the event.

For Administration events, the outcome of the event (i.e.

Property Operation Status
perty p successful or unsuccessful).

Property Value For Administration events, the value of the property.
Serial Number The removable media device’s serial number.
. The source file involved in the write operation to the
Source File . .
removable media device.
Source File Last Write The source file date and time that it was last written to.
Source File Size The source file size in bytes.
. The name of the file as it is stored on the removable
Target File . .
media device.
Time The date and time the event occurred.
User The user that is associated with the event.
User SID The user SID that is associated with the event.
Volume The volume name of the removable media device.

Contacting Squadra Technologies Support

Squadra Technologies Support is available to customers who have purchased a commercial version of
secRMM and have a valid maintenance contract or who are in a trial mode of the product.

When you contact Support please include the following information:

1. The version of secRMM you have installed.

2. The Windows versions you have installed: XP, 2003 Server, 2008 Server R2, Vista, Windows 7,
etc.

3. Whether the Windows Operating System is 32bit or 64bit.

4. The specific issue you are contacting support for.

About Squadra Technologies, LLC.

Squadra Technologies delivers innovative products that help organizations get more data protection
within the computer infrastructure. Through a deep expertise in IT operations and a continued focus on
what works best, Squadra Technologies is helping customers worldwide.

Contacting Squadra Technologies, LLC.

Phone 562.221.3079 (United States and Canada)
Email info@squadratechnologies.com
Mail Squadra Technologies, LLC.

World Headquarters

7575 West Washington Ave. Suite 127-252
Las Vegas, NV 89128

USA
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Web site http://www.squadratechnologies.com/
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