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Introduction

OpenDXL

Security Intelligence Sharing

Security Removable Media Manager (secRMM) software is Windows security software that runs on your
company’s workstations and servers. secRMM manages and monitors removable media. In this
context, Removable media is defined as external hard disks, USB (flash) drives, smart phones, tablets,
SD-Cards, CD-ROM and DVD. Generally, any storage device that supports Microsoft plug-and-play will
be managed and monitored by secRMM. Such devices typically use the computers Universal Serial Bus
(USB) ports to connect to the computer. Removable media devices are popular because they are very
convenient when you want to copy files around or backup data. secRMM allows you to track all write
activity to the removable media devices in your computer environment as well as giving you the ability
to control (or authorize) who can write to the removable media devices.

secRMM integrates into platforms/frameworks that support OpenDxl. secRMM generates very detailed
security auding data (events) for removable storage devices (probably the best in the entire security
industry). Itis advantageous for security administrators and analysts to have a central place to view the
secRMM security events in real time and as reports for post analysis.

OpenDxl is an initiative to create adaptive systems of interconnected services that communicate and
share information for real-time, accurate security decisions and actions. You can read more about
OpenDxl at the OpenDxl Home Page:

https://www.opendxl.com/. Open security initiatives will allow for the best security product to be
integrated together because the collecting framework will speak a general language. You can read more
about this concept at: https://opencybersecurityalliance.org/. One such product on the market today is
McAfee/Trellix enterprise Policy Orchestrator (ePO for short). You can read more about ePO at:
https://www.trellix.com/products/epo/.

NOTE: This document is 95% screenshots so don’t get discouraged with the number of pages!
Hopefully you will find that a picture is really worth 1000 words.

Installation of secRMM

secRMM is a standard/generic Windows installation file (i.e. a msi file). It has both a 64-bit and 32-bit
installer. To get started integrating secRMM into your OpenDx| environment, you simply need to install
the secRMM msi. secRMM is used in many enterprise environments and is being deployed using
Microsoft Configuration Manager, Microsoft Intune, Microsoft Active Directory and other tools that
support Windows msi file deployments. Based on your environment, please visit
https://www.squadratechnologies.com/Products/secRMM/secRMMDocumentation.aspx to get the tool
that is used in your environment. If you need help getting started, please email
support@squadratechnologies.com and we would be happy to provide our free technical assistance
over a screensharing session or a phone call if you cannot share your screen.
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Once you have secRMM installed into the Windows endpoint computer, there will be a directory (which
you need to be an Administrator to access) at:

C:\Program Files\secRMM\AdminUtils\OpenDxl. Note that you can override the default secRMM
installation directory but C:\Program Files\secRMM is the default. The screenshot below shows the
directory. These files are used by secRMM to send the secRMM security events to the OpenDxl
fabric/servers.

I = = | OpenDxl

Home Share View

4y Cut X L?J Mew item = Ii—| Open Esﬂed all
—J w.| Copy path —'T_'| Easy access ~ Edit Select none
Pin to Quick Copy Paste Move Copy Delete Rename Mew Properties . .
3ccess 7| Paste shortcut ta to - folder - History EF Invert selection
Clipboard COrganize MNew Cpen Select
« v » ThisPC » 0O5(C:) » Program Files * secRMM » AdminUtils * OpenDxl
MName - Date medified Type Size
Cache 1/15/2024 1:25 PM File folder
[# common.py Python File 1KB
& GetOpenDxIClient.ps] Windows PowerS.. 4KB
=] PythonPath.txt Text Document O KB
secRMMOpenDxl.cmd Windows Comma... 2KB
&y secRMMOpenDxl.psl Windows Powers... 27 KB
=5 secRMMOpenDxl.psi.log LOG File D KB
[# secRMMOpenDxl.py Python File KB
:-,—| secRMMOpenDxlpy.log LOG File D KB
secRMMOpenDxIDisable.cmd Windows Comma... TKE
secRMMOpenDx|Enable.cmd 1/11/2024 12:43 PM Windows Comma... 1KB

Prerequisites for OpenDxl

The prerequisites for using secRMM in an OpenDx| environment are:
1. The Windows computer where secRMM is running needs to have Python version 3.8 or 3.9
installed.

2. The OpenDxl python client needs to be installed.

Satisfying these 2 prerequisites are explained below.

Checking for an existing python install

Before downloading python, you may want to check to see if python is already installed in the Windows
computer running secRMM. After all, if you are using an OpenDxl product in your environment, you
probably have already configured your Windows endpoints. Luckily, on Windows, python installed an
executable file into the C:\Windows directory called py.exe. Py.exe is the python launcher for Windows.

Open a command prompt window (running as administrator) and type:
where py

As you can see in the screenshot below, the Windows operating system shows you that py.exe resides in

C:\Windows\py.exe. The directory C:\Windows is a system directory and is always included in the PATH
environment variable.
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If py.exe is not on your Windows computers, then it will get installed when you install python (which is
described below). If this is the case, you can skip down to the section below titled “Install python”.

B Administrator cmd

Now, to see what version of python is installed, you type:

Py -Op

As you can see in the screenshot below, this computer is running version 3.9-64. Remember, the
OpenDxl python client runs on python 3.8 or 3.9. So, in this example Windows computer, it is ready to
run the OpenDxI python client. If the version is not either 3.8 or 3.9, then we need to download and
install python version 3.9. If this is the case in your environment, you can skip down to the section
below titled “Install python”.

BEX Administrator: cmd

Install python

Please go to https://www.python.org/downloads/release/python-3910/ to download python 3.9.10.
Scroll all the way to the bottom of the page to get the Windows downloads as shown in the screenshot
below.
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Vers) Operating System Description MD5 Sum File Size  GPG
Gzippe®source tarball Source release 1440acbh71471e2394befdb30b1a958d1 25800844  SIG
XZ comprégsed source tarball Source release €754c4b2276750fd5b4785a1b443683a 19154136  SIG

macOS 64-biyntel-only installer mac0s for macOS 109 and later, deprecated 2T14cb9e6241cf7e2f9022714a55d27a 30395760 SIG

macOS 64-bit uljversal2 installer mac0S for mac0S 10.9 and later €2393ab11a423d817501b8566ab5dast 38217233 SIG

Windows embed le package (32-bit) Windows cld2afaedaf3s64f57f35cfc3c1006eb 7671509 SIG

Windows embeddabl package (64-bit) Windows bae8hfbades6edcdab4d15e3bdc2e29a 8509821 SIG
Windows help file Windows 784020441c1a25289483d3d8771a8215 9284044 SIG
Windows installer (32-bit) Windows 457d648dc8a71b6bc32da30a7805c55b 27767040 SIG
Windows installer (64-bit) Windows Recommended T47ac35ae667f4eclee3b001e9b7dbee 28909456 SIG

; I = | Downloads

Home Share View
x dy Cut ] X I % New item *
o

w-| Copy path ﬂ Easy access =

ilopen - [FHsetectan

Edit 10 Seledt none

Pin to Quick Copy Paste _ Move Copy Delete Rename Mew FProperties

access - EI Paste shortcut to mp} - folder p- ) History DD Invert selection

Clipboard Jrganize Mew Open Select
&« « 4 ¥ f ThisPC 5 Downloads
MName Date modified Type Size
# Quick access
cecRMM » ~ Joday (1)
; Bownloats » e python-3.9.10-amdbd.exe 1/15/2024 1:49 PM Application 28,232 KB
Documents *

. double click to install
@ OneDrive - Personal

[ This PC
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& Python 2.9.10 (64-bit) Setup —

Install Python 3.9.10 (64-bit)

Select Install Mow to install Python with default settings, or choose
Customize to enable or disable features.

% Install Now

ChUsers\ TenyhAppDatatLocalPrograms' Python\Python39

Includes IDLE, pip and documentation
Creates shortcuts and file associations

2. Click

— Customize installation

Choose location and features

pgth?n

Install launcher for all users (recommended)
WIﬂdOWS Add Python 3.9 to PATH | 1. Check Cancel

& Python 2.9.10 (64-bit) Setup —

Optional Features

Documentation
Installs the Python documentation file,
pip
Installs pip, which can download and install other Python packages.

td/tk and IDLE

Installs tkinter and the IDLE development environment.

Python test suite

lnctalle the ctandard library tect cyite

py launcher for all users (requires elevation)

5 es the global ‘py launcher from the previous version,

pgthon Make sure these are checked.
for

0]
Wlndows Back Next Cancel
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& Python 2.9.10 (64-bit) Setup — *

Advanced Options

Install for all users Make sure this is checked

Associate files with Python (requires the py launcher)
Create shortcuts for installed applications

Add Python to environment variables

Precompile standard library

] Download debugging symbols

[ Download debug binaries (requires V5 2017 or later)

Customize install location
Ch\Program Files\Python39 Browse

python

for

W|ﬂdows Back @ Install Cancel

& Python 3.9.10 (64-bit) Setup — *
Setup was successful

Mew to Python? Start with the online tutorial and
documentation. At your terminal, type "py" to launch Python,
or search for Python in your 5tart menu.

See what's new in this release, or find more info about using
Python on Windows.

¥ Disable path length limit

Changes your machine configuration to allow programs, including Python, to
bypass the 260 character "MAX_PATH" limitaticn.

python

for

windows
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Now that you have installed python, you can go to the section titled “Checking for an existing python
install” above if you want to ensure your python environment is correctly configured. You can also
verify the installation in the Windows “Control Panel” as shown in the screenshot below.

[E1l Programs and Features - m] X

<« ~ 1+ @ »ICUntrDI Panel » Programs > Programs and Features I v | O Search Programs and F... @

Control Panel Home .
Uninstall or change a program

View installed updates To uninstall a program, select it from the list and then click Uninstall, Change, or Repair.
) Turn Windows features on or
off Organize « == - e
3 . Publisher Installed On  Size Version
ﬁ:y{hun 3.9.10 (64-bit) Pythen Software Foundation 1/15/2024 TM0MB  3.9.10150.0
& python Launcher Pythen Software Foundation 1/15/2024 186 MB  3.9.7686.0

“~  Currently installed programs Total size: 31.8 GB
[.l 127 programs installed

Install the OpenDxl python client

In the secRMM directory C:\Program Files\secRMM\AdminUtils\OpenDxl, there is a PowerShell script
named GetOpenDxIClient.ps1 as shown in the screenshot below. The PowerShell script
GetOpenDxIClient.ps1 will download and then install the OpenDx| python client.

« v P » ThisPC » 05(C) » Program Files » secRMM : AdminUtils » OpenDxl
Fa
Name Date modified Type Size
7 Quick access
MM Cache 1/15/2024 1:25 PM File folder
sec
[# common.py 12/8/2023 3:01 PM Python File 1KB
¥ Downloads I 4 GetOpenDxIClient.pst || 1/14/2024 3:54 PM Windows PowerS... 4KB
=] Documents = PythonPath et 1/15/2024 £:09 AM Text Document 0 KB
@ OneDrive - Personal secRMMOpenDxl.cmd 12/8/2023 3:54 PM Windows Comma... 2 KB
&4 secRMMOpenDxl.ps1 1/15/2024 6:53 AM Windows Powers... 2T KB
& This PC ] secRMMOpenDsxl.ps1.log 141172024 12:12 PM LOG File OKE
_J 3D Objects [# secRMMOpenDxl.py 1/15/2024 5:25 AM Python File SKB
I Desktop 5] secRMMOpenDxl.py.log 1/11/2024 12:12 PM LOG File 0 KB
|2 Documents secRMMOpenDxIDisable.cmd 1/11/2024 12:43 PM Windows Comma... 1KB
* Downloads secRMMOpenDxlEnable.cmd 1/11/2024 12:43 PM Windows Comma... TKE
D Music

To run the PowerShell script GetOpenDxIClient.ps1, open a Windows command window (as
Administrator) and “change directory” (CD) into the directory C:\Program
Files\secRMM\AdminUtils\OpenDxl as shown in the screenshots below.
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All Apps Documents  Web

Best match

F Command Prompt
App

S
R Command Prompt

~ 1 x64 Native Tools Command Prompt App
for VS 2017

~ 1 Node.js command prompt

Open
] x86_x64 Cross Tools Command
Prompt for VS 2019

Run as administrator
Z Open file location
Settings

= Pin to Start
&= Replace Command Prompt with

Windows PowerShell in the Win + X Pin to taskbar

Search the web

/O cmd - See more search results
cmd administrator
cmd ipconfig
cmd commands

cmd prompt

AdminUtil

EE Administrator: Cornmand Prompt - O *
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B Administrator: Command Prompt — O b

ecRMM\AdminUtils\OpenDx1"

>powershell .\GetOpenDxlClient.ps1

EX Administrator: Command Prompt — O b

already

already satisfied: [ .8.8,»=0.5 in am files\pytho D3 F .6.8|

1 )
Requirement

(from request

\program fi ython ibysi packages (from reques

d with the same version as the provided wheel. Use --force-reinstall to force an installati

] A new release of pip is available:
] To update, run:

Program File M dminuti

If there were no errors returned, you have successfully installed the OpenDx| python client onto the
Windows computer. If by chance you did receive errors, please check if they are related to accessing the
internet. This will usually be a firewall issue and/or a proxy server issue. If you need help, please email
support@squadratechnologies.com and we would be happy to provide our free technical assistance
over a screensharing session or a phone call if you cannot share your screen.

Configure secRMM to send security events to the OpenDxl fabric/servers

The secRMM property that tells secRMM to send the secRMM security events to the OpenDxl
fabric/servers is named SendToOpenDx| as shown in the screenshots below.
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Apps Documents Web

Best match

! Computer Management

A

App

Settings

View advanced system settings

Search the web

0

5]

computer management - See more
search results

computer management windows 10

computer management local users
groups

computer management user
computer management windows 11
computer management console
computer management software
computer management system
computer management cmd

computer management app

0
O]
0
0
0
0
0
o)

computer management]

More ¥
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A Computer Management
File Action View Help
|0 =

A Computer Management (Local)
v '[[’u!' Systemn Tools

Mame

'[?,E System Tools

Task Scheduler gﬂtnrage
“ i — =] H . .
& secRMM D Services and Applications

% Local Users and Groups
@ Performance click once
% Device Manager

v 23 Storage
o Disk Management
::'¢ Services and Applications
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;a'-' Computer Management

File Action View Help
ol AN} ecs [ 7

;{l Computer Management (Local)
v [{} System Tools

@ Task Scheduler

2] Event Viewer

@ secRMM

iz Shared Folders

& Local Users and Groups
@ Performance

'- Device Manager

v 23 Storage

>
>
>
>
>
>

= Disk Management
> T Services and Applications

Computer Configuration

Name Walue

AllowBit LockerOnly
AllowedDirectories
AllowedFile Extensions
AllowedIntemallds
AllowedPrograms

Allowed SerialMumbers
Allowedlsers
BlockCDROMANDVD Wiites
Block Office Macro=OnDevice
Block ProgramsCn Device
EnableRMS
FailWrite f SourceFile Unknown
HashAlgorithm
Ingtal Date Time
LogSecurityEvents AsFailures
LogWrite Details
MonitorCDROMANdDVD on
MonitorFloppyDrive

PreApprove SafeCopy

Require Azure/C

RequireFingerPrint

Require MDMEnroliment

Require SmartCard
Require Smart Phone Login

ScanDevice

01/15/2024 13:25:33

SCCMConnection

SendEmail Double click this row.

9.11.26.0

Actions

secRMM

&} SafeCopy Approver

B Device Tracker

| secRMM License

0 secRMM Configurations
View

E Help

SendToOpenDx|
Edit

G4 Refresh

E Help
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B Computer Managerment
File Action View Help

o= nm HBHE

A4 Computer Management (Local)
v ]]’& Systern Tools

(%) Task Scheduler

@ Event Viewer

@ secRMM

| Shared Folders

i Local Users and Groups

I@l Performance

;.'.: Device Manager
v 23 Storage

= Disk Management

= Services and Applications

Computer Configuration

Name

Allow Bit LockerOnly
AllowedDirectories
AllowedFile Extensions
AllowedInternallds
AllowedPrograms
Allowed SeralNumbers
AllowedUsers

Value

BlockCOROMANdDVDWrites
BlockOffice MacrosOnDevice

Actions
secRMM -
4} SafeCopy Approver
4 Device Tracker
secRMM License

secRMM Configurations

View b

Help

Block ProgramsOn Devi
EnableRMS

FailWrite f SourceFile n
HashAlgorithm
Install Date Time
LogSecurityEventsfsFg
LogWrite Details
ManiterCDROMARDDV
MonitorFloppy Drive
PreApprove SafeCopy
Require AzureWC
Require FingerPrint
Require MDMEnrolimerd
Require SmartCard
Require Smart PhoneLog
ScanDevice
SCCMConnection
SendEmail
SendToAzureLog

SendToOpenDxl

B secRMM OpenDaxl

Mode: Computer , Computer Config: W9

Dl Corfig File: |

Format:

[ ONLINE

] OFFLINE

] WRITE SUCCESS
] WRITE FAILURE
] ADMINISTRATION

Clear

Apply

OK Cancel

SendToTeams
SHMP

Syslog

Version

511.26.0

As you can see in the screenshot above, we need to supply 3 values to connect secRMM to the OpenDxl

fabric/servers:

- W wr

T

1. An OpenDxl Configuration File (detailed below in the section titled “OpenDx| Configuration File”)
2. The data format you want secRMM to use when sending the security events to the OpenDxI
fabric/servers. Asyou can see in the screenshot below, the data format legal values are:

a. csv
b. xml
c. html
d. json
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B secRMM OpenDxl - O X

Mode: Computer , Computer Config: W9
Dd Config Fie: |

Format: | |v
I csv

] ONLINE ;tmll ~
] OFFLINE _s;;
C]WRITES

[] WRITE FAILURE
] ADMINISTRATION v

Apply Clear
QK Cancel

3. Which secRMM removable storage security event to send to the OpenDxl fabric/servers. As you
can see in the screenshot below, the removable storage security event legal values are:
a. ONLINE
OFFLINE
WRITE SUCCESS
WRITE FAILURE
ADMINISTRATION
LICENSING
EXTERNAL

R

OFFLIMNE

WRITE SUCCESS
WRITE FAILURE
ADMIMISTRATION
LICEMSIMG
EXTERMAL

OpenDxl Configuration File

Generating the OpenDxl configuration file is a function that is dependent on the OpenDxl fabric/server
software so the screenshots in this section will likely not be the steps you will perform in your
environment. If you are not the system administrator for your OpenDxl| fabric/server, you will need to
work with the system administrator for the OpenDxl fabric/server in your environment. If you need help,
please email support@squadratechnologies.com and we would be happy to provide our free technical
assistance over a screensharing session or a phone call if you cannot share your screen.
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Go to the ‘Certificate Management’ section in your OpenDx| Fabric/server as shown in the screenshots

below.
‘OpenDXL Broker Console x +
< C @ [0 A Notsecure | hitpsy/localhost:8443
Fabric Monitor
I l 4 Send Message
=Q
Type:| Event -
o Click once
[ Topic :
Payload
Certificate
™\ Management
=
e Mo services found on fabric
4 Received Messages
Filter by Type: =) Responses
Al Type Topic Payload
4 Subscriptions
© Add
No messages have been received.
OpenDXL
Broker
Console Ne subscriptions have been added.

Fill out this form and then click the generate button.
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|8 OpenDXL Broker Console

4 C @ [1 A MNotsecure
Generate Configuration
‘Q Configuration Type :
Common Name:
= Country Name :
[=Q=0"] State or Province Name :

=+

Locality Name
Crganization Name :
Organizational Unit Name :

Email Address :

=
R
oo
OpenDXL
Broker
Console

Version: 0.2.3

@

Rps//localhost:B443

Client Configuration hd

(e.g. server FQDN or YOUR name)

(2 letter code)

{full name)

f o
(=g, city)

{2g. company)

(eq, section)

The Generate function will create 4 files as shown in the screenshot below.

The dxclient.config file points to the other 3 files (which contain the security credentials required to

connect to the OpenDxl fabric/servers).

Home Share View
B O A
.| Copy path
Pinto Quick Copy Paste = Move
access El Paste shortcut ta-

Clipboard

« - v

# Quick access

secRMM -
* Downloads -
Documents -

s OneDrive - Personal

[ This PC

o~
Mame

(5] ca-broker.crt
[ client.crt

D client.key
¥ dxlclient.config

¢ B X =f

Delete Rename

-

Crganize

Date modified

12/9/2023 3:53 PM
12/9/2023 3:53 PM
12/9/2023 3:53 PM
12/10/2023 11:43 AM
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% Mew item =

ﬂ Easy access =

Mew

Type

Security Certificate
Security Certificate
KEY File

XML Configuratio...

|

Properties

-

» ThisPC » Ddrve () » Projects » Squadra » secRMM » OpenDxl » OpenDxIConfig

Size

3KB
2KB
2KB
1KB

| Open -
[ Edit

4 History
Open

O OC
(u]m
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As described in the section above, you will specify the dxIclient.config path when setting the secRMM

SendToOpenDxl property.

B SecRMM OpenDxl

Mode: Computer . Computer Canfig: WS

Format: || w |

[] ONLINE

[] OFFLINE

[] WRITE SUCCESS
[] WRITE FAILURE
(] ADMINISTRATION

Apphy Clear
oK Cancel
"35:?.'.'2:5‘:- - O X h “ .
Search OpenDxIConfig
|
Mode: Computer . Computer Config: W9
Dl Corfig File: | I ]
+ Size
| [cate 3KB
% ggllf_ll_ll\lNEE B OpenDxl Config File X
= mggé?ﬂ? &« v <« Projects » Squadra » secRMM : OpenDxl » OpenDxlConfig v O Search OpenDxIConfig 0
[ ] ADMINISTRA )
Organize v Mew folder == v [ o
A secRMM Ll MName Date modified Type Size
¥ Downloads * B ca-broker.crt 12/9/2023 3:53 PM Security Certificate 3KB
= Documents * 5 client.crt 12 3353 PM Security Certificate 2KB
| client ke 2 33:53 PN CEY Fi 2kl
@ OneDrive - Personal - B ! P KEV File ke
- | || dxlclient.config 28 12/10/2023 11:43 AM CONFIG File 1KB
[ This PC
- v
99 File name: |dx|c|ient.c0nfig 3. >
[ ] o

You might consider storing these 4 files on a network share and then specifying the network share when
pointing secRMM to the dxlclient.config file. This has the advantage of having the files in one spot and
not replicated. However, the disadvantage is that the network share would need to be online when the

endpoint computers needed to read

the files.
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Data format and which secRMM events

Specify the data format and the secRMM removable storage security events and then click the OK
button to save the secRMM SendToOpenDx| property as shown in the screenshot below.

B SecRMM OpenDxl - o x|

Mode: Computer , Computer Config: W9

Dl Canfig File: |D:‘xF'rojects‘-.Squadra‘«secHMMKOpeanI\OpeanICn

Format: |htm| - | 1.

RITE SUCCESS
RITE FAILURE
AOMINISTRATION

E <TERNAL

Apphy Clear Send test

3.
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A Computer Management
File Action View Help
&= | 2

& Computer Management (Local)
v [[’!; System Tools
@ Task Scheduler
2] Event Viewer
@ secRMM
22 Shared Folders
& Local Users and Groups
(&) Performance
& Device Manager
~ (23 Storage
= Disk Management
54 Services and Applications

er Confi ion

Name

AlowBitLockerOnly
AlowedDirectories
AlowedFileExtensions
AlowedIntemallds
AlowedPrograms
AllowedSerial Numbers
AMlowedlsers
BlockCDROMARdDVDWrites
BlockOffice MacrosCnDevice
Block ProgramsOn Device
EnableRMS

FailWrite f Source File Unknown
HashAlgorithm
Install Date Time
LogSecurtyEvents AsFailures
LagWrite Details
MonitorCDROMANIDVD
MonitorFloppy Drive
Prefpprove SafeCopy
RequireAzure VT
RequireFingerPrint
RequireMDMEnrallment
RequireSmartCard
RequireSmart PhoneLogin
ScanDevice
SCCMConnection

SendEmail

SendToAzureLog

SendToTeams
SNMP

Syslog

Wersion

Value

01/15/2024 13:25:39

on

D:\Projects*Squadra‘secRMM\Open Dxl\Open DxlConfigdxlclient config

911.260

Actions

secRMM

&, SafeCopy Approver

4 Device Tracker

.| secRMM License
secRMM Configurations
View

Help

SendToOpenDx|
Edit

&4 Refresh

Help

Configure the OpenDxl fabric/servers to receive secRMM events

Generating the OpenDxl subscription to receive the secRMM removable storage security events is a
function that is dependent on the OpenDxl fabric/server software so the screenshots in this section will

likely not be the steps you will perform in your environment. If you are not the system administrator for

your OpenDxl fabric/server, you will need to work with the system administrator for the OpenDxI

fabric/server in your environment. If you need help, please email support@squadratechnologies.com
and we would be happy to provide our free technical assistance over a screensharing session or a phone
call if you cannot share your screen.

Click the “Add” button under the Subscriptions label as shown in the screenshot below.
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I

OpenDXL Broker Console x 4 e - o e
g C m n & Notsecure | hitps//localhost:8443 [lsd @ A O & evn
Fabric Monitor
I l Services & Send Message
=Q
= Type:| Event -
- Topic:
oono
— Mo services found on fabric
__g Payload
oY
=
4 Subscriptions click once
OpenDXL % Received Messages
Igfoker Filter by Type:
Console
Version: 0.3.3 Type Topic Payload Date
@ No subscriptions have been added.
Mo messages have been received
In the entry field, type:
/secRMM
Don’t forget the forward slash (/) as the first character.
Make sure that sec is lower case.
Make sure that RMM is upper case.
Now click off the entry field so the user interface accepts the text (/secRMM).
The OpenDxl fabric/server is now listening for the secRMM removable storage security events
~ = (m] X

OpenDXL Broker Console x +
4 C @ [ & Motsecure | bétpsy//localhost:8443
Fabric Monit
Ay B - oo
o}
Type:| Event -
a
[ | Topic:
oono
o No services found on fabric.
=1 Payload
T
4 Subscriptions
@ Add 4 Received Messages
OpenDXL
C%?:SL ﬁ/seCRMM I ] (-] izl T

|

Version: 0.2.3 Type Topic

[l

@ A

No messages have been received.

0 @ e (]
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Send a test security event from secRMM to the OpenDxl fabric/servers

Once you have completed the above configuration steps, you can test the secRMM connection to the
OpenDxl fabric/servers using the Windows Computer Management tool.

& Computer Management
File Action View Help
ol AR:a) il ?)

;*] Computer Management (Local)
v [[’é System Tools
> (&) Task Scheduler
> {3 Event Viewer
> @ secRMM
> [ Shared Folders
> &% Local Users and Groups
> @ Performance
.- Device Manager
v 5 Storage
= Disk Management
» i; Services and Applications

er Confi ion

MName

AllowBit LockerOnly
Allowed Directories
AlowedFileExtensions
Alowedntemallds
AllowedPrograms
Alowed SenalNumbers
AlowedUsers

Value

BlockCDROMAndDVDWrites

Actions

BlockOffice MacrosOnDevid
Block ProgramsOnDevice
EnableRMS

Fail\Write f Source File Unkno
HashAlgorithm

InstallDate Time
LogSecurtyEvents AzFailurg
LagWhite Details
MonitorCDROMANIDVD
MonitorFloppy Drive
PrefpproveSafeCopy
RequireAzureVC
RequireFingerPrint

Require MDMEnrollment
Require SmartCard

Require Smart Phone Login
ScanDevice
SCCMConnection
SendEmail

B 5ecRMM OpenDxl

Mode: Computer , Computer Config: W3

Dixl Corfig File:

[DidConfig'dxlclient corfig

Format: hitml w

ONLINE

OFFLINE

WRITE SUCCESS
WRITE FAILURE
ADMINISTRATION

REEEIE

HApply Clear
oK

Cancel

SendToAzurelog
SendToOpenDx
SendToTeams
SNMP

Syslog

Version

D:\Projects".Squadra‘secRMM'Open Dxl"OpenDxConfig'dxiclient config

511.260

OpenDx| Connection Test

o The OpenDxl Connection succeeded!

Page 24

secRMM -

@
i

SafeCopy Approver

Device Tracker

secRMM License

secRMM Configurations
View 3

Help

SendToOpenDxl -
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r
[ OpenDXL Broker Console X+ h - el &
q C o [0 A Notsecure | hitpsy//localhost:3443 2@ A O o ewn

Fabric Monitor
Ay EEE - o
=Q
Type:| Event v
a
= Topic:
oon
ET-) No services feund on fabric
—N Payload
=3 ;
—— i
4« Subscriptions
@ dd 4@ Received Messages
OpenDXL
ol ~ EY—
Console

Version: 033

@

<p><table border=1><tr> <th colspan="2" bgcolor="¥ello...  Jan 15, 2024 15:22:47

= Event JsecRMIM

= Event fsecRMM <p>secRMM test message: User Tony on computer W9: ... Jan 15, 2024 15:22:47

If you double click the event, it will open a new window with the event details as shown in the
screenshot below. When you run the secRMM test function, you will receive 2 events, the first one is
saving the secRMM SendToOpenDxl property. secRMM generates security events for any secRMM
policy changes...not only does it monitor your end-users, it also monitors the administrators too!

Message Details x

ID: |{8adafh08-2071-4ad7-2e32-3252558a2f95}
Topic: | /secRMM
Type: |Event

<p>
Payload: | secRMM test message: User Tony on computer W9: DxIClientConfigFile = D:\Projects\Squadra\secRMM\OpenDx1\OpenDx1Config\dxlclient.config, Dx1DataFormat = html
</p>

Source Broker: | 4361955a-f742-4681-bble-2b218317cd45
Source Client: | 95bc360cf0cd5e901fd217fd805d320dacd7cl2a

Other Fields: “dxl.certs": "faf6518a81c@871e93831e8f478933303879e863 ;99bc368cfBcd5e901fd217fd8Rod32adacd7c12a”
b

Date: | 1/15/2024, 3:22:47 PM

Contacting Squadra Technologies Support

Squadra Technologies Support is available to customers who have purchased a commercial version of
secRMM and have a valid maintenance contract or who are in a trial mode of the product.

When you contact Support please include the following information:

1. The version of secRMM you have installed.

2. The Windows versions you have installed: XP, 2003 Server, 2008 Server R2, Vista, Windows 7,
etc.

3. Whether the Windows Operating System is 32bit or 64bit.
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4. The specific issue you are contacting support for.

About Squadra Technologies, LLC.

Squadra Technologies delivers innovative products that help organizations get more data protection
within the computer infrastructure. Through a deep expertise in IT operations and a continued focus on
what works best, Squadra Technologies is helping customers worldwide.

Contacting Squadra Technologies, LLC.

Phone 562.221.3079
Email info@squadratechnologies.com
Mail Squadra Technologies, LLC.

World Headquarters
4201 State Route W
Cleveland, Missouri 64734
USA
Web site http://www.squadratechnologies.com/
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