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Introduction

NOTE: This document is 95% screenshots so don’t get discouraged with the number of pages!
Hopefully you will find that a picture is really worth 1000 words.

Security Removable Media Manager (secRMM) relies on the Microsoft Visual C++ Redistributable dlls.
secRMM is using the most current version of the Microsoft Visual C++ Redistributable dlIs called
“Microsoft Visual C++ 2015 Redistributable Update 3”. If you are keeping current with Microsoft
updates, this should already be installed on your systems. If your systems do not already have
“Microsoft Visual C++ 2015 Redistributable Update 3” installed, this installation guide will show you how
to deploy it to your systems. To check if your systems already have this software, see the section below
titled “Checking for the Microsoft Prerequisite software”. If this software is already on your systems,
you do not need to perform the steps in this document.

You have the option of deploying the “Microsoft Visual C++ 2015 Redistributable Update 3” software
using either System Center Configuration Manager (SCCM) or Active Directory Group Policy Objects (AD
GPO). Both of these options are described in this installation guide. Since two out of the four steps are
the same, we combined the instructions for deploying using SCCM or GPO into one document.

If you try to install secRMM without “Microsoft Visual C++ 2015 Redistributable Update 3” installed, you
will receive an error as shown in the screenshot below.

i‘% secRMM Setup >

WMIWark: Call to

l L COWINDOWS\system32 whemwmic.exe
Mamespace: \\rootdmv 2isecrmm path
secRMMWMIProvider call WriteToMNTEventLog “version
3.9.6.0installed.”, 3, 300, 4 faied,
ReturnCode=-2147217357.

System Requirements

The secRMM installation requires that you perform the installation while logged in as an Administrator.
If you attempt to perform the installation and are not an Administrator, the final step of the installation
process will prompt you to login as an Administrator before it will actually perform the installation.

The secRMM product was designed to run on Windows XP, Windows Vista, Windows 7, Windows 8,
Windows 10, Windows 11, Windows Server 2003, Windows Server 2008, Windows Server 2012 and
Windows Server 2019, Windows Server 2022. The secRMM product provides a 64bit and 32bit version.
Any CPU configuration is supported. The secRMM product requires the Windows Management
Instrumentation (WMlI) service and Microsoft .Net Framework version 3.5.

Checking for the Microsoft Prerequisite software
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To see if the “Microsoft Visual C++ 2015 Redistributable Update 3” dlIs are already on your systems, you
can check in the Windows\system32 directory for a dll named vcruntime140.dll.

) .ﬂ -
“ Home Share View

= w » ThisPC » Local Disk (C) » Windows » System32

Mame

3 Quick access %] weruntime140.dll

[ This PC
¥ Network General Digital Signatures  Security Details  Previous Versions
Property Value
Description
File description  Microsoft® C Runtime Library
Type Application extension

File wersion 14.10.25008.0
Product name  Microsoft® Visual Studio® 2017
Product version  14.10.25008.0

Copyright = Microsoft Corporation. All ights reserved.
Size 85.1 KB

Date modified 2772017 10:16 FM

Language English (United States)

Criginal filename  veruntime 140.dl

If the “Microsoft Visual C++ 2015 Redistributable Update 3” dlls are not on your systems and you install
secRMM anyways, secRMM will generate an error (“Provider load failure”) and will not be able to
function properly.

Prepare the server

To deploy the “Microsoft Visual C++ 2015 Redistributable Update 3” software, we will create a network
share on a server in your domain that all the computers in your domain can access.

If you started out by following the secRMM installation documentation for SCCM or GPO, you will
probably have already done much of this section.

Please be sure though that you allow Read and Write access to the subdirectory named

secRMMPrerequisite. This is because the script will write log files back into the secRMMPrerequisite
subdirectory so you are able to analyze the deployment from a central location.
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' |ﬂ | secRMM

Home Share View

«— i » Metwork * sccmrd » c§ ¢ _SCCMAppDeployments » secRMM

Mame
#F Quick access
secRMMInstallvd. 9.0.0

A Thiz PC secRMMLicense

s o Network secRMMPrerequisite

As you can see from the screenshot above, we used a server (named sccmr2) and created a secRMM
directory under the directory named _SCCMAppDeployments. We will share the directory
C:\_SCCMAppDeployments\secRMM\secRMMPrerequisite so the client computers in your domain can
read and write to it. In the screen shot below, you can see we create the share on the SCCMR2 server
for C:\_SCCMAppDeployments\secRMM\secRMMPrerequisite. The share is named
secRMMPrerequisite so other computers can access this share at \\SCCMR2\secRMMPrerequisite.

D = secRMM =N 1=
Home Share View 0
© - ¢ | | » ThisPC » Local Disk (C) » _SCCMAppDeployments » secRMM » v c,| | Searchse.. P |
a
¢ Favorites Name Type Size Date medified
, secRMMInstallv.9.0.0 File folder 1/11/2018 11:24 AM
1% This PC . secRMMLicense File folder 1/12/2018 10:57 AM

. secRMMPrerequisite File folder 1/11/2018 10:52 AM

e (= [ = |

(€) 22 File Sharing

Your folder is shared.

You can §e—maiE somecne links to these shared items, or copy and paste the links into another program.,

Individual ltems A

secRMMPrerequisite
J YWSCCMR2\secRMMisecRMMPrerequisite

Note the share permission below. We allow the “Domain Computers” read and write access to this
share.
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VI3 = | secRMM = B 3
Home Share View
\(—) - T| . ¢ ThisPC » Local Disk (C:) » _SCCMAppDeployments » secRMM ¥ G| Search se.. @
‘¢ Favorites Name - Type Size Date modified
J secRMMInstalhv®.9.0.0 File folder 1/11/2018 11:24 AM
1M This PC . secRMMLicense File folder 1/12/2018 10:57 AM
J secRMMPrerequisite File folder 1/11/2018 10:52 AM
€l Network -
{2 File Sharing

Choose people on your network to share with

Type a name and then click Add, or click the arrow to find someone,

| v Add
Marme Permission Level
2 Administrator Read/Write »
52, Administrators Chwner
52 domain computers Read/Write +

Download the software

Now that the directory structure has been created, we will download the files that need to go into the
secRMMPrerequisite subdirectory.

Deploying the “Microsoft Visual C++ 2015 Redistributable Update 3” software is performed using a
Windows CMD script named InstallMSVSRuntime.cmd. You will download this script from the Squadra
Technologies web site.

Go to http://www.squadratechnologies.com and follow the screen shot below to get to the secRMM
download page.
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&« (& ‘@' OF*1 www.squadratechnologies.com/Products/secRMM/secRMMDownloads.aspx

|

squadra

¢ technologies Developed in USA

home software hardware services partners company

secRMM

secRMM Downloads

Home == secRMM == Downloads

b Overview
Download 3 Please specify your information to download secRMM.
 Documentation Once you click the submit button below.
you will be redirected to the download page
FVideo

g

First Name l@l]
I Screenshots |

I Features Last Name 4 |

- Release Notes PN CErTT -
m Company | |

Phone #| |

%‘ | Country | |
Submit 5
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Please select a link(s) from the list below. Fully functional 30 day free trial.
Item Download link
Prerequiste: Microsoft Universal C

Runtime Update 3 (cumrent M3 Microsoft download center
patches contain this)

secRMM x64 install secRMMInstallxed. zip

secRMM %86 install secRMMInstallxas zip
secRMMAdmMInistratorGuide. pdf
left click to view online

Administrators Guide
right click and then "Save As" to

download

Additional downloads Additional optional downloads

On the “Additional optional downloads” page, when you click the “secRMMDeployment.zip” link, it will
download the secRMMDeployment.zip file to your local computer.
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Home == secEMM == Downloads == Oplional Downloads

Item Download link

_ secRMM System Center
Microsoft System Center

Integration
Excel Addin secRMMExCcelAddin
secRMMCentral secRMMCeantral
seCRMM Reports secRMMReports

secRMMDeployment tools secRMMDeployment.zip

seCRMMSMMP-MIB txt
secRMM SNMP MIB file right click and then "Save As" to
download

secRMM Smart Phone Apps secRMIM Smart Phone Apps
Hardware Vendor Freeware Apricomn secRMM Freeware
VErsion(s) version

Get the deployment script

Extract (unzip) the secRMMDeployment.zip that you just downloaded in the section above. Copy the
InstallIMSVSRuntime.cmd file that is in the “Prerequisites” subdirectory from the extracted zip file into
the secRMMPrerequisite share (in our example, this is on the sccmr2 server under the directory named
C:\_SCCMAppDeployments\secRMM\secRMMPrerequisite).

| = | CAUsers\Tomy\Downloads\secRMMDeployrment\Prerequisites

Home Share View
[ Cut Y Mew item = & o]
»* O ¢ L B X = B2

w.| Copy path ﬂ Easy access - Ed
Pin to Quick Copy Paste = Mowve Copy Delete Rename Mew Properties )
access EI Paste shortcut to to - folder - Hi
Clipboard Organize Mew Open
« v 4 » ThisPC » WT7(C:) » Users » Tony » Downloads » secRMMDeployment » Prerequisites
Fal
~ MNarme Type Size
w 3 Quick access
InstalIM5V5Runtime.cmd Windows Command Script & KB

* Downloads
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J ¥ scomr2he S _SCCMAppDeployments\secRMMYysecR Prerequisite
Home Share View
P u & cut )( T New item ~ \/] t
w-| Copy path = ﬂ Easy access = f
Pin to Quick Copy Paste Move Copy Delete Rename MNew Properties
access lﬂ Paste shortcut to to - folder - 2
Clipboard Crganize Mew Open
« v I Metwork » sccmrd » ¢ » _SCCMAppDeployments » secRMM 3 secRMMPrerequisite I
Py
Mame Type Size
3 Quick access
InstallMSV5Runtime.cmd Windows Command Script & KB

Get Microsoft installation files

Go to the Microsoft download center at:
https://www.microsoft.com/en-us/download/details.aspx?id=53587

Click the download button.

Microsoft Visual C++ 2015 Redistributable Update 3

Impartant! Selecting a language below will dynamically change the complete page co t to that language.

Selact Language: English v Download

Select to download both the vc_redist.x64.exe and vc_redist.x86.exe files

Choose the download you want

File Name Size
Download Summary:
| vcledistxd.exe 14.6 MEB KEMBGB
wamy 1. vc_redist.x54.exe
o | vclredistxg6.exe 13.8 MB 2. vc_redist.x86.exe
sandd

The downloaded files will be copied to your local drive.

‘_ﬁ! ve_redist.ugd.exe e ﬁ' ve_redist.xB6.exe e
M SteusFunmng T 1 [ o ]
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Copy both of these files (vc_redist.x64.exe and vc_redist.x86.exe) into the secRMMPrerequisite share (in
our example, this is on the sccmr2 server under the directory named
C:\_SCCMAppDeployments\secRMM\secRMMPrerequisite).

&« v 4 I Metwork » sccmr? » 5 » _SCCMAppDeployments » secRMM 3 secRMMPrerequisite I
Marme Type Size I
7 Quick access
InstallMSY5Runtime.cmd Windows Command Script & KB
¢ Onelrive 8 ve_redist.xf4.exe Application 14,945 KB
I3 This PC ﬁ ve_redist.xBb.exe Application 14,120 KB

At this point, the server has the 3 files (InstalIMSVSRuntime.cmd, vc_redist.x64.exe and
vc_redist.x86.exe) we need to deploy the “Microsoft Visual C++ 2015 Redistributable Update 3”
software to the computers in your environment.

Deploy using SCCM

Create SCCM Application
Create a SCCM Application to deploy the Microsoft Prerequisite software to the computers in your
environment. Press the “Create Application” button on the SCCM Console ribbon bar when you have

the Software Library->Application Management->Applications->secRMM clicked.

The “Create Application Wizard” will display. Select the “Manually specify the application installation”
and click the Next button.
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Specify settings for this appication
Deployment Types Aogications contan soltware that you can deploy 10 users and devices in your Configumion Manager enmvironment
Sumemary Appicatons can cortan salpie deployment types that customize the instalation behavicr of the applcaton
Progress
Completion
O Asomatcaly detect i bout this spplkcation fom ratalaton fles
Tive { Windows inetaster (" s He)

Locaten

phe \\Server' Sharn'\ Fe

® Manually specfy the appiication Irformation
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General Infermation

== Specify information about this application

General Information

Application Catalog

Deployment Types Name: |secF{MM Microsoft prerequisite software

Summary Administrator comments:
Progress

Optional reference:

Administrative categories:

[] Date published: | 1/15/2018

Specify the administrative users who are responsible for this application.

Chwners: |E|drninistmtor

Support contacts: |E|drninistmtor

< Previous | ] Summary | | Cancel
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Application Catalog

Szt Specify the Configuration Manager Application Catalog entry
General Information
Application Catalog
Deployment Types Specify infformation about how you want to display this application to users when they browse the Application Catalog.
5 To provide information in a specific language, select the language before you enter a description.
ummary
Progress

Completion Selected language: | English (United States) defaut v| | Add/Remove..

Localized application name: |SECHMM Microsoft prerequisite software

User categories: |

User documentation:

|
Link texd: |
|

Privacy URL:

Localized description:

Keywords: |

- &

[] Display this as a featured app and highlight it in the comparty portal

< Previous |I| Mext > |I‘ Sumemary || Cancel
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? Deployment Types

General

Configure deployment types and the priority in which they will be applied for this
General Information app| ication

Application Catalog
Deployment Types

Deployment types include information about the installation method and the source files for this application.

Summary

Progress Deployment types: Increase Priority | | Decrease Priority

Completion

Fitter...

Priofity MName Type Languages

There are noitems to show in this view.
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General
General Infermation
Content
Detection Method
User Experience
Requirements
Dependencies

Surmmary

Progress

Completion
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Specify settings for this deployment type

Deployment types include information about the installation method and source files for this application.

Type: | Script Installer

O Automatically identify information about this deployment type from installation files

Location: | | | Browse...

Example: “\Server.Share'\File

(® Manually specify the deployment type information

< Previous |I Mext > |I‘ Summary || Cancel
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? General Information

e Specify general information for this deployment type

General Infoermation

Content

Detection Method Applications can have any number of deployment types. Deployment types include links to cortent and settings that

User Experience specify how the content is delivered.

Requirements

Name: secRMM Microsoft prerequisite software

Dependencies

Administrator comments:
Summary

Progress

Completion Languages:

Surmnmary | | Cancel
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Content

General

Specify information about the content to be delivered to target devices

General Information

Content

Detection Method Specify the location of the deployment type's content and other settings that control how content is delivered to target
devices. All the conterts in the path specified will be delivered.

User Experience

Requirements

Dependencies

[] Persist content in the cliert cache

Sumrmnary

Progress Allow clients to share content with other clients on the same subnet
Completion This option allows clients that use Windows BranchCache to download content from on-premises distribution points.

Content downloads from cloud-based distribution points can always be shared by clients that use Windows
BranchCache.

Specify the command used to install this content.

Installation program: | |B | Browse. ..
Installation start in: | |

Configuration Manager can remove installations of this content if an uninstall program is specified below.

Uninstall program: |

Uninstall start in: |

["] Run installation and uninstall program as 32-bit process on G4-bit clients.

< Previous | | Mext = | | Surnmary | | Cancel
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‘_f_ b MNetwork » sccmr2 b secRMMPrerequisite I v G‘ | Search secRMMPrerequisite » |

Organize *  Mew folder f==

Date modified Type

Mo items match your search.

1<

Folder: | secRMMPrerequisite (\iscemr2)
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Content

General

Specify information about the content to be delivered to target devices

General Information

Detection Method Specify the location of the deployment type's content and other settings that cortrol how content is delivered to target

devices. All the contents in the path specified will be delivered.
User Experience

Requirements

i Content location: |\\scc:ﬂr2\58cHMMPrerequisﬂe
Dependencies

Summary [] Persist content in the client cache

Progress [w] Allow clients to share content with other clients on the same subnet
Completion This option allows clients that use Windows EranchCache to download content from on-premises distribution points.

Content downloads from cloud-based distribution points can always be shared by clients that use Windows
BranchCache.

Specify the command used to install this content.

Installation program: | |0 I Browse... I

Installation start in: | |

Configuration Manager can remove installations of this content f an uninstall program is specified below.

Uninstall program: |

Uningtall start in: |

[T Run installation and uninstall program as 32-bit process on B4-bit clients.

< Previous | | MNext > | | Summary | | Cancel
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1 |_§_ b Metwork » sccnr2 b secRMMPrerequisite

v G‘ | Search secRMMPrerequisite » |

Organize *  Mew folder

i':r Favorites e

Date modified Type

InstallMSVSRuntime.cmd | 2 _

1/15/2018 10:47 AM  Windows Comma...

1M This PC we_redl JEXE

]E vie_redistx86.exe

f' Metwork

1/15/201811:00 AM Application
1/15/201811:00 AM  Application

<]

1.

File name: ||n;ta||msv5Runtime.cmd

8| I
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Content

General Specify information about the content to be delivered to target devices

General Information

Detection Method Specify the location of the deployment type's content and other settings that control how content is delivered to target
devices. All the contents in the path specified will be delivered.
User Experience

Requirements

. Content location: |\\5cc:11r2\5ecF{MMPrerequi5'rte
Dependencies

Summary [] Persist content in the client cache

Progress [w] Allow clierts to share contert with other clients on the same subnet
Completion This option allows clients that use Windows BranchCache to download content from on-premises distribution points.

Content downloads from cloud-based distribution points can always be shared by clients that use Windows
BranchCache.

Specify the command used to install this content.

Installation program: "Install MSV5Rurtime.cmd”

Installation start in: |

Configuration Manager can remove installations of this content if an uninstall program is specified below.

Uninstall program: |

Uninstall start in: |

[] Run installation and uninstall program as 32-bit process on B4-bit clients.

< Previous MNext » | Summary || Cancel
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[ Create Deployment Type Wizard -
gﬁ Detection Method
General Specify how this deployment type is detected
General Informaticon
Content
Detection Method Specify how Configurstion Manager detemmines whether this deployment type is already present on a device. This

. detection occurs before the content is installed or when software inventory data is collected.
User Experience
Requiremnents

Dependencies (®) Configure rules to detect the presence of this deployment type:

Summary Connector  ( Clause ) m Add Clause... “
Progress
Completion

o

() Use a custom script to detect the presence of this deployment type:
Script type: | |
Script length: | |

[<pmi ] [

The “Detection Rule” dialog (screenshot directly below) tells SCCM how it should know that this SCCM
Application has been run on the SCCM client computer. Notice we have clicked the radio button with
the associated text of “The file system setting must satisfy the following rule to indicate the presence of
this application”. We need to get the “Value” to specify. To do this, we will use the Microsoft files we
downloaded from the Microsoft site. It does not matter whether you use vc_redist.x64.exe or
vc_redist.x86.exe since they will contain the same value. Right mouse click on vc_redist.x64.exe or
vc_redist.x86.exe and on the menu, select Properties. On the Properties dialog, click the Details tab.
The value we want to use in the SCCM “Detection Rule” dialog is the “File version” value.
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Open
0 Run as administrator
Troubleshoot compatibility

Pin to Start

7-Zip >
Ha Scan with Windows Defender...
& Share

Give access to e

Pin to taskbar

Restore previcus versions

Send to b

Cut
Copy

Create shortcut
Delete

Rename
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l #& vc_redistxb4.exe Properties et
General amoatibiliy Diigital Signatures
Security Previous Versions
Property Value
Description

File description Microsoft Visual C++ 2015 Redistributable (<6

Uwl= -

File version 14.0.24212.0
Froduct name Microsor visual L+ 2015 Redistributable (6
Product version 14.0.24212.0

Copyright Copyright (c) Microsoft Corparation. All ights n
Size 145 MB

Date modified 1/15/2018 11:00 AM

Language English (Linited States)

COriginal filename  VC_redist x64 exe

£ >

Remove Properties and Personal Infomation

QK Cancel Apply
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Create a rule that indicates the presence of this application.

Setting Type: File System

Specify the file or folder to detect this application.

Type: (File

Path: FEWindiri\ System 32

File or folder name: |\rc:n_|rrtime14ﬂ.dll

[ ] This file or folder is assud?E with a 32-bit application on &4-bit systems.

() The file system setting must exist on the tanget system to indicate presence of this application

(®) The file system setting must satisfy the following rule to indicate the presence of this application

Property: | Wersion

Operator: |Greaterthar1 or equal to

Value: [14.0.24212.0
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@ Detection Method

General Specify how this deployment type is detected

General Information
Content

Detection Method Specify how Corfiguration Manager determines whether this deployment type is already present on a device. This
s detection occurs before the content is installed or when software inventory data is collected.

Requirements
(®) Configure rules to detect the presence of this deployment type:

Dependencies

Surmmary Connector {  Clause ) Add Clause...

S | | vonurtime 140.di.Version GreaterEquais 14.0.2000... |

Edit Clause...

Completion

Delete Clause

Group

Ungroup

() Use a custom script to detect the presence of this deployment type:

Script type: |

Seript length: |

=
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User Experience

General
General Information
Content
Detection Method
User Experience
Requirements
Dependencies

Summary

Progress

Completion

Specify user experience settings for the application

Installation behavior:

Logon requirement: Whether or not a useris logged on

Installation program visibility:

[] Allow users to view and interact with the program installation

Specify the maximum run time and estimated installation time of the deployment program for this application. The
estimated installation time displays to the user when the application installs.

Madmum allowed run time {minutes):

Estimated installation time (minutes): 4
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? Requirements

General

Specify installation requirements for this deployment type

General Information

Content

Detection Method Specify any requirements, such as hardware features or the operating system version, that devices must have before they

2 can install this d ent type. Configuration Manager verfies that these requirements are met before content is
User Experience deployed to the ?ﬂm"fﬂ-& type, g g req

Requirements

Dependencies

Requirements:
Summary

Progress Fitter...

Cormpletion Requirement Type Operator  Values
There are no iterns bo thow in this view.
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? Dependencies

General

Specify software dependencies for this deployment type

General Information
Content
Detection Method Software dependencies are deploymert types that must be installed before this deployment type can be installed.
User Experience
Requirernents
Dependencies Software dependencies:
Summary Name Deployment Typs Automatically Install
Progress

Completion
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General Confirm the settings for this deployment type

General Information
Content

Detection Method Details:

User Experience General Information:

Requirements « Mame: secRMM Microsoft prerequisite software
i » Technology: Scrpt Installer

Dependencies » Administrator comments:

+ Languages:

Content:
+ Content location: YscemrZisecRMMPrerequisite
» Persistin client cache: No
+ Enabled peer-to-peer content distribution Yes
« Installation program: "InstallMSVSRuntime cmd”
+ Installation start in:

Progress

Completion

Detection Method:

User Experience:
+ |nstallation behavior: Install for system
+ Login requirement: Whether or not 3 user is logaged on
« Installation pricrity: Mormal
» Allow users to interact with this program: Mo
+ Maximum allowed run time (minutes): 120
+ Estimated install ime (minutes): 5

Requirements:

Dependencies:

To change these settings, click Previous. To apply the settings, click Mext.

< Previous ‘| Summary || Cancel
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Completion

General
General Information
Content
Detection Method
User Experience
Requirements
Dependencies

Summary

Progress

Completion

secRMM Prerequisites Installation Guide

@ The Create Deployment Type Wizard completed successfully

Details:

a Success: General Information:
+ Name: secRMM Microsoft prerequisite software
+ Technology: Scrpt Installer
« Administrator comments:
» Languages:

0 Success: Content:
+ Content location: liscemr2isecRMMPrerequisite
» Persist in client cache: No
« Enabled peer-to-peer content distribution: Yes
+ Installation program: "InstallMSVSRuntime.cmnd”
+ Inztallation start in:

9 Success: Detection Method:

0 Success: User Expenience:
+ Inzstallation behavior: Install for system
«» Login reguirement; Whether or not a user is logged on
« Installation priority: Mormal
+ Allow users to interact with this program: Mo
+ Maximum allowed run time (minutes): 120
+ Estimated install time (minutes): 5

0 Success: Reguirements:

To exit the wizard, click Close.

< Previous || Summary |
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? Deployment Types

General

Configure deployment types and the priority in which they will be applied for this

General Infarmation app“cati{}n

Application Catalog

Deployment types include infarmation about the installation method and the source files for this application.

Summary

Progress

Deployment types: Increase Priority

| | Decrease Priority
Completion

Filter...

Priorty ~ Mame Type Languages
1 secRMM Microsoft prerequisite software  Script
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General
General Information
Application Catalog
Deployment Types

Progress

Completion

secRMM Prerequisites Installation Guide

Confirm the settings for this application

Details:

General Information:
+ Application name: secRMM Microsoft prerequisite software
= Administrator comments:
= Publisher: Microsoft
« Software version:
« Optional reference:

Categories:

Cnwiners:
= administrator

Suppaort contacts:
+ administrator

Application Catalog entries specified for the following languages:
« en-Us

Deployment type names:
» secRMM Microsoft prerequisite software

To change these settings, click Previous. To apply the settings, click Next.

Mext >

| Summary ||

Cancel
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? Progress

General
General Information
Application Catalog
Deployment Types
Summary

Completion

Status:

Working...

< Previous | |

Mext =

|| Summary ||

Cancel
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? Completion

General

General Information

IOI The Create Application Wizard completed successful
Application Catalog 4 PP P 'y

Deployment Types Details:

Summary

Progress 0 Success: General Information:

. » Application name: secRMM Microsoft prerequisite software
Completion « Administrator comments:

» Publisher: Microsoft

= Software version:

» Optional reference;

0 Success: Categories:

0 Success: Owners:
= administrator

0 Success: Support contacts:
= administrator

o Success: Application Catalog entnes specified for the following languages:
= en-Us

0 Success: Deployment type names:
» secAMM Microsoft prerequisite software

To exdt the wizard, click Close.

< Previous || Mext > || Sumemary |

Distribute the secRMM Microsoft prerequisite software content to SCCM
Distribution Points

Distribute the content to your SCCM Distribution Points. The data in the screenshots below will be

much different than your environment but the screenshots will give you a general idea of how to
distribute the secRMM Microsoft prerequisite software.
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= Home Folder
/ E & ‘[&| Create Prestaged Content File E [» Reinstate g Copy ED * % @ ﬁ
= '/ +# Revision History @ Retire (i Refresh . = .
Feedback Saved Manage Access X Create Simulate  Deployl Distribute Move Set Security G
Searches v Accounts Jiliy Update Statistics Deployment Type ¥ Export ?( Delete Deployment Content Scopes
Feedback Search Application Deployment Move Classify
/_ <> - |EI \ » Software Library » Overview » Application Management » Applications » secRMM Distribute Content
B Distribute the content in the
Software Library < secRMM 3 items selected packages to a specific
4 & Overview - | Search content location
4 [ Application Management lcon MName - Deployment Types Deployments Status
4[] Applications & secRMM License file 1 0 Active
| [ secRMM ‘ | w7 I secRMM Microsoft prerequisite software I 1 0 Active
ER License Information for Store Apps = secRMM v9.9.00 2 0 Active

General

Content

Content Destination
Sumrmnary
Progress

Completion

Review selected content

You have selected the following content for distribution.

acRMM M

crosoft software

'

Some content might have associated dependencies that must be installed before the contert can be
installed.

[w] Detect associated content dependencies and add them to this distribution

< Previous |I Mest > I| Summary || Cancel
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? Content

General Review the content to distribute

Content

Content Destination

Summary The content that you have selected and its associated dependencies will be added to this
Progress distribution .

Completion Content:

MName Type
secRMM Microsoft prerequisite software  Application

< Previous Mext » | Surnrmary H Cancel
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? Content Destination

General

Specify the content destination

Content
Content Destination
Summary Content will be distibuted to the following distribution points, distibution point groups, and the
distribution point groups that are cumenthy associated with collections.
Progress
Completion
Content destination:

Fitter...

T Associations
SCCMRZ.CONTOS0.COM  Distibution point
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? Sumrmnary

General Confirm the settings

Content
Content Destination

Summary Details:

Progress Content (1)
Completion » secHMM Microsoft prerequisite software

Dependencies (1):
+ secRMM Microsoft prerequisite software

Caollections (0):
Distribution point groups (0):

Distribution pairts (1)
« SCCMR2.CONTOSO.COM

To change these settings, click Previous. To apply the settings, click Mext.

< Previous | Surnrmary | | Cancel
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? Completion

General
Content @ The Distribute Content Wizard completed successfully
Content Destination

ERpe Details:

Progress

" Content (1):
Completion » s=cRMM Microsoft prerequisite software

Dependencies (1)
+ z2cRMM Microsoft prerequisite software

Caollections (0):
Distribution point groups (0):

Distribution points (1):
« SCCMR2.CONTOSO.COM

Ta ext the wizard, click Close.

< Previous | ‘ Mext = | | Surnmary |

Deploy the secRMM Microsoft prerequisite software to SCCM endpoints

We can now deploy the secRMM Microsoft prerequisite software using SCCM to all SCCM endpoint
computers.
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Folder Tools

.4 Home Folder

/ E & ‘& |Create Prestaged Content File H [» Reinstate 5z Copy ED * ﬁ :ij a
& £ Revision History (®)Retire () Refresh »
Feedback Saved Manage Access Create Simulate | Deploy JDistribute Maove Set Sec
Searches = Accounts il Update Statistics Deployment Type P Export X Delete Deploymenil Content Scop
Feedback Search Application Deployment Move
(- >~ | ]\ » Software Library » Overview » Application Management » Applications »  secRMM Deploy
) ; Deploy
Software Library <  secRMM 3 items
e é Overview | Search
-
4 3 Application Management lcan MName Deployment Types Deployments Status
4 [E5] Applications (&5 secRMM License file 1 o Active
| [ secRMM | [ [&5] I secRMM Microsoft prerequisite software I 1 0 Active
[5§ License Information for Store Apps &1 secRMM v2.9.0.0 2 0 Active
= .

General

S Specify general information for this deployment
Content
Deployment Settings

Scheduling

. Software: ecRMM Microsoft prerequisite software
User Experience

Alerts Collection: |

Summary

P [ Use default distibution point groups associated to this collection
rogress

Completion [w] Automatically distibute content for dependencies

Comments (optional):

< Previous || Mext = || Summary || Cancel
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I| Device Collections i 1 u Filter...

] Root Name Member Count
& All Desktop and Server Clisnts 1

4
puters 2
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? General

S Specify general information for this deployment

Content
Deployment Settings
Scheduling

User Experience Software: |5ecHMM Microsoft prerequisite software

Alerts Caollection: |NI Systems

Sumrmary

p [w] Use default distibution point groups associated to this collection
rogress

Completion [v] Automatically distribute content for dependencies

Comments {optional):

< Previous ‘ Summary | | Cancel
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? Content

General
Content
Deployment Settings
Scheduling
User Experience
Alerts

Summary

Progress

Completion

secRMM Prerequisites Installation Guide

Specify the content destination

Digtribution points or distibution point groups that the content has been distributed to:

Mame Type
WSCCMRZ CONTOSO com Distribution point

Additional distribution points, distribution peint groups, and the distribution peint groups that are cumenthy
associgted with collections to distibute content to:

Fitter...

Mame Description Associations
Distribution PointGroup 1

Distribution poirt group
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? Deployment Settings

Fzrasl Specify settings to control how this software is deployed

Content

Deployment Settings

Scheduling
Install

User Experience
Alerts | Requred

Summary

Progress

TR [ Pre-deploy software to the user's primary device

I [+ Send wake-up padcetsl

[] Mlow clierts on a metered Intemet connection to download content after the
installation deadline, which might incur addtional costs
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Scheduling

General
Content
Deployment Settings
Scheduling
User Experience
Alerts

Sumrmary

Progress

Completion

secRMM Prerequisites Installation Guide

Specify the schedule for this deployment

This application will be available as soon as it has been distributed to the content server(s) unless it is scheduled for
a later time below. Specify the installation deadline if this is a required application. This deadline is when the
application must be installed on the device, including a system restart f necessary.

Time based on: | uTC
[] Schedule the application to be available at:
[ 1/15/2018 || 3:56 PM

Installation deadline:
®) As soon as possible after the available time
) Schedule at:
| 1/15/2018 || 9:56 PMm &

0 Delay enfarcement of this deployment according to user preferences, up to the grace period defined in
client settings.

Mext = ‘ Summary || Cancel
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User Experience

. Specify the user experience for the installation of this software on the selected
Content devices
Deployment Settings
Scheduling
- Specify user experience setting for this deployment
User Experience
Alerts User notifications: Il Hide in Software Center and all notifications

Surnmary

When the installation deadling is reached, allow the following activities to be performed outside the maintenance

Progress
9 window:

Completion

are Installation
stem regtart (if reguired to complete the installation)

‘Write fiter handling for Windows Embedded devices

[w] Commit changes at deadline or during a maintenance window {requires restarts)

If this option is not selected, cortert will be applied on the overay and committed later.

-| Summary || Cancel
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? Alerts

EaE Specify Configuration Manager and Operations Manager alert options

Content
Deployment Settings
Scheduling Corfiguration Manager generates alerts when this application is deployed.

User Experience
Threshold for successful deploymernt

Summary [] Create a deployment alert when the threshold is lower than the following:

A

Progress
9 Percent success: 1 =

Completion Ahter: | 222018 || 156PM (S

Threshold for failed deployment
[] Create a deployment alert when the threshold is higher than the following:

Percent failure:

Enable System Center Operations Manager maintenance mode if you want Operations Manager to generate
alerts when this application is deployed.

[] Enable System Center Operations Manager maintenance mode

[T] Generate System Center Operations Manager alert when a software installation fails

Mext = | Summary || Cancel
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EarET Confirm the settings for this new deployment
Content

Deployment Settings
Scheduling Details:

User Experi
ser Experience General

Alerts + Software: secRMM Microsoft prerequisite software

« Callection: All Systems (Member Count- 15)

+ Use default distnbution point groups associated to this collection: Enabled
« fAutomatically distnbute content for dependencies: Enabled

Deployment Settings
= Action: Install
+ Purpose: Required
+ Pre-deploy software to the user's primary device: Dizabled
+ Send wake-up packets: Enabled
+ Allow clients to use a metered Internet connection to download content: Disabled

Progress

Completion

Application Settings (retrieved from application in software ibrary)
« Application Mame: secRMM Microsoft prerequisite software
« Application Version:
« Application Deployment Types: Script Installer

Scheduling
+ Time based on: UTC
+ Available Time: As soon as possible
+ Deadline Time: Disabled
» Delayed enforcement on deployment: Disabled

ser Experience
User notifications: Hide in Software Center and all notifications
lgnore Maintenance Windows: Enabled
System restart (if required to complete the installation): Enabled
Commit changes at deadline or during a maintenance window (requires restarts): Enabled

To change these settings. click Previous. To apply the settings, click Next.

| Summary || Cancel
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Completion

General
Content Y -
YA The Deploy Software Wizard completed successfully
Deployment Settings b

Scheduling Details:

User Experience

Alerts ﬂ Success: General

« Software: secEMM Microsoft prerequisite software

Sumrmary « Callection: All Systems (Member Count- 15)

Progress » Use default distribution point groups associated to this collection: Enabled
« Automatically distnbute content for dependencies: Enabled

Completion
0 Success: Deployment Settings

« Action: Install

» Purpose: Required

» Pre-deploy software to the user's primary desvice: Disabled

» Send wake-up packets: Enabled

« Allow clients to use a metered Internet connection to download content: Disabled

0 Success: Application Settings (retneved from application in software library)
+ Application Name: secRMM Microzoft prerequisite software
« Application Version:
« Application Deployment Types: Script Installer

0 Success: Scheduling
= Time based on: UTC
» fAvailable Time: As soon as possible
+ Deadline Time: Disabled
+ Delayed enforcement an deployment: Disabled

i&ums;ﬂs.er Expenence

To exit the wizard, click Close.

< Previous || Mext = || Sumrmary |I Close I

Deploy using AD GPO

Create AD GPO

We will use a Windows computer startup script from AD GPO to run the deployment script.
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Server Manager

Server Manager * Dashboard @) Manage  Tools  View  Help

Active Directory Administrative Center

Active Directory Domains and Trusts
T 'WELCOME TO SERVER MANAGER
I8 Dashboard Active Directory Module for Windows PowerShell
i Local Server

ii All Servers

Active Directary Rights Management Services
Active Directory Sites and Services

o Configure this local server

Active Directory Users and Computers

ifl AD DS
a ADSI Edit
78 ADRMS QUICK START _
- 2 Add roles and features Companent Services
1! 2 = o ° B Computer Management
2] N .
DNS
= 3 Add other servers to manage Ceegmemiet @ mEE e
B File and Storage Services b DHCP
_ WHAT'S NEW )
o IS 4 Create a server group DNS
5 Connect this server to cloud services Group Policy Management |

Internet Information Services (1IS) Manager

3

'z, File Action View Window Help
= 7[E 8| G

|54, Group Policy Management Group Policy Obje
A _ﬁ Fn?urest: CQNTGSO.:Dm Cantents
4 5 Domains
4 5 CONTOSO.com e

=i BitLockerDefaultFolderForRecoveryPassword
# Default Demain Policy

wi RunAsDifferentUserOnStartMenu

# secRMMCentral 5CCM

== User_secRMM_1

_= Group Policy Objec=4
= L |

Back Up All...

Manage Backups...

Open Migration Table Editor

View 3
Mew Window from Here

Refrezh

Help
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Name:
|secHMM Microsoft prerequisite softwars|

Source Starter GPO:
| {nane)
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5L File

Action  View Window Help
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e nE A Xa B

E=E.T FunAsDifferentUserOnStarthenu
=i secRMMCentral_SCCM

,.=;:r User_secRMM_1

b B
b=
b B

Damain Controllers
TestComputerBranch
TestUserBranch

4 LE]' Group Policy Objects
=] BitLockerDefaultFolderForRecoveryPassword
:EJ ComputerStartupScript

=] Default Domain Controllers Policy

:EJ Default Domain Policy

=] RunAsDifferentUserOnStartMenu

5

secRMM

Computer Rule 1

| secRMM User Rule 1
:ZJ secRMMCentral _SCCM
:EJ secRMMCentral_SCOM
:EJ TurnOnLoopbackMerge
:EJ User_secRMM_1
=] User_secRMM_LoopbackMerge
[+ ,__; W Filters
B .__:E Starter GPOs
[+ :@ Sites

i Group Policy Modeling

=,

(=1} Ill

Group Policy Results

[

: A

ecRMP Microsoft prerequisite softwarefi—

secRMM Microsoft pt
Scope | Details | Settings | [
Links=
Display links in this location:

The following sites, domains,

Location “
<

Security Rltering

The settings in this GPO can «

. Edit..

GPO Status 3

Back Up...

Restore from Backup...

Import Settings...

Save Report...

Wiew k
Mew Window from Here

Copy
Delete

Open the GPO editor
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File Action View Help

e rnE = HE

g secRMM Microsoft prerequisite software [DC,

4 i Computer Configuration

- Select an item to view its description.  Name
4 [ ] Policies ) Start
= L
b || Software Settings 'Shl..rtdp
= oW

4 [ Windows Settings

Scripts (Startup/Shutdown) |

e .
b il Policy-based QoS
b [ | Administrative Templates: Policy ¢
- || Preferences
4 #%, User Configuration
B[] Policies
B [ | Preferences

File Action View Help
EYEEEE

E]‘ secRMM Microsoft prerequisite software [DC,
4 il Computer Configuration
4 ] Policies Startup

b ] Software Settings

4[] Windows Settings

p [ Mame Resclution Policy Description:

Scripts (Startup/Shutdown) Contains computer startup scripts.

[ i Security Settings

byl Policy-based QoS

Display Properties
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Seripts | PowerShell Scripts |

:%z Startup Scripts for secRMM Microsoft prerequisite software

MName Parameters

Ta view the script files stored in this Group Policy Object, press
the button below.

Script Parameters:
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@ - TH L » MNetwork » sccrmr2 v secRMMPrerequisite v G‘ | Search secRMMPrerequisite o |

Organize *  Mew folder = ~ [ @

"Cl Recentplaces A Name Type

| |
InstallMSYSRuntime I Windows Command Script & KB
wi_redist.xgd Application 14,945 KB
]ﬂ we_redistx36 Application 14,120 KB

18 This PC
,_ﬂ Desktop
,El Documents
j Downloads
,ﬂﬂ Music

ﬁ Pictures

[ B videos

iy Local Disk (C:)
@ d D 0) ()

f! Metwork

i<l |

File name: |InstaIIMS'\.|"SRur1time v| All Files W

[>

Script Mame:
|\"\smﬂr?\secHI'U'II'H'IF‘rerequisite\lnstallMS‘u’SHurrtime.cr| | Browse ...

Script Parameters:

| |
[
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Seripts | PowerShell Scripts |

Startup Scripts for secRMM Microsoft prerequisite software

“esoomrdsecRMM PrerequisitednstallM SYSRuntime .o

< >

To view the script files stored in this Group Policy Object, press
the button below.

T
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File Action View Help
@ 2[f = @

.‘;EJ secRMM Microsoft prerequisite software [DC
4 Computer Configuration
ﬁjlﬁ P:Iicies ? Startup ?t:“
b [£] Software Settings Display Properties Sert:Ewn
4[] Windows Settings =
b [ Name Resolution Policy Description:
Scripts (Startup/Shutdown) Contains computer startup scripts.
[+ é Security Settings
t- glli Policy-based QoS
| Administrative Templates: Policy
B [ Preferences
4 % User Configuration
B [ Policies
b [ Preferences

Extended / Standard /

Link AD GPO

The final step is to link the GPO to an OU in your organization that contains the Windows computers you
want to deploy the software to.
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:gFiIe Action  View Window Help

&= o 8l & H=

& e Elick
(535 CONTOSO.com.|

wr BitLockerD

s/ Default Do ¥ Link an Existing GPO...

Ifﬁ] RunAsDiffe

i/ secRMMC

,,==;|' Uszer_secRR

2| Demain Cr

b & TestComp

B (2] TestUserBr

t- [ = Group Poli

B [ WMI Filter

b [ Starter GP(

b [ Sites
f@ Group Policy Moc
[ 4 Group Palicy Resu

Group Policy

MName

Create a GPO in this domain, and Link it here...

Block Inheritance

Group Policy Modeling Wizard...
Mew Organizational Unit
Search...

Change Domain Controller...

Remowve

Active Directory Users and Computers...

Mew Window from Here
Refresh
Properties

Help
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Look in this domain:

CONTOS0.com

Group Policy objects:

Mame
secRMM Computer Rule 1
sech MM Event Log Security Setting

secRMMCentral_SCCM
secRMMCentral_SCOM
TurnQnLoopbackMerge
User_secEMM_1
|Iser_secRMM_LoopbackMerge

5 File Action View Window Help - |5 *
= nE X H
5 Group Palicy Management secRMM Microsoft prerequisite software
A A Forest: CQNTOSO.com Scope | Details I Settings I Delegation |
4 [ Domains .
4 4 CONTOSO.com Links
i/ BitLockerDefaultFolderForRecoveryPassword Display links in this location: |CONTOSO.com v
Eﬂ Default Domain Policy The following sites, domains, and OUs are linked to this GPO:
Eﬂ RunAsDifferentUserOnStartMenu e Erforced Link Enabled Path
- — ion orc nk Enal
= RMM Mi oft ite soff
Ef sec icrosoft prereq | 53 CONTOS0 com No Yes CONTOSO.com

Eﬂ' secRMMCentral_SCCM
,.ﬂ User_secRMM_1
- (2] Domain Controllers

p (2] TestComputerBranch (<] m [>]
p (2] TestUserBranch 4
I % Group.PoIicy Objects Security Filtering
[ % WMI Filters The settings in this GPO can only apply to the following groups, users, and computers:
I Lz Starter GPOs
. Name

b (g Sites 82 Autherticated Users

E‘E Group Policy Modeling
[ Group Policy Results
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Verify the deployment

Whether you used SCCM or AD GPO, you will see an event id of 11707 in the Application event log as
shown below.

e

File Action View Help
ke A0za] ol 7|
B e o

[ —'ﬂ!’ Custom Views
4 _b Windows Logs

“F  Filtered: Log: Application; Source: Msilnstaller. Mumber of events: 901

icati evel ource vent ask Categol
& Application Level 5 EventID Task Category
g z:tcunty ] Information  Msilnstaller 11707 MNone
up
{5 System Event 11707, Msilnstaller

5] Forwarded Ever
b [ Applications and ¢
_,_-'1 Subscriptions

General | Details

Product: Microsoft Visual C++ 2015 x64 Additional Runtime - 14.0.24212 -- Installation completed successfully.

Contacting Squadra Technologies Support

Squadra Technologies Support is available to customers who have purchased a commercial version of
secRMM and have a valid maintenance contract or who are in a trial mode of the product.

When you contact Support please include the following information:

1. The version of secRMM you have installed.

2. The Windows versions you have installed: XP, 2003 Server, 2008 Server R2, Vista, Windows 7,
etc.

3. The version of SCCM you have installed.
4. Whether the Windows Operating System is 32bit or 64bit.

5. The specific issue you are contacting support for.

About Squadra Technologies, LLC.

Squadra Technologies delivers innovative products that help organizations get more data protection
within the computer infrastructure. Through a deep expertise in IT operations and a continued focus on
what works best, Squadra Technologies is helping customers worldwide.

Contacting Squadra Technologies, LLC.

Phone 562.221.3079 (United States and Canada)
Email info@squadratechnologies.com
Mail Squadra Technologies, LLC.

World Headquarters
7575 West Washington Ave. Suite 127-252
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Las Vegas, NV 89128
USA
Web site http://www.squadratechnologies.com/
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