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Introduction  

Squadra Technologies security Removable Media Manager  (secRMM ) software  is Windows security 

software that runs on your companyôs workstations and servers.  secRMM manages and monitors 

removable media.  In this context, Removable media is defined as external hard disks, USB (flash) drives , 

smart phones , tablets,  SD-Cards, CD-ROM and  DVD.  Generally, any storage device that supports 

Microsoft plug -and -play will be managed  and monitored by secRMM.   Such devices typically use the 

computers Universal Serial Bus (USB) ports to connect to the computer.   Removable media devices  are  

popular because they are very convenient when you want to copy  files around or backup data.   secRMM 

allows you to track all write activity to the removable media devices in your computer environment  as well 

as giving you the ability to control (or authorize) who can write to the removable media devices . 

Features  

Detailed forensic data for smart phones , tablets  and removable media  

secRMM monitors and collects very detailed forensic 

data about removable media write activities.  This 

ensures that if a security incident does occur and 

removable media is involved, you will be able to 

understand the exact na ture of the security incident.  

The level of detail collected by secRMM is what 

distinguishes secRMM from other products that attempt 

to provide similar functionality.  Surprisingly, other 

competing solutions are not even able to report the 

complete file p ath of the files being copied from the 

local computer and/or network.  Missing this important data makes the security forensic data incomplete 

and will make any security analysis exercise a guessing game.  secRMM was developed to address 

requirements comin g from the United States government and military organizations.  This means secRMM 

ensures that removable media write activity is always predictable and the events are always captured  to a 

nonrepudiation store (i.e. the Windows Security event log).  

 

Usefu l yet  simple authorization modules  

secRMM provides a removable media authorization layer to 

prevent any removable media security incidents from ever 

occurring in the first place.  Unlike other competing solutions, 

secRMM lets you control what files the end -user can copy from 

the local computer and /or  network.  The other authorization 

modules let you control removable media write activity b ased 

on  userid, removable media serial number , removable media 

internal Ids (i.e. VIDs and/or PIDs)  and the program used  to 

perform the write operations to the removable media.  
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Prevent unauthorized devices from mounting  

secRMM can prevent unauthorized devices from mounting to 

the Windows Operating System.  The advantage of using this 

feature is that even though the device cannot be read from or 

written to, the device still receives power from the Windows 

computer.  This allows your end -users to still charge their 

device (usually a smart phone or tablet) while keeping the 

data in your environment safe.  A corresponding event  is 

generated when this even t  occurs so you can know who is charging their phone or tablet.  This feature is 

available on the device serial number, the device internal ID ( VID/PID )  and for userids.  

Smart phone app for added security  

For heightened securit y environments such as military and/or government, secRMM comes  

with a mobile ( smart phone /tablet )  app that forces the end -user to login (authenticate) from 

the mobile device  before the device  will appear as a USB storage device to Windows. Note 

that you ar e not required to use this feature; it is an optional security feature.   The secRMM 

mobile app is available in the Android , Apple , BlackBerry  and Windows  app stores.  

 

Enforceable two man policy  

secRMM comes with an end -user GUI application 

called SafeCopy  that works in conjunction with 

secRMM.  The SafeCopy user interface mimics the 

standard Windows explorer program but only allows 

writing to removable media and adjusts what it 

displays to the end -user based on secRMM 

properties.  Administrators can easily  enable 

secRMM/SafeCopy to enforce a two man policy.  A 

two man policy means at least 2 people must be 

involved for the removable media write operation to 

occur.  The two man policy is a common operating 

procedure in many critical government and military s ituations. The secRMM/SafeCopy two man policy 

implementation allows administrators to monitor each operation the end -user takes while using the 

SafeCopy program.   A check is made if an administrator tries to approve himself.  This check will not allow 

the approval.    

Removable Media device tracking  

If you configure secRMM so that your end -user must use secRMM SafeCopy to copy 

file (s)  to removable media devices, secRMM puts a small signature onto the 

removable media device.  This gives you the ability to se e who the last user was to 

use a removable media device.  This can be a powerful feature for lost or stolen 

removable media devices.  
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Transp arent integration with hardware/ software encryption technology   

secRMM works seamlessly with hardware and software e ncryption technologies.  In fact, 

secRMM generates the necessary security events required:   

1.  An event telling you that an encryption device has been plugged into the Windows 

computer (i.e. mounted)  

2.  An event telling you that the authorization to use the dev ice has succeeded.  

Encryption technology authorization is done using either software (i.e. a dialog 

asking for your password) or hardware using a push button key pad.  Examples of 

software authorization include Kanguru  device and Microsoft BitLocker.  An 

example of hardware authorization is the Apricorn Aegis Secure Key USB Flash 

Drive . 

Light - weight  

secRMM is designed as a light -weight security software product.  What this means is that 

when secRMM does not need to be running, it enters into a quiescent  st ate.  The secRMM 

software will run only when a Removable Media device is plugged into the computer.   

This means that your end -users will not feel a performance impact from the secRMM software  in their 

normal day - to -day computer work activities . 

Tightly int egrated with Microsoft Windows  Operating System  

secRMM was designed to fit into the most common security and monitoring  scenarios.  This means 

secRMM utilizes Microsoft best practices by utilizing core Windows Operating System components rather 

than writin g a separate framework to monitor Removable Media devices.  The benefit to this approach is 

that secRMM does not require a large learning curve or large setup period.  It also means you can 

integrate secRMM into your existing security and monitoring strate gies/implementations with very little 

work.   secRMM uses the familiar Microsoft Management Console (MMC) as the User Interface (UI) to make 

secRMM configuration changes.   

100% scriptable 

In addition to the MMC  User Interface , 

secRMM can be controlled and  configured 

using any Microsoft COM compatible 

scripting language (i.e. Powershell, 

VBScript, Jscript, Perl) as well as any .Net 

language.  For more details, p lease review 

the section titled ñIntegrating secRMM into 

your environment ò.  
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Tightly integrate d with Microsoft Active Directory  

secRMM takes advantage of Active Directory in two powerful 

ways.  First, secRMM properties can be applied using Active 

Directory Group Policy.  The Group Policy Editor has both a 

computer and user configuration security settings secRMM 

node.  The user interface for the Group Policy Editor is 

identical to the secRMM user interface in the Computer 

Management MMC.  This means secRMM security settings 

can be applied to the computer, a group of users  and/or 

individual users .  Secondly, secRMM can use Active Directory 

computer object and user object attributes  within the 

secRMM properties (AllowedDirectories, 

AllowedSerialNumbers and AllowedUsers).  This makes 

applying removable media security policies very easy to 

maintain and deploy.  

 

Tightly integrated with Microsoft System Center  

Because secRMM does not use a proprietary framework 

to function, secRMM easily integrates into the system 

management tools used within any environment.  

Microsoft System Center is the dominant syste ms 

management tool on the market today.  secRMM has 

integration with SCCM  (installation, configuration, 

status messages and reports) , SCOM  (events, alerts, 

tasks and data warehouse / ACS reports)  and 

Orchestrator.  

 

 

 

 

Tightly integrated with Microsoft Exce l 2010  

secRMM comes with an Excel  AddIn 1 that makes analysis, filtering and 

reporting very simple.  

 

                                           

1 For details please review the ñsecRMM Excel AddIn Administrators Guide ò from the Squadra Technologies 

web site.  
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Tightly inte grated with Microsoft Azure, Hyper - V and RDP  

secRMM supports USB drives that are 

available to remote  machines under Azure  

and  Hyper -V via the R emote Desktop 

RemoteFX USB redirection feature.   This 

feature even works when you use a 

Remote Desktop session to another 

physical computer.   The secRMM online 

events contain information about the 

Hypervisor server and the remote  machine . 

The event data  gets logged i n both the 

physical and remote  secRMM event log s.  

This gives you a complete picture of your 

removable storage within your domain whether it exists on premise or in the cloud.   This feature requires 

you to have secRMM running on both the RDP cli ent and the RDP server.  

 

Tightly integrated with Microsoft Rights Management Services  

secRMM works in conjunction with Microsoft 

Rights Management Services (RMS).  

Microsoft RMS is a powerful security 

technology that allows the security of the 

data to be self - contained with in  the file.  

There are 3 key RMS features that are 

integrated into secRMM.   

1.  Only allow RMS protected files to be 

copied to removable media storage devices.  

2.  secRMM will list the RMS template 

associated with each RMS protected fil e 

copied to the removable media storage 

devices.  

3.  You can specify a RMS template to secRMM using the ñEnable RMSò secRMM rule that will ñRMS 

protectò non-RMS protected files as they are copied to removable media storage devices.  

Microsoft RMS must be se tup in your domain .  I t is not available by default.  

For Microsoft documentation on RMS, please see https://technet.microsoft.com/en -

us/library/cc771234(v=ws.10).aspx .  

   

Copy files to/from apple mobile devices  

secRMM comes with apple mobile device functionality that lets you copy 

files to/from to apple mobile devices  file system .  This functionality  is 

integrated into the secRMM SafeCopy program.   SafeCopy exposes the 

https://technet.microsoft.com/en-us/library/cc771234(v=ws.10).aspx
https://technet.microsoft.com/en-us/library/cc771234(v=ws.10).aspx
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enti re apple file system including the sandboxed Apps data directories.   If you want to make your own 

apple program, you can use the secRMM SDK.  The secRMM SDK allows you to integrate any mobile 

device into your enterprise.   Note, that starting with IOS 8.3, Apple has unfortunately locked down the 

App data directories unless the App was built with the UIFileSharingEnabled  flag set.   Therefore, if you 

want to write into an App directory, be sure the App developer sets the UIFileSharingEnabled  flag on or 

else yo u will not be able to copy files into that App.  

 

Flexible licensing  

secRMM has  4 different license modes:  

1. Freeware  ï the freeware version logs online and off line removable media events.  

2. Computer  ï secRMM provides all features in this licensing mode . 

3. Domain  ï secRMM provides all features in this licensing mode.  

4. Forest ï secRMM provides all features in this licensing mode.  

Modes of operation  

secRMM has 4 modes of operation:  Monitoring, Authorization , Lockdown  and Eject .   

Monitoring mode   

Monitor ing mode records (via the Windows event log component) all Removable Media write activity (as 

well as when a Removable Media device comes online and offline).  Monitoring mode is always on and 

cannot be turned off.  When you perform a ñtypicalò (as opposed to a custom) secRMM installation, 

monitoring mode is running after the installation  with the exception of the ñFailWriteIfSourceFileUnknownò 

authorization property .  When secRMM is in authorization , lockdown  or eject  mode, monitoring mode is 

still on as w ell.  

Authorization mode   

Authorization mode is when you want to limit who or what program can perform write activity to the 

Removable Media.  In addition to who or what ( program ) , you can also limit Removable Media write 

activity based on the Removable Med ia deviceôs serial number(s) and/or the deviceôs internal Id 

(VIDs/PIDs) , the source directory(ies) and by file extension(s) .  Authorization mode starts when you 

specify one of the secRMM whitelisting properties.  The secRMM whitelisting properties are: 

AllowBitLockerOnly, AllowedDirectories, AllowedFileExtensions, AllowedInternalIds, AllowedPrograms, 

AllowedSerialNumbers, AllowedUsers.   All of these properties are detailed below.  

Lockdown mode   

Lockdown mode prevents any write activity to Removable Media.  Lockdown mode is really a special 

version of Authorization mode.  The difference is that lockdown mode sets the secRMM 

ñAllowedSerialNumbers ò property to a value that is a nonexistent serial number (the value is 

secRMM_is_locked_down )  so the Removable Med ia write activity (no matter what device) will always fail.    
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Eject  mode   

Eject mode checks the device serial number, the device internal id and the logged in users against the 

secRMM authorization properties of the same name.  If there is a mismatch, sec RMM ejects the device so 

that to the end -user, the device appears to have never been mounted by the Windows operating system.  

Eject mode differs from authorization/lockdown mode because it happens when the device is coming 

online vs. when a write operatio n occurs.  

Monitoring  mode  

The secRMM product logs 4 distinct events  for monitoring.  The  4 se cRMM events are described and shown 

in screenshots below.  

Online/Offline events  

The secRMM product logs when a Removable Media device is plugged in  (an online even t)  and when a 

Removable Media device  is removed  (an offline event) .  The online and offline secRMM events list the 

device and all users who are currently logged into the computer at the time the event occurred.  The 

secRMM online event has an event id of 4 00 (see  Figure 1).  The secRMM offline event has an event id of 

403  (see Figure 2) .  

Details 

Line 1:  Removable Media Security Audit:  

Line 2:  Drive: F:, Volume: \Device\HarddiskVolume9, Desc: Removable Disk, SerialNumber: 61306263, Model: HTC Android Phone USB 

Device, InternalID: USBSTOR\DISK&VEN_HTC&PROD_ANDROID_PHONE&REV_0100\8&175967C1&0&HT031PB02286&0 

Line 3:  Status: ONLINE 

Line 4:  User(s): Tony-PC\Tony[Interactive] 

 

Line 1  Indicates that this event  is from secRMM.  

Line 2  Describes the Removable Media device.   

List ed i s the drive letter or name of the device assigned by the operating system , the volume 

name, a brief description of the device , the manufacturer assigned serial number , the 

manufacture r model information  and the devices internal ID . 

Line 3  The status of the device.  This value will be either ONLINE or OFFLINE.  

Line 4  The users who are logged onto the computer at the time of the event.  
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Figure 1  ï secRMM onl ine event  

 

Figure 2  ï secRMM offline event  

Monitoring when removable media devices go online and offline is an important security feature.   
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Write Events  

The secRMM product also logs when a file write operation to the removable me dia device starts 2 and 

completes.  The ówrite start edô and ówrite completed ô secRMM events list the device , the target and source 

file s, the program  that was used  and the user that performed the write  operation .  The secRMM ówrite 

started ô event has an eve nt id of 40 1 (see  Figure 4 below ).  The secRMM ówrite completed ô event has an 

event id of 40 2 (see  Figure 5 below ).  

Details 

Line 1:  Removable Media Security Audit:  

Line 2:  Drive: F:, Volume: \Device\HarddiskVolume9, Desc: Removable Disk, SerialNumber: 61306263, Model: HTC Android Phone USB 

Device, InternalID: USBSTOR\DISK&VEN_HTC&PROD_ANDROID_PHONE&REV_0100\8&175967C1&0&HT031PB02286&0 

Line 3:  Status: WRITE COMPLETED 

Line 4:  Target File: H:\TakingHome\Sales for Q2 2011.xlsx 

Line 5:  Source File(s): C:\CorporateFinancials\Sales for Q2 2011.xlsx, Size: 8746, LastWriteTime: 02/26/2011 21:55:02 

Line 6:  User: Tony-PC\Tony, SID: S-1-5-21-4017941760-3181257084-2242886672-1001 

Line 7:  Program: "C:\Windows\system32\cmd.exe", copy "sales for q2 2011.xlsx" h:\ takinghome, Current Directory: 

C:\CorporateFinancials, PID: 2712 

 

Line 1  Indicates that this event is from secRMM.  

Line 2  Describes the Removable Media device.   

Listed is the drive letter assigned by the o perating system, the volume name, a brief 

description of the device, the manufacturer assigned serial number, the manufacturer model 

information and the devices internal ID.  

Line 3  The status of the write operation .  This value will be either WRITE STARTE D or WRITE 

COMPLETED. 

Line 4  The name of the file that is written to the Removable Media device.  

Line 5  The name of the file(s) that are used as input to the write operation as well as the Size and 

Last Write Time.  

Line 6  The user that is performing the w rite operation.  The Windows SID is listed in addition to the 

users Windows name.  

Line 7  The program used to perform the write operation.  

                                           
2 The write start event is disabled when you first install secRMM.  It can be enabled by setting the secRMM 

LogWriteDetails property which is d iscussed in the section ñSetting the LogWriteDetails property ò below.  

We do not recommend that you use the write start event since it is duplicate data of the write completed 

event (just different times).  
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Additional forensic data  

Program information 

secRMM performs additional forensic analysis when the write operation  is performed by cmd.exe , 

explorer.exe  or one of the Microsoft scripting languages (powershell, vbscript or jscript) .  For a cmd.exe 

write, secRMM will list the actual command issued (copy or move  for example ) and the current directory of 

the cmd session.   This is true even if you run a 32bit cmd.exe session from a 64bit OS.   For an 

explorer.exe write, secRMM will list the operation (i.e. copy or cut).   For the scripting languages, secRMM 

will attempt to collect the actual source code line and script file n ame.    

Compressed (zipped) files 

For compressed /zipped  files, the compressed files within the compressed file wil l be listed.  Note that for 

compressed files, multiple event log messages may be generated to allow the listing of every file.  If this 

is the case, the event log description text will list the output as ñX of Yò where X will be a number from 1 

to Y.  Y will be the total number of event log messages that need to be generated to list all the 

compressed files.   secRMM supports the Windows Operating  System compression utility as well as the 

following popular 3 rd  party compression utilities: WinZip, 7z and WinRar.  

File hash value 

secRMM can generate a hash value for each file copied to removable storage.  The name of the secRMM 

property to enable this  feature is called HashAlgorithm.  There are 3 different algorithms to cho0se from: 

MD5, SHA256, SHA384.    
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Figure 3  ï Compressed File that generates multiple event log messages  
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Figure 4  ï secRMM writ e started event  

 

 

Figure 5  ï secRMM write completed event  
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With the 4 events described above, you can be assured that your valuable data files are all accounted for!  

Files from the network  

The secRMM product logs when a file write operation to the removable media device comes from a 

network share.  As you can see in  Figure 6 below , the source file for this secRMM write event is coming 

from a networked computer.  secRMM captures the source computer and the n etwork share name  in 

addition to the file name.   Note however that the file Size and LastWriteTime are not available for source 

files coming over the network.   

 

Figure 6  ï secRMM copying files over the network  

Use of two log files  

As you can see from the screenshots so far, secRMM can log to the native Windows Security event log  

(see the section titled ñWriting to the Windows security event log ò below ) .  However, secRMM also logs all 

of its events to its own Windows event log named  secRMM.  This allows you to view only the secRMM 

events (it should be pointed out here that you can also put a filter on the Security event log to achieve the 

same view as the secRMM log  by filtering on the ñevent sourceò of secRMM).  If you choose not to  log 

secRMM events to the native Security event log, you will always have the secRMM events  in the secRMM 

event log.  A screenshot of the secRMM event log is shown below  (Figure 7) .  The secRMM Microsoft 

Operations Manager Managem ent Pack uses the secRMM event log to pick up alerts.   In addition, the 

secRMM event log is automatically backed up and archived.    
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Figure 7  -  The secRMM event log  

The sec RMM event log allows only Administrators to view and mana ge the secRMM event log.  Your end -

users will not be allowed to view the secRMM event log.  If your end -users attempt to view the secRMM 

event log, they will get an access denied  error message  (see Figure 8 below).  
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Figure 8  -  End users experience when viewing the secRMM event log  

Authorization  mode  

The secRMM product understands what device, what user , what program  and what file(s)  are being used 

when writing to removable media device s.  Therefore, the se cRMM product can allow you to control who 

and how files are written to a removable media device for each computer in your environment.  There are 

eight  secRMM properties that control  authorization  to removable media devices :  

1.  AllowBitLockerOnly  

2.  AllowedUsers  

3.  AllowedPrograms  

4.  AllowedSerialNumbers  

5.  AllowedInternalIds (Vendor Ids and/or Product Ids)  

6.  AllowedDirectories  

7.  AllowedFileExtensions  

8.  AllowRMSFilesOnly  which is contained in the EnableRMS secRMM property  

A common computer term for these properties is called wh itelisting.  This term is equivalent to saying that 

you want to tell secRMM what you will ñallowò.  Everything outside of what you will allow is called 

blacklisting (i.e. not allowed).  When you use more than one of the whitelisting secRMM properties (list ed 

above), they must all pass the test for the write operation to succeed.   The only exception to this rule is 

for the device properties (AllowedSerialNumbers and AllowedInternalIds).  These two rules are ñORedò 

together, meaning if the device being tested  passes either rule, it will pass the test.    

Each property  (with the exception s of AllowBitLockerOnly  and AllowRMSFilesOnly  which are  checkbox 

propert ies)  is a semi -colon  separated list  of the particular control (i.e. directories, file extensions, users, 


































































































































































