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Introduction

The secRMMExcel Addliis adMicrosoft OfficeExcel Document Addin It works with all versions of
Office from Office 2010r better. Using Excel against the secRMM event log data makesyit@as
analyzethe data interactivelyandto create reports The secRMM Excel AddIn can be usedew the
secRMM event log datar just a single computer dor all the systems running the secRMM solution
(i.e. secRMMCentral) in your environment.

¢ K $icrasoft OfficeExcel Document Addiechnology is preided by Microsoft to allow their Office
suite to be customized to meet a specific task. It is a very powerful Microsoft techndiggyu follow
the steps in this document, it should take no more than 20 minutes to be up and running.

Please follovihe steps in the next section to begin the installation.

Installation

If you have not already done so, please install Excel @0bétter. The secRMM Excel AddIn uges
Excefeatures. The next section shows you how to check if the 2 featuresratlled and if not, how
to add them to your Excel installation.

Updatefor Note below. Some of our customers have successfully used the secRMM Excel AddIn using
Office 32bit on their x64 machines. If you are using thebd®version of Office on a ¥6machine,

please feel free to contact Squadra Technologies support and we will help you with the setup. It turns
out that a single 3dit dll (secRMM10.dll) needs to be copied to a directory on your computer to make
this work.

To figure out where to copthe 320 A i aSOwaamnoRi X Ay GKS &dSOwaa
button as shown in the screenshot below.

H = secRMMExcelWorkbook.xlsx - Excel
FILE HOME INSERT PAGE LAYOUT FORMULA! REVIEW VIEW SECRMM TEAM
| secRMM SCCM Status Messages Y Get existing data o Get edsting data - multiple @ Authorization
secRMMCentral = Connect to another computer Yﬂ Get existing data filtered Recere emagysnts Filter <ecRMM Excel
Archive £ Clear Worksheet Eﬁ] Freeze Addin~
Custom Toolbars Data source [event log and computer) Control Administration
3 oﬁ\bout
R % [ 2o |
. d Help
A E C D E F G H | J K L M N o}

il Connected to localhost, event log secRMM secRMM E... _

2 |Event Time Computer User UserSID Drive Velume Device Description Serial Number Model Internal Id Target File Source File Source File Size Source File Last
— T

¢CKS G!o2dzié odzidz2y Attt aK2g @& 2 dz-biiseRMRIONBES G 2 NB
shown in the screenshot below
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Workbook: C\Program Files\secRMM\AdminUtils\secRMMExcelWorkbook.dsx

cecRMM Dl

secRMMExcelWorkbook, Version=%9.2.6.0, Culture=neutral,

PublicKeyToken=93e21ab5379 9 Thf

ChUsershadministrator, CONTOSOWAppDatat LocalhAppsh 200 T90OVMAS CLPWLYWD
ZP1R.OZWNsecr. wsto_ceade2f974404d488_0009,0008_adccl18127476ch45

OK

Note: If your Windows Operating System is 64bit, you must make sure that you thst&Hbit version
of OfficeExcel. Microsoft does not support Office Addins under 32 bit emulation mode. To check this,

find the program named excel.exe. Ifitisuhde ( KS &4t NB3INI Y CAf Saé¢ RANBOG2ZN
cnoAld GSNEAZ2Y D L¥ AG A& dzy RSNJ 6KS at NPIN}X Y CAf Sa
installthe 64bit version of Office
Required Excel features
The following 2 Excéatures must be installed iaddition to the base Excproduct:

1. a®b SO LINPINI YErdoAf A G& &dzlJLJ2 NI ¢

2. xAadz-tf . FaA0 F2NJ ! LILX AOIFGA2yat
Note:d ®bSG LINPANI YYIFOAfAGE &dzLILIR2NILE A& F RSTFLHdA G FSI
your security dpartment as to why it has been disabled intention&gfore you enable it
Note:d+Adadzr £ . FaAO F2NJ ! LI AOF(GA2yaé Aa y20 dzaSR oeé

the Excel AddIn Framework.

Start Excel in Administrator Mode

Whenever you want to use the secRMM Excel Addin,ijust start Excel usilgwdzy ! & ! RYAY A &G N
mode. The easiestvay to do this is t@xecute & / 2 YY | Y R & NRaYALAIyE dza Ay 3 dawdzy ! &
aRY A YA & NI¢i22 NES (G KS doptitmydisplayedNIRY R §/ A vizided § 2QEA O 2y
t NEYLIWGE YSydz AGSYO®
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O Microsoft Visual Studio 2010

o
Command Prompt O

ﬁ= Event Viewer ' Run as administrator

Pin to Taskbar

J# Computer Management Pin to Start Menu

Rermowe from this list

Properties

Control Panel

ﬁ' Microsoft Word 2010
Devices and Printers

E:—"I Microsoft Excel 2010

Default Programs
Administrative Tools ¥

Help and Support
P All Programs

| Search programs and files = | ﬁ Shut down e

1 - Invoke the "Command Prompt" in "Run as administrator" mode

CNRY (KS ! RYAYAAGNI G2NY /2YYlIYR tNRYLIWIé¢Z NY¥zy 9-/

BN Administrator: Command Prompt |£|E‘éj

C:»Program Filez“Microsoft Office 0fficel4>EXCEL.ERE

2 - Calling EXCEL.EXE from a "Command Prompt" in "Run as administrator" mode

Once Excel is open, perform the following step®w. Yu only need to perform these steps one time.
In other words, when you close Excel and then open it again, the settingsey in the steps below will
be set.
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Set Excel security settings

KT &

From thed 9 ERl& henu, selectéOptions.

=l save
B save As

[ Open

[ Close

Recent

New

Print

Save & Send

Help

:] Options

Ed Exit

3 - Excel Options
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secRMM Excel Addin Administrator Guide

= < =

ExcellOptiont "JCNRY (KS G9EOSt huwiArzyaé YSydzs

General

Formulas

Proofing

Save

Language
Advanced
Customize Ribbon

Quick Access Toolbar

Add-Ins

Trust Center

4 - Excel Trust Center

Excel Options re = m

General
@ Help keep your documents safe and your computer secure and healthy.
Formulas
Proofing Protecting your privacy
Save Microsoft cares about your privacy. For more information about how Microsoft Excel helps to protect your privacy, please
see the privacy statements.
Language . .
Show the Microsoft Fxcel privacy statement

Advanced Office.com privacy statement
Customer Experience Improvement Program

Customize Ribbon

Quick Access Toolbar Security & more

Addns Learn maore about protecting your privacy and security from Office.com.

Microsoft Trustworthy Computing

Trust Center

Microsoft Excel Trust Center

The Trust Center contains security and privacy settings. These settings help keep your

computer secure, We recommend that you do not change these settings, Trust Center Settings...

5- Excel Trust Center Settings
I £t A01 GKS & ¢ NHzAutionin et (25N NI SNRGFAKYTT aKX4-éy R O2 Ny SNJ 2 F

Excel Trusted Locations
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Trust Center

6 - Excel Trusted Locations

Trusted Publishers

|

Trusted Locations

Trusted Documents
Add-ins

ActiveX Settings
Macro Settings
Protected View
Message Bar
External Content
File Block Settings

Privacy Options

CNR2Y

G0KS d&¢ N-z i

I Sy i SNE

hLIGA2Ya
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Trust Center [ ? &J

Trusted Publishers
Trusted Locations

Trusted Documents

Trusted Locations

‘Warning: All these locations are treated as trusted sources for opening files. If you change or add a location, make sure
that the new location is secure.

Path Description Date Modified
Add-ins -
User Locations
ActiveX Settings Do hsecRMMtesting\secRMMClickOnceTesting, 8/26/2011 4:09 PM
ChLonyAppData\Roaming\Microsoft\Templates',  Excel 2010 default location: User Templates
Macro Settings Chiles (xE86)\Microsoft Office’\Officel 4 NLSTART, Excel 2010 default location: Excel StartUp
ChoAppData'\Roaming'\Microsoft\Exce\WLSTART,  Excel 2010 default location: User StartUp
Protected View Ch\Program Files (x86)\Microsoft Office'Templates\,  Excel 2010 default location: Application Templat...
Chiles (BB \Micrasoft Office’\Officeld\STARTUPY,  Excel 2010 default location: Office StartUp
Message Bar Ci\., Files (xB6)\Microsoft Office\Officeld\Library’,  Excel 2010 default location: Add-ins

Bxernal Content Policy Locations

File Block Settings

Privacy Options

Path: D:\Projects\Squadra‘secRMMitestingtsecRMMClick OnceTesting',
Description:

Date Modified: &/26/2011 4.09 PM
Sub Folders: Disallowed

Add newlocation...] [ Bemaove ] [ Modify...

|:| Allow Trusted Locations on my network (not recommended)
|:| Disable all Trusted Locations

QK l [ Cancel

7 - Excel Trusted Locations dialog

You have to save thexcel filefor sescRMMnamedsecRMMExcelWorkBook.xsl@ one of thepathsin

(KS & ¢ NHza G IBtRSojo can aitteragdiadew patho @ Of AO1 Ay 3 (KS a! RR y &
button) to the trusted locations list or just use one of the existing trusted locati@tbsalready in the

trusted locatons list. Remember the pagfou chose in this stepecause when you download the
secRMMExcelWorkbook.xsIx Excel file from the Squadra dldies web site (performed in a step

below), you will want to save it to theathyou chose in tts step

hyS O8NB AYLRNIlYyG RSOAAaA2Y lo2dzdi a8ftS80GAy3 GKS a

secRMMExcelWorkBook.xslx is integration with the secRMM Microsrialyement Console (MMC). If

@€2dz FRR @2dzNJ a¢ NHzaiSR [20lGA2ya¢ LI GK Fa GKS ! RYA

secRMM to the default directory, this will be\Brogram FilesecRMM), then you can directly launch

the Excel (and the secRMM Eka&ddIn) right from within the secRMM MMGQCherefore, you will add

C\Program FilessecRMMAdminUtilsii 2 G KS 9EOSt aThiEzhowdiRth¢ 201 A2y &¢ @
screenshot below.
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;§' Computer Management
File Action View Help
= zm @

;{' Computer Management (Local
v m Systemn Tools
3 @ Task Scheduler
» Event Viewer
@ secRMM
» i Shared Folders
» ¥ Local Users and Groups
3 @ Performance
:.'.-_ Device Manager
v 23 Storage
i Disk Management
> _-?{3 Services and Applications

{ >

Computer Configuration

Name

AllowBit LockerOnly

Allowed Directories
AllowedFileExtensions
AllowedIntemallds

Allowed Programs

Allowed SeralMumbers
Allowed Users
BlockCDROMANDDVDWrites
BlockOffice MacrosOn Device
Block ProgramsCnDevice
EnableRMS
FailWrite f SourceFile Unknown
HashAlgorthm
Install Date Time
LogSecurityEvents AsFailures
LogWhite Details
ManitarCDROMANdDWD
MaonitorFloppyDrive
Prefpprove SafeCopy
Require Smart PhoneLogin
ScanDevice
SCCMConnection

SendEmail

SNMP

Syslog

Version

L4

Value \

on

01/03/2017 10:18:52
on

an

SCCMR2

5500

Figure8 - Integrating the secRMM Excel AddIn intbe MMC Console

Excel Macro Settings
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Trust Center CNRY (KS a¢NHzaG /SYGdSNE hLIWiA2ya

Trusted Publishers

Trusted Locations

Trusted Documents

Add-ins

ActiveX Setting

Macro Settings

Message Bar

External Content
File Block Settings

Privacy Options

9 - Excel Trust Center Macro
Settings

Trust Center

Trusted Publishers Maan Setiags
Trusted Locations )
) Disable all macros without notification
Trusted Documents @ Disable all macros with notification

Add-ins (7) Disable all macros except digitally signed macros

") Enable all macros [not recommended; potentially dangerous code can run)
ActiveX Settings

l Dewveloper Macro Settings

Trust access to the VBA project object model

Macro Settings

Protected View

Message Bar
External Content
File Block Settings

Privacy Options

10- Excel Trust Center Macro Settings dialog
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. 2dz KI @S G2 OKSOY !4 el 00 @928 Oiiz YRRSt ¢ I al

tab. The secRMM Excel AddIn does not use VBA Macros but the Excel AddIn Framework does.

Once you have perforntethe steps above, exit Excel (this will save the changes you just made). Now
start Excel again in Administrator mode to perform the steps in the next sections.

Download the xlIsx file from the Squadra Technologies web site

Now go to the Squad Technologes web page
http://www.squadratechnologies.com/Products/secRMM/secRMMDownloads.aspx

On this web pagelease fill in your email and click submit. You will be redirected to the download

OK S

page. On this page, please click éAelditional optional downloads ® hy GKFG LI3ST Of AC

csecRMMExcelAddén f Yoy willhow be on the secRMMxcel Addin downlahpage. Downloadthe
Excel Workboolnto the path you specifiedinthé 9 EOSt ¢ NHzaAGSR [ 20l GA2y aé
Please select a link(s) from the list below.

Item Download link

Excel 2010 secRMM
Workbook

secRMMExcelWorkbook xlsx

secRMMExcelAddinAdministratorGuide. pdf
Administrators Guide left click to view online
right click and then "Save As" to download

11-secRMM Excel AddIn web site download page

Opening secRMMExcelWorkbook.xlIsx for the first time

When youopen the secRMMExcelWorkbook.xlIsx for the first time, the Excel program will naestab i
the Microsoft OfficeExcel Addins.

Microsoft OfficeExcel Addins ugie following Windows components:
1. Microsoft .NET Framework3{(x86 and x64)
2. Microsoft Visuabtudio Tools for Office Runtime (x86 and x64)

,2dz gAff aSS GKS F2tft26Ay3q AONBSyakz2ta o0Stz2¢0
your installation, this means that the Windows component is already installed on your computer.

Pagel4
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6 secRMMExcelWorkbook Setup

Far the following components:

Microzoft MET Framework 4 Client Profile [xB6 and x64]

Pleaze read the following license agreement. Press the page down key to

-

zee the rest of the agreement.

MICROSOFT SOFTWARE
SUPPLEMENTAL LICENSE TERMS

MICROSOFT .NET FRAMBEWORK 4 FOR
MTCROSOFT WINDOWS OPFRATTNG

=] | Yiew ELILA far printing

Do you accept the termz of the pending License Agreement?

[f you chooze Don't Accept, install will cloge. To install you must accept
this agreement.

Dan't Accept

12- Installing Microsoft .NET Framework 4 Client Profile (x86 and x64)
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5 secRMMExcelWorkbook Setup

Far the following components:;

Microzoft Yizual Studio 20010 Toolz for Office Runtime [x86
and x64]

Fleaze read the following license agreement. Press the page down key to
zee the rest of the agreement.

lMICRDSDFT SOFTWARE LICENSE i’
TERMS

MICROSOFT VISUAL STUDIO TOOLS
FOR. THE MICROSOFT OFFICE SYSTEM
(VERSION 4.0 RUNTIME)

5] | Wiew ELILA for printing

Do you accept the termz of the pending Licenze Agreement?

[f you chooze Don't Accept, install will cloze. Toinstall pou must accept
thiz agreement,

Aocept | | Dian't Accept I

13- InstallingMicrosoft Visual Studio Tools for Office Runtime (x86 and x64)

% secRMMExcelWorkbook Setup

;-_25 Setup muzt reboot before proceeding.

Chooze ez’ to reboot now ar 'Ma’ ta manually reboat [ater.

14- Reboot dialog if naNET 3.5 found

If you get this window,aboot the computer by clicking the Yes button.

Pagel6
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Open File - Security Warning

Do you want to run this file?

Mame: setup.exe
Publisher: Squadra Technologies

Type: Application
From: (CADOCUME1 ADMINI~1 L OCAL S~ 1\ TemplySDA. ..

¥ always ask before opening this file

ilic While filez fram the Intermet can be uzeful, thiz file type can
g potentially karm your computer. Only rin zoftware from publizhersz
wou trust, What's the nigk?

15- Restarting install after reboot

Microsoft Office Customization Installer

Installing Office customization

Flease wait as this could take several minutes,

Mame: secRMM ExcelWarkboak

hitkps [ v, squadratechnologies, com)'StaticContentProduckDownload Exc

F 3
rom elf201 0fsechMMExcelWorkbook, wstao

Retrieving Office customization informakion, ..

16 - Download from web site
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Microsoft Office Customization Installer

Publisher has been verified

Are wou sure you wank o inskall this custamizations

MName: secRMM ExcelWorkbook

hkkps [ v, squadratechnologies, cam)'SkaticConkentfProductDawnload
[Excelfz2010/secRMMExcelmiorkbook, wsto

Publisher: Sguadra Technologies

From:

harm wour computer, IF wou do nok trusk the source, do not install this software, Maore

@ While Office cuskomizations from the Internet can be useful, they can potentialky
Information. ..

19- Starting Microsoft Office Customization Installer

Microsoft Office Customization Installer

Installing Office customization

Please wait as this could take several minukes,

Mame: secRMM ExcelWorkboak

htkp: [ squadratechnologies . com)'SkaticContentProduckDownload) Exc

F B
rom elf2010/secRMMExcelWworkbook, wsko

Downloading cuskamization files. .. (0,33 af 0,33 ME)
. ]

Cancel

17 - Downloading from web site

Pagel8
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':z) Installing Microsoft Visual Studio 2010 Tools for Office Runtime (<86 and x64)...

18- Installation progress bar

Microsoft Office Customization Installer
The Microsoft Office customization was successfully installed. %’-
A |

Mame: secRMM ExcelWorkboak

hitkp: [ squadratechnologies . com)'SkaticContentProduckDownload) Exc
elf2010/secRMMExcelWorkbook. wsko

From:

19- Successful installation message

Initializing secRMMExcelWorkbook.xts

LT (KS aSOwaa9EOSf22N)] 06221 PEfEAE 2LISya Ay dat NReGSO

Action Edit CD Floppy Help

IE“ H £) Lt |7 secRMMExcelWorkbook.xlsx [Protected View] - Microsoft Excel non-commercial use o B 2R

Haome Insert Page Layout Formulas Data Review View bl e o B ER
0 Protected View  This file originated from an Internet location and might be unsafe, Click for more details. Enable Editing b

Al - fe | v

A B C D E F G H 1 J K L M N -

1
2
E

20- Enable Editing within Excel

The secRMMExcelWdrook willnow initialize. Once the secRMMExcelWorkbook completes its
initialization, row?2 of the activeWorksheetwill have the secRMM header and the secRMM Ribbon
(toolbar) will be displayed above tiWorksheetarea. You are now ready to begin usirtget
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dSO0Owaa9EQSt22N) 06221 @ ttSrasS O2yiGAaydzS 2y G2 GK
| RRLY ¢ @ LT @2dz R2 y2i &S activieWdkshaefadonyau di it sBeS NJ A
the secRMM Ribbon, please review the Troubleshooting sediieatly below.

File  Home  Insert  Pagelayout  Formulas  Data  Review  View  Developer ~secRMM  Help  Team O Tell me what you want to do 1 share ¥ Comments
secRMM [ SCCM Status Messages 7 Get existing data £ Get existing data - multiple &) Charts | @ Authorization | Event types: Detail level (@) About
[ secRMMCentral T Connect to another computer |\ Get existing data filtered [ Receive new events All [ wites [ Administration [ Simple @ Help
[ Archive & Clear Worksheet & Freeze [ Online/Offline [ Write Authorization failures [ SafeCopy. Detailed
Data source [event log and computer] Control Administration Filter secRMM Excel Addin ~
A3 9 £ -
A | B c D 3 F G H J K L M N o P Q R S T U =

bl connected to localhost, event log secRMM

2 |Event Time Computer User User SID Drive Volume Device

ion_Serial Number Model Internal Id Target File Source File Source File Size Source File Last Write Program Name Program PID Message Property Name Action Property Val

21-secRMM Excel Workbook initialized

Troubleshooting

Use the instald programs list to ensure the following are in the list.

ﬁé’l‘\r‘licrosoﬂ‘u‘isual Studic 2010 Tools for Office Runtime (x64) Microsoft Cor.poration 6,/30/2011 100.31117
J;‘; Microsoft Office 2010 Primary Interop Assemblies Microsoft Corlporation 8/26/2011 672 MB  14.0.4763.1024
E;:-Microsoft‘.NET Framework 4 Client Profile Microsoft Corporatioln ) 2/11/2011 388 ME 4030319
[ secRMM ExcelWorkbook Sq.uadra Technolo_gies 8/26/2011 1.0.0.0

22 - Installed components

¥

1]

secRMMExcelWorkbook.xlsx - Microsoft
Hame Insert Page Layout Farmulas Data Review View
= . | = G [
= & Caibr 11 r AN S = Enera
— I__;-é - {h A . . $ - l::l"::l
Paste B 7 U~ - A EEE EEIE -
g u - | A EEEFEFE A g
Clipboard & Font P Alignment P MNumber
Al v S
A B C D E F €] H
1
- Microsoft Office Document Customization X|
3 The following Microzoft Office solution cannot be loaded because a compatible verzion
i of the MET Frameworl: iz not installed: secRMME wcelforkbook. =lzx
5 For more information, zee http: A/go. microzoft comfelink.S?Linkld=135965.
6 Detailz |
7
8

23- Missing .NET Framework.

If you receive the message above, you need to install the .[Sdtrdmework.
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.
ZJH ) - M- |3 secCRMMExceiWorkbook.xdsx « Microsoft Exce (SR OB
Home Insert Page Layout Formulas Data Review View o @o@ R
=2 Calib 11 v == SN General v S=lnset~ X -
J J, ibri = = = enera A i nse : ,;T lﬁ
2 B JZ U~ AN EEEZEH $-% 3 Detete ~ | 3]+ #
Paste SiE > - PR ORI e Styles ., _ Sort & Find &
- ¥ |H-|2-A x
Clipboard Font
§ = This document contains custom code that cannot be loaded becausa the locationisnot [~ |
Al ¥ £ in your trusted locations fist: secAMME xcelw/orkbook s If you trust ths document g
’ you can save and open R from a location on your computer. For more information, see =
| A B C hitp: //go.microsoft com/fwlink /7Link|d=39104, fa
1 | I
§ petst: | [
4 |
5
6 | |
> |

24 - Missing entry in the Excel Trust locations

If you receive the message above, youdaot added the pathvhere the Excel file
secRMMExcelWorkbook.xIsxdsthe ExcelTrust locatios.

@ 9™ = ecRMMExcelWorkbook.slsx - Microsoft Excel o @28
Home Insert Page Layout Formulas Data Review View e Q
d vl v @ mm _ SU seneral v A 32 Insert 2z Aw
A {
| B Z U- AN EETE-S% 3 petete - | @~ L0 1
2 . \ SR = Styles o Sort 2d
Clipboard Font
- This document might not function as expected because the following control ks missing: =
Al v £ Sheetl. Data that rebes on this control wil not be automaticaly dsplayed of updated, R
and other custom functionality will not be avadable. Contact your administrator or the =
: A 8 C authot of this document for fusther assistance. fa
1
: Detais | [ —
4
5
6

25- Missing "Trust access to the VBA project object mode" Excel security setting

If you receive the message above, you have not enabled theNHza (i | OEASpjact dbject (0 K S

Y 2 R &xcél security setting.
Uninstalling

If you need or want taininstall the secRMM Excel AddIn, you can do so from the Control-Panel
>Add/Remove Progranas shown below
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¥ Control Panel » Programs » Programs and Features

Control Panel Home .
Uninstall or change a program

View installed updates To uninstall a program, select it from the list and then ¢
[EE' Turn Windows features on or

] Organize *  Uninstall

Install a program from the -

network Name

P8 Adobe Reader ¥ (11.0.01)

u@-Micrnsnft MET Framework 4 Client Profile

oo Microsoft Office Standard 2010

[ Microsoft Visual C++ 2008 Redistributable - x4 9.0.3...

(571 Microsoft Visual C++ 2008 Redistributable - %64 9.0.3...

(57 Microsoft Visual C++ 2008 Redistributable - x86 9.0.3...
e — QoS R edistributable - 86 9.0.3...

[ sec RMM ExcelWorkbook

seCRIVIIVIDS

Figure26 Uninstall

If you later decide to reinstall, you will first need to clear the Microsoft Office AddIn cachdeardhe
Microsoft Office AddIn cache, open a CMD window in Administrator mode and type:
rundll32 dfshim CleanOnlineAppCach&low perform a fresh install.

Using the secRMM Excel AddIn
Security considerations

The secRMM Excel AddIn populates the workshy reading the data out of the secRMM or
secRMMCentral event log. This is important to remember because only Administrators are allowed to

read this data. Therefore, you must always s@&tOSt dzy RSNJ dawdzy !andyolRYA YA ad NI

Windows useridnust be in the Administrators group on the computer where the secRMM event log
resides Failure to do this will prevent access to the secRMM and/or secRMMCentral everiMbis.
this may seem inconvenient, it prevents rédministrator users from acesing the secRMM events.

secRMM Excel AddIn Ribbon (toolbar)

File Home  Inset  Pagelayout  Formulas  Data  Review  View  Developer secRMM  Help  Team 0 Tell me what you want to do % sh

secRMM [[] SCCM Status Messages T Get existing data & Get eisting data - multiple ) Charts | @ Authorization | Event types: Detail level (i) About
[ secRMMCentral [ Connect to anather computer | & Get existing data filtered [ Receive new events All [ writes [ Administration [ Simple (@) Help
[ Archive & Clear Warksheet R Freeze [ Online/ffline [] Write Authorization failures [] SafeCopy Detailed

Data source (event log and computer) Control Administration Filter secRMM Excel Addin

27-secRMM Ribbon
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This section will describe the features available in the secRMM Ribbon. The secRMM Ribbor abntain
of the additional functionality provided by the secRMM Excel AddIn. In addition, yowabegss tall
of the functionality provided by Excel (filtering, searching, reporting, etc.).

The functionality provided by the secRMM Ribbon is divided imt@jr groups:
1. Data source

2. Control
3. Administration
4. Filter

Each group is described in the sections below.

Data source

| secRMIM SCCM Status Messages
secRMMCentral (= Connect to anather computer
Archive
Data source (event log and computer)
28- secRMM Ribbon Data source group

The secRMM Ribbon Data source group allows yatiete secRMMevent data for a singleomputer
(secRMM event logyr to view secRMM event data for multiple computésecRMMCentral event log)
Viewing secRMM event data for multiple computers means thatam viewing data from the
secRMMCentratvent log. The secRMMCentral event log contains secRMM events from multiple
computers running the secRMM produdtor details on secRMMCentral, please download the
secRMMCentral Administrator Guide from the Squa@iechnologies web sité/ou can also view
archived secRMM and/or secRMMCentral archive files.

You can also connect to Microsoft System Center Configuration Manager (SCCM) to view the secRMM
Gadl Gdza YSaal3Saé¢ o

secRMMCheckbox

Checking this checkbox inhake the secRMM Excel Addin look at the secRMM event log on the
computer that it is currently connected to.

secRMMCentralCheckbox

Checking this checkbox will make the secRMM Excel AddIn Itlo& s¢cRMMCentral event log on the
computer that it is curently connected to.
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Archive Checkbox

Checking this checkbox will allow you to open a secRMM or secRMMCentral evasislogwvn blow.

You can select as many archive files as you want using th€licklon each file you want or C&lto
select althe evtx files in a directory.

i| File Open
T ——— )

@Ov| . ® Projects » Squadra » Backups » - |4f|| Search Backups Pl

Organize « Mew folder i= « [l @
@ Microsoft Excel = Mame Date modified Type
2] secRMMEventLog_D09152011.evix 9/15/2011 1:57 PM Event Log

[ Favorites
Bl Desktop
4. Downloads

m
T

| Recent Places

Figure29 - archived event log file

SCCM Status Messages Checkbox

Checking this checkbox will make the secRMM Excel AddIn look at the SCCM status messages for
secRMM. The computeunning the secRMM Excel AddIn must have secRMM installed on it and the
secRMM SCCMConnection property must be configured for this option to work properly.

Connect to another computer
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-

#3 Select secRMM DataSource Computer = | = 2

Select the computer yo want this Excel \Workshest to manage.

(™) Local computer: (the computer Excel is running on)

i@ Another computer: Browse. ..

User Id: Browse...

* Use "Domainiserld” OR "ComputerilUserld” format if necessary.

Passwaord:

* Leave User |d and Password blank to use your current User Id.

Test

| 0K || Cancel |

L A

30- secRMM Connect to another computetialog

Use this button to connect to a computer running the secRMM product or secRMMCentral. If you

connect to a rermte computer, you can specifyldser Id and Password if necessaNote that for User

Id, you can use NetBios notation to prefix the Uskwith either a domain name or with a computer

name.hy OS @2dz aSt SO0 (GKS O2YLWziSNI eé2dz glyld (2 O2yyS
lower left hand corner of the dialog to verify that the information you provided to contwettie

computerisu f A R® ¢CKS RAFf23 (GKIFIG Aa RAALI I 2SHWthe KSy @& 2d
test fails, you should begin troubleshooting by first validating the information you provided. A common

mistake is that the userid you specified is not an Adrtrimiisr on the computer you specified. Also,

check the event logs on the remote computer for security errors.
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€ secRMM Test Connectivi p=h

Computer Name:  localhost

serld:

Event Log Mame:  secRMM

Test read access to Event Log.

[] Test read access to secRMM Properties.

Test Results:
Successfully read secRMM Event Log on computer localhost.

Start test ][ Cancel

31- Test connectivityfor accessing secRMM event log

€& secRMM Test Connectivity =ANN X

Computer Name:  w20081
Userld:  w20081Admimistrator
Event Log Mame:  secRMM

[] Test read access to Event Log.
Test read access to secAMM Properties.

Test Results:
Successfully read secRMM Properties on computer w20081.

| Strttest | | Cancel |

32- Test connectivity for accessirspcRMM Properties

¢KS a¢Sad O2yySOiGAGAGEE RAIFIE23 LINPOPARSaA W G(GSaitao
you to issue authorization commands to secRMM (and to view or change other controlling properties of
secRMM).
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Control
' Get existing data % Get existing data - multiple %D Charts
ﬁ Get existing data filtered [ Receive new events
47 Clear Worksheet ﬁ Freeze

Control
33-secRMM RibborControlgroup

The secRMM Ribbon Control group allows you to retrieve data from the data source you selected in the
G5F G a2dz2NOS¢ 3IANEP dzLo ,2dz Ftaz2 Oly &aLlSOrxFeé oKSUKS

allow the Excel Worksheet to receive new secRMM events iAirdaly S 6 a wSOSA GBS ySg SOSy
checkbox). Lastly, you have a function to clear the worksheet.

Get existing data button

Use this button to get the data from the event log you specified in thi@Bource group (i.e. from the
secRMM or secRMMCentral event log).

Get existing data filtered

-

|@] secRMM Get Existing Data Using Filter l = | (=] Lih]

From:

[E/31/2011 00:00:00 El-
Taor

09/01/2011 17.00:30 [El-

Figure34 - filtering events by date/time

Use this button to get a subset of the data from the event log you specified in the @atzegroup (i.e.
from the secRMM or secRMMCentral event log). You define the subset of data by specifying a start time
and end time. The data returned is between this start time and end time.

Clear Worksheet button

Use this button to clear the data bof the active Worksheet.

Get existing data from multiple computers
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-

3% Get data from multiple computers = | E 2

Flease specify the computer names (one computer per ling):

Import ][ QK ][ Cancel

Figure35 - Get events from multiple computers

Use this button to get the data from the secRMM event log on multiple computers. You put one
computer name peline in the windows. If you have an existing list of computer names, you can use the
import button.

Receive new events Checkbox

Check this checkbox if you want to receive new secRMM events into the active Worksheet.

Freeze button

Thisbuttonactsas (1233t S G2 FNBST S IyR dzy¥NBST S (KS awSOS.,

Charts button

This button allows you to chart the secRMM data.
Administration

@ Authorization

Administration

36 - secRMM RibborAdministration group

The secRMM Ribbokdministration group lets you control the secRMM software on the computer that

g2dz NB O2yySOGSR G2 Ay GKS a5FdF a2dz2NOS¢ 3INEP dzZLJo
you are running Excel on or another computer in your environment.
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Authoriz ation button

The list of secRMM properties and their values are displayed. You can click the editable properties to
change the valueNote that from this dialog, you can also invoke the SafeCopy Approver and Device
Tracker programsOne limitation of sing the Authorization dialog from within the secRMM Excel AddIn

is that you can only change the secRMM computer configuration. If you want to change a secRMM user
configuration, you must use the secRMM MMAIso, since EnableRMSCCMConnecticend

SendEmailtake passwords, these secRMM properties carbethanged in the Excel AddIn.

@® secRMM Authorization: localhost  — ':'

&} SafeCopy Approver g Device Tracker

MName Walue

»

Allawed Directories

AllowedFile Extensions

AllowedIntemallds

Allowed Programs

Allowed SerialNumbers

Allowed Users

BlockCDROMANDDVD Writes

BlockProgramsOn Device

EnableRMS

FailWritef SourceFileUnknown | on

LogSecurtyEvents As Failures

Log\Write Details

MaoniterCOROMARdDVD an

MaonitorFloppy Drive

PreApproveSafeCopy

Require Smart PhaneLogin

ScanDevice

SCCMConnection

SNMP

Version 5.1.00

Figure37 - secRMM Authorization dialog

If you receive an error using the Authorization button, check the computer you are working with to
ensure the firewall has been opened for remote administration. The error you will see is most likely

G¢KS wt/ aSNIBISNJ AaA

dzy I Ghte khis endrf tfhé thedfdlldvigcgmnamiiior 6 0 ®

the computer you are working withNetsh firewall set service RemoteAdmin
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secRMM Login [

The RPC server is unavailable, (Exception from HRESULT: 0x800706BA)

L
38- Firewall blocking remote administration

Filter
Event types: Dretail level
All [0 wwrites [ Administration Simple
[ online/offline [ write Authorization failures [ SafeCapy [0 Detailed

Filter

39- secRMM Ribborilter group

The secRMM Ribbon Filter group lets you control what secRMM events are displayed in the active
Worksheet and also to control the level of detail for each secRMM event in the active Worksheet.

Event types

All Checkbox

Check his checkbox to show all the secRMM events in the active Worksheet.

Online/Offline Checkbox

Check this checkbox to show secRMM Online/Offline events in the active Worksheet. When a
Removable Media Device is plugged in and the Windows Operating Systagnigss it, a sSecCRMM
Online event occurs. When a Removable Media Device is unplugged and the Windows Operating
System removes it from its list of active devices, a secRMM Offline event occurs.

Writes Checkbox

Check this checkbox to show secRMM write asémthe active Worksheet. A secRMM write event is
generated when data is written to a Removable Media Device.

Write Authorization failures Checkbox

Check this checkbox to show secRM#ite authorizationfailures. A secRMM write authorization
failure s a secRMM event that fails a write attempt to a Removable Media Device due to a secRMM
authorization rule. A secRMM authorization rule is based upon one or more criteria:

1. Userld

2. Program
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3. Removable Media Device serial number

Administration Checkbox

Check this checkbox to show secRMM Administration events. A secRMM Administation event is an
event which logs when an Administrator changes one of the secRMM authorization rules or any of the
properties which control how the secRMM program bebsyv

SafeCopy Checkbox

Check this checkbox to show the secRMM SafeCopy events. A secRMM SafeCopy event is an event
which logs when an endser is using removable media.

Detall level

Simple Checkbox

Check this checkbox to display the secRMM data at aaufixe level. Specifics about the secRMM
events are hidden.

Detailed Checkbox

Check this checkbox to display all of the secRMM event data.

secRMM Excel Data Columns
This section lists and describes thecel columns that are defined in the secRMM BEwaarkbook. All

of this data is derived from the secRMM or secRMMCentral event legsn anywhere in the
Workbook, you can double click a row to show that row in its own windows as shown below.
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40- Viewing a single row of the Worksheet

Event This is the event ID translated into meaningful text.

Time The date and time the event occurred.

Computer The computer where the event occurred. For the secRMM event log, this wi
always list the same ocaputer. For secRMMCentral, it will have all the
computers that are forwarding their secRMM events into the secRMMCentra
event log.

User The user that is associated with the event.

User SID The user SID that is associated with the event.

Drive The dri letter of the removable media device.

Volume The volume name of the removable media device.

Device Description

The removable media device description.

Serial Number

¢tKS NBY2@0FotS YSRAIF RSOAOSQa &SNRL

Model The manufacturer model of theemovable media device.

Internal 1D The internal ID of the removable media device.

Target File The name of the file as it is stored on the removable media device.

Source File The source file involved in the write operation to the removable media device

Source File Size

The source file size in bytes.

Source File Last Write

The source file date and time that it was last written to.

Program Name

The name of the program used to perform the write operation to the removal
media device.

Program PID

The program PID.

Additional Program Info

Additional program information (used in cmd.exe, powershell, vbscript and
jscript programs).

Message Any additional information secRMM generates for the event
Property Name For Adminstration events, the name dhe property involved in the event.
Property Action For Administration events, the action taken on the property involved in the
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